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1. Introduction

The Identity Access (IA) Management Software from Controlsoft® is a PC-based Access
Control Management system. The Identity Access software manages the access control
database, which is downloaded to one or more Master i-Net® Controllers. The Master i-Net
controls access through the doors, either directly or via expanders. The i-Net controller(s)
make the decisions as to whether access is granted or denied.

NOTE: Your system may not support all the features described in this manual, depending on
the configuration of the system and the type of license applied. Please contact your installer
/ maintenance company for further information.

Conventions used in manual:
On-screen text

Cross reference links

Text to be typed in

Notes

[On-screen Buttons]
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2. Starting the Identity Access Software

To launch the Identity Access software:

1. Start Identity Access as follows.
Select Start > Controlsoft > IA User Interface
The following splash screen will be displayed:

=== IDENTITY ACCESS 9
mw

Photo ID
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2. When initialised, the Logon screen will be displayed:

Identity Access Management

Welcome to ldentity Access.

Please enter your username and password.

Username |
Password

Language English

IMPORTANT Using this program constitutes acceptance of the licence
terms and conditions as described in Help topics. € 2018 Controlsoft Ltd.

=B X

‘ ‘f Secure Logon :

‘ x Cancel

Logaon

Enter a valid Username (default = Admin) and Password (default = Password) and click

the [Logon] button (or press [Enter] on the keyboard).
NOTE: these credentials are case sensitive.

Th

Cur

E

Logoft

Home | View Reporting Management Setup Advanced Tools

e main user interface will then be displayed, showing the Dashboard:

Identity Access Management

Xe o

Ext ||| Dashboard || About
Dashboard | About

rent User

User Status

hacess Log |/ larms 1 Doors

%

System Status ) Cameras

Reader Monitor 1

User Status

[ x@Y

ON SITE = OFF SITE

0 0

%

Controller status

w Controller Status

‘@ Reload

ON LINE | OFF LINE

0 o

Offline Controllers

SyncTime.

Time

Last Name First Name: eader Loaation Token Number Company

Select Card Reader

Select Card Reader

1 »

@) Versionsiao (seRveR) =]

[PEMIBPRNSIRTIN i Loo scrice| «i Download Sevice By Admin ‘I_j Default - ‘

Note: Screenshots used throughout this manual show screens with their default layout.
The "User Profiles" feature (introduced in IA v9.1.48) allows Operators to change
screen size and locations, thereby changing the overall look and feel of the software. IA
supports multiple operators with different personal preferences for each operator.
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The most common technique to log on to the software is to enter a Username and Password
as described above If the operator is also a user, it is possible to log on to the software
using a fingerprint (if enrolled) and a Biometric enrolment reader installed on the machine.
Note — The user biometric details will need to be mapped to an operators account before
[Secure Logon] can be used.

Click the [Secure Logon] button on the Logon screen and present a finger to the
fingerprint enrolment reader.
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3. The Dashboard

The Dashboard is where Operators can monitor the system on a day to day basis. Each
section is dynamically updated, without the need to press a refresh button or similar.

\
The Dashboard can be accessed from anywhere in the software by clicking the w——
symbol in the top left of the screen (or click on the Home tab and select Dashboard)

_ # On the left-hand display is a box called User Status that shows
D User status how many users are currently on site. This is only relevant
where there are IN and OUT readers to and from the premises.
In the example here, there are 2 users, and both are currently

0 Iy 0 off site.

ONSITE | OFF SITE

‘ Reset

p Reset all APB

Gattbiiee it £ Also on the left, is the Controller Status box, this shows how

la':’ Controller Status many Master i-Net Access Controllers are online and offline.
ON LINE | OFF LINE Any offline controllers will be listed individually using the drop

down arrow. If any are showing as Offline, please report this

‘ 0 to your installation / maintenance company immediately as

7. S— }@ —— the i-Net Access Controller will not be updated while it is in

this state.

v | Offline Controllers

Access Log Tab

The Access Log Tab shows a live view of access events from all around the premises.
Whenever the software is closed this window viewer will be cleared. Where the event shows
a tick the controller has granted access, where the event shows a red cross someone has
been denied access. Scrolling the viewer window to the right will show the Reason for the
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access denied event.

Access Log Alarms Doars v
X @
Date Time Last Mame First Name Reader . Token Number

+* Q? 27/1an/2016 0%:22:30 leffries Alex Stables Offices Door Reader 1M 397623614
& 27/an/2016 09:22:27 Jeffries Alex Stables Offices Door Reader [N 397623614
@  27/an/2016 09:21:04 Summers Peter Stables Offices Door Reader [N 33707277
& 27/an/2016 08:50:29 Walker Adam Stables Offices Door Reader IN 373913697

Alarms Tab

The Alarms Tab will show various user defined software alarms, such as Door Forced Open
or Fire Alarms. The operator can view these alarms, once investigated the event can be
acknowledged with the [Accept] button, then cleared with the [Clear] button. If the event is
on-going the alarm will reappear in the Alarm Tab.

Doors Tab

The Doors tab is available to remotely Grant Access or to Force a Door Open. Simply select
the door you wish to open. Clicking [Grant Access] will unlock the door for its defined
unlock time (default = 5 seconds). Clicking [Remote Release] will latch the door open. This
door will then remain open until [Relock] is clicked which will then override the Forced Open
command.

The symbols next to the doors indicate the last event at the door. The options are:

0z
& Access Granted via Operator: This symbol indicates that access was granted through
the software by the operator.

=

Door Forced Open via Operator: This symbol indicates that the door was latched open
through the software by the operator.

&

Door Forced Closed via Operator. This symbol indicates that the door was latched
closed through the software by the operator.

®

Pushbutton. This symbol indicates that the door was accessed by pressing a Request
to Exit pushbutton.

e? Access Granted. This symbol indicates that access was granted via the reader to unlock
the door.
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& Access Denied. This symbol indicates that access was denied via the reader and the
door was not unlocked.

E Door has not been accessed since the software has been opened.

The doors tab also has facility for Site Lockdown. If enabled, this allows an operator to deny
access to some or all users, depending on whether Level 1 or Level 2 lockdown is selected.
Simply click the relevant button to change the lockdown state

System Status tab

This screen provides information as to whether the Log Service and Download Service are
running and whether Asure ID and the Mobile Access Portal are available. The Log Service
and Download Service must be running for Identity Access to operate correctly.

Cameras tab

This screen allows an image from a single camera to be viewed. Pan, Tilt and Zoom buttons
are provided for moving PTZ cameras

Reader Monitor |Reader Monitor 1 v & X

On the right-hand side of the Dashboard are 2 Reader
Monitor screens. Select the Card Reader you wish to
monitor. When someone accesses the reader, their
photograph (if programmed) will be displayed in the
Reader Monitor display alongside their name and time of
entry.

John Smith
2020/10/01 09:08:32
Access Allowed

Select Card Reader
| Stables Offices Door Re ~
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4. Configuring Operators

Operators are anyone authorised to access the Identity Access software.
Operators can also be Users (usually Employees). If the PC is fitted with a
Fingerprint Enrolment reader, operators who are also users can log into the
software using their fingerprint, rather than entering a Username and
Password.

Multiple Operators Groups can be configured, giving different restrictions
from system functions (e.g. “"Receptionists” can enroll visitors to the system
whereas “Human Resources” can enroll Employees, Contractors and Visitors).
An Operator Group may be given Administrator rights, and everyone in that
Group will have full access to the software.

When the software is first installed, Controlsoft strongly advise that the
credentials for the default Administrator is changed for security reasons.
Furthermore, we recommend that the Installation Company create a new
Administrator account for themselves, in case the end user forgets their
password. Finally, we suggest that an operator group is created where
members are restricted from functions that can affect the installed hardware.

Select Operators from the Setup tab to view the Operators window:

Identity Access Management - a X

)"
Home View Reporting Management | Setup [ Advanced Tools S\MPMﬂedLiwul %

\Qurhﬁflﬁ“

s Card Readers Morpho Readers | Cameras Elevat Enﬁg tio
Operators Access Control

Operator Groups

©| GO 4 ||@llx | @swonn -

Drag a column here to group by this column. Summary
Name Description Motes
Contains: T Contains: T Contains: 7

Total Entries: 1

— Selected Entries: 1
* | @ @ Administrators Members can fully administer the Identity Acces..

onewoy | v |

< " , | Summary

@ Version 9,138 (SERVER) ‘-‘ [EEUIIEEUE T 7 Lo Service wij Dowinioad Service. g Admin "-__»j Default v‘
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When first installed, there is just one Operator group called Administrators. This
Administrators group comprises one member called Admin, with Username = Admin and
Password = Password (both case sensitive).

The option buttons are:

& Refresh: Updates the list of operator groups

'%? Add: Creates a new operator group in the list

Delete: Removes the selected operator group/s from the list

“ | Edit; edits the selected operator groups

<

Show/Hide Active: This button will show or hide Operators who are Active.

s Show/Hide Inactive: This button will show or hide Operators who are not Active.

Show All ~
@ If there are many operator groups in the list, this option will either show all
groups, or only Administrator groups, or only non-Administrator Operator Groups.

The Summary Box on the right-hand side indicates how many Operator Groups exist, and
how many are currently selected.

4.1. Changing the Default Credentials

To change the credentials for the default Operator called Admin, double click on the
Administrators group
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{28 Operator Group Settings = x

% ¥ Operator Group Settings

Name

Administrators

|7| Operator Level
a Members
|,(=? Permissions @ @@ m’i @R
. MName
=7 Notes Contains: ¥
+ & Admin
a w1 '
[&] Active

s Accept ‘ x Cancel

The option buttons are:

©)
Refresh: Updates the list of members

Th
@ Add: Creates a new member to the list

=
[}
@ Delete: Removes the selected member/s from the list

4 Edit: edits the selected member
Show/Hide Active: This button will show or hide members who are Active.

Show/Hide Inactive: This button will show or hide members who are not Active.

To edit the member called Admin, double click the entry or click the Edit button:
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g!;oDEratorSettmg; %

|I Operator Settings

Display Name
Admin

Username Password

) e dmin sssssessssseesRRRN S

Link to user

o | Title: <Nobody Selected> |i|
& First name: <MNobody Selected>

Last name:  <Mobody Selected>

[ Active

‘ [ Must change password at next logon

x LCancel

The Display Name for the default Administrator cannot be changed.

‘ : Accept

Change the Username and/or Password as required. To check the password while entering
it, click the 'eye' symbol to the right of the Password box.

NOTE: Once a Password has been entered, it can no longer be viewed.

NOTE: The default credentials are Admin and Password (both case
sensitive).

If the Operator is also a User, it is possible to use their fingerprint to log onto the Identity
Access software. To link the Operator to a User, click on the magnifying glass under Link to
user and select the relevant User from the list that appears.

If the option Must change password at next logon is selected, the operator will be forced
to change their password when they next log on to increase security.

Tick the option Active to make the operator active. Un-ticking this at any time will stop the
Operator from working, without having to delete the Operator's details.

Click [Accept] when done.

4.2. Adding an Administrator

To Add a new Administrator to the group, double click on Administrators in the Operators
window and click the Add icon:
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g!;oDEratorSettmg; =

il Operator Settings

Display Name

3 Username Password

= Profile
Link to user

o | Title: <Nobody Selected> |&|
& First name: <MNobody Selected>

Last name:  <Mobody Selected>

[ Must change password at next logon
[¥] Active

x LCancel

Enter a name for the new Administrator under Display Name.

‘ : Accept

Enter a Username and Password as required. To check the password while entering it, click
the 'eye’ symbol to the right of the Password box. Once a Password has been entered, it can
no longer be viewed.

If the Operator is also a User, it is possible to use their fingerprint to log onto the Identity
Access software. To link the Operator to a User, click on the magnifying glass under Link to
user and select the User from the list that appears.

If the option Must change password at next logon is selected, the operator will be forced
to change their password when they log on to increase security.

Tick the option Active to make the operator active. Un-ticking this at any time will stop the
Operator from working, without having to delete the Operator's details.

Click [Accept] when done.

4.3. Adding an Operator

To Add a new Operator's Group to the software, click the Add icon in the Operator Groups
window to display the Operator Group Settings:
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{28 Operator Group Settings

I Operator Group Settings

ame

— =

ey
.559 Permissians

'-.:;,.? Notes

| Operator Level
a Members

Administrator

© ©O 4 v

Contains:

- w ]

[#] Active

MName

s Accept ‘ x Cancel

Enter a Name for the new Group.

Choose the required Operator Level from Administrator (able to access all functions within

the software) or Operator (only has access to defined functions)

If Operator is selected, the Permissions tab in the left-hand side bar will no longer be greyed

out allowing you to set the functions accessible to members of that group:
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!.!;Operator Group Settings

Operator Group Settings

Name
Security Guards
| Operator Level
Membe 4
a RerE Operator &
@Permissiuns @‘ ®©| Zs | &l |5
= ] Name |
<7 Notes Cantains: 7
) e — .
[ Active

5 Accept ‘ x Cancel

Select the Permissions tab

!‘!;Operator Group Settings

Operator Group Settings

Name
Security Guards

Permissions of this operator group
z Members

v %

Penninn{'-' Elg Management
; @ Time zones

<L Notes - A Public hoiidays
View

Add / Modify

[e[ele

Remove

o
=}
2

panies

&

[n]
=
c
k=1
a

View

Add / Modify

Remove
3 Employees
g Visitors

]

<[ [<]

e Accept ‘ x Cancel

Double clicking an item will change the green tick to a red cross indicating that the item has
been disabled. Double clicking the item again will enable it.
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7 - will enable all items, selected items or all items within a permissions group

x " will disable all items, selected items or all items within a permissions group

For example, to prevent all members of this Operator Group from accessing the Access
Control and Advanced menus, scroll to the relevant items and double click the green ticks to

change it to a red cross as shown below:

I‘!;Operator Group Settings

Name
Security Guards

‘ Operator Group Settings

a Members
=
L—é Permissions

'-..:;f Notes

Permissions of this operator group

@ X

fﬁ Tools

é @ Setup

Full access to access control menu
2 Operators

9@ Advanced

Full access to advanced menu
5” Graphics Viewer

Perform Actions

Q Controller Actions

! Door Actions

b Reader Actions

E M Counter Actions

. m Timer Actions

T

C Accept

‘ x Cancel

TR
Select Members in the side bar, then select the Add icon @ to add a new member within

the group
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g!;oDEratorSettmg; x
il Operator Settings
Display Name
o Username Password
...J Profile
Link to user

1 |Title: <Nobody Selected»
& First name: <MNobody Selected>

Last name:  <Mobody Selected>

[ Must change password at next logon
[¥] Active

x LCancel

‘ 6 Accept

Enter a name for the new Operator under Display Name.

Enter a Username and Password as required. To check the password while entering it, click
the 'eye’ symbol to the right of the Password box. Once a Password has been entered, it can
no longer be viewed.

If the Operator is also a User, it is possible to use their fingerprint to log onto the Identity
Access software. To link the Operator to a User, click on the magnifying glass under Link to
user and select the User from the list which appears.

Tick the option Must change password at next logon to force the operator to enter a new
password when they next log on.

Tick the option Active to make the operator active.

Click [Accept] when done.
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5. Configuring Groups

Each Group is allocated a combination of Readers and Time Zones, so each new user
allocated to that Group will automatically inherit all the relevant “Access Rights”.

To create a new Group, select the Management Tab, then select Groups from the ribbon

0 %

-
15| Smplibed Layon

QOO 4|wx
Summary

ot e

7
4
<
£
43
womRwIRL v |

QT 3 s v e By s oo < -

This Groups window shows that there are no Groups in the database. The option buttons

are:
©)
Refresh: Updates the list of Groups
=" Add: Creates a new Group in the list

=
@ Delete: Removes the selected Group/s from the list

X

4 Edit: edits the selected Group
Show/Hide Active: This button will show or hide Groups selected as Active.

Show/Hide Inactive: This button will show or hide Groups not selected as Active.

9020-0001 Issue 5 Page 20 of 69 29/10/2020



Controlsoft Identity and Access Management Software

Select the Add New button @

5.1. Creating Groups

To configure the Group, use the Group Properties Window:

{28 Group Settings -2 x

| 2 |

Name
\

List of users that belong to this group
" — o
§  Employees that belong ta this group Employees that do not belong to this...
z = = — =
bmcors | | 2 Q@ o
— Drag a column here to group by this column, Drag a column here to group by this ¢
E Morpho Readers z Last Rlame First Rlame Toke Last flame
= Contains: T Contains: T Contains; Contains: T Contai
Q‘ADE Doars s 1 & sames Gary
9 E P
.' Elevators s
{5) Time zores
&5 cvenss
4 I im) »
<L Notes
[1Time and Attendance Group [Joverride Lockdown
[Joverride Anti Passback
[1Requires extra time at door [¥] Active

x Cancel

‘ x Accept

Enter a Name for the Group

The Employees that belong to this group window displays users who are currently
allocated to the group

Conversely, Employees that do not belong to this group displays all users who are NOT
currently allocated to the group

To allocate one or more user to the Group, simply select the required user/s in the right-
hand column and click the @"I button. To place all users in the group, use the @-" button.

Tick the Time and Attendance Group box if members of this Group are to be monitored for
Time & Attendance.

Tick Overide Anti Passback if members of this group are to be excluded from APB
constraints.

Tick Requires extra time at door to use the Extended Door Open Time

Tick Override Lockdown for users in this group to operate doors during Lockdown Level 1
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Tick the Active box to ensure that users in this Group are operational.

Select Card Readers in the side bar:

128 Group Settings

|G

Name

a Users ard Rea‘dig_lha( this group has access to _—

a0 Contains: =
‘ h Cord Readers * []  Front Door InReader

g APB Doors
i’ Elevators

@ Time Zones
&

<Zr Notes

6 Accept ‘ x Cancel

Select the readers that members of this Group will have access to. To select all readers, tick
the All box highlighted above.

Select Morpho Readers in the side bar:
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{28 Group Settings

|G

Morpho Readers that this group has access to

3 o BN i

Contains: v

Q‘ APE Doors
i' Elevators
‘@ Time Zones
oo

<7 Notes

% Accept

x Cancel

Select the Morpho (fingerprint) Readers that members of this Group will have access to. To

select all readers, tick the All box.

Select APB Doors in the side bar:

{288 Group Settings

| ST

Anti Passback doors that this group has access to

Contains: 7

‘@ Time Zones
& et

<L Notes

% Accept

‘ x Cancel

Select one or more Doors where members of this Group will be subject to AntiPassBack
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Select the Elevators in the side bar to define which floors are accessible to users in this

group:

;g;Gmup Settings _ B x
Name
: Elevators and floors that this group has access to
3 o3 5 [ g Sevice Elevator
h Card Readers O
@ =
E Morpho Readers @) 2nd
O@ 3w
g APB Deors
.- Elevators <
@ Time Zones
Q Events
<L Notes
Nz \ X ..

Tick all the floors to be accessible to these users.

Select Time Zones in the side bar:

428 Group Settings

| GEEEE

MName

Times this group has access

2 v ; —
Contains: v
h Card Readers » [ Weekdays

E Morpho Readers
Q‘ APB Doors

., Elevators

) et
Q Events

<L Notes

[ Active:

EJ/ Accept ’ x Cancel

Select the Time Zone that members of this Group will have access to (information on how to
add a Time Zone can be found on Page 49).
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The Events section will indicate whether any Events have been configured for the selected
group

{28 Group Settings

| 5 EEE—— |

Name

2 -
h Card Readers
E Morpho Readers
Q‘ APB Doors

i' Elevators
@ Time Zones
& e

<L Notes

List of available events

¥ Swipe at any reader

¥ Access allowed at any reader

¥ Access denied at any reader

¥ Swipe at specific reader

¥ Access allowed at specific reader

¥ Access denied at specific reader

Actions that are performed when a member of this group swipe their token at any reader

|@ Aaﬂ| @

E// Accept ‘ x Cancel

In this example, no Events have been created for the selected group. Clicking the [Add]
button will allow Events to be created, although this is more easily done via the Events

button in the Advanced tab, where all Events and related Actions can be viewed.

The Notes section, accessed from the side bar, provides 2 text fields called Description and
Notes to help a Service Engineer during their first visit:
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Name
Finance
Description
All staff in Finance Department

Notes
Card Readers .
Access to reception, finance, corporate amd Canteen areas only

E Morpho Readers
Q‘ APB Doors

i' Elevators.
QE-J Time Zones
&5 cens

«Z_# Notes

x Cancel ‘

‘ 6 Accept

5.2. Allocating Users to Groups

A user can be allocated to a Group in one of 2 ways:
1. From within the User Properties Window.

2. From within the Group Properties Window.

NOTE: Users can be allocated to more than one Group, but please be
aware that in old versions prior to v2017.1 constraints exist when

multiple Groups are combined:
EXAMPLE:
Group 1 has access to Reader A from 10:00 to 11:00
Group 2 has access to Reader B from 12:00 to 13:00

A user allocated to Group 1 AND Group 2 will have access through BOTH readers from
10:00 to 11:00, AND will have access through BOTH readers from 12:00 to 13:00
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"Users" is a collective term for Employees, Visitors and Contractors. These user types have
been separated as they often have different requirement for Access Rights, for example:

Employees may have very flexible access to the premises for long periods of time.

Visitors may have limited access to the premises and may be heavily managed on a day to
day basis.

Contractors may have flexible access to the premises but only for short periods of time.

Furthermore, separating Employees, Visitors and Contractors makes reporting on each type
of user easier and more flexible.

NOTE: Programming screens for Employees, Visitors and Contractors are
the same. Only programming screens for Employees has been shown for
brevity.

Select the Management tab, then select Employees from the ribbon bar:

= ¥ - - X
(= —
FEE e Ve mapomop | ugenere| g amancea 100 [0 Smpted et~

B VPIR: ™y e

P 810 Taken deatity User Find Oudlicates| | Morphotianager Asure I

Access Corral enmiy

Toals

OO0 4 | sie| | m T @ x|

203 ere Summary
Last hame Frst iame Taken tumeer oty CodsTemporayToken _PessreeNamber | Tl Finger Prints Cempary Department -

e[

Total Ertriex
Selected Ertries:0

Access Contrel

Loddam Saus Lewio [EQERTMETTRMIPRIEE IR S

@ versonsass e =

The option icons are as follows:

©)
Refresh: Updates the list of Users
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©

Add: Creates a new User to the list

)

Delete: Removes the selected User/s from the list

& Edit: edits the selected User

B

Enrol fingerprint using MorphoManager: This icon will be greyed out (as shown) if
MorphoManager is not enabled.

L ]
Asure D . .
Print: Prints a card for the selected user

[Lon)

& Report: Run an access log report for the selected user

= Temporary Token: Assign or remove Temporary Token for a User

| ]
=

* Import: Adds a new User to the list from a vCard
Show/Hide Active: This button will show or hide Users selected as Active.
Show/Hide Inactive: This button will show or hide Users not selected as Active.

Paging Mode: Splits the list of users into manageable pages to avoid too much
scrolling up and down.

NOTE: Any changes made to Users (Employees, Visitors and Contractors)
will automatically be downloaded to the Controllers and/or Biometric
Readers

6.1. User General

To create a new Employee, select the Add New % putton:
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{!;Emp\oy'ee Settings = x

Employee Settings

Title First Name Middle Name Last Name
- will Evans
Primary token number ———  Fadility code
2%, General ||_|_|I(_ﬁ']ﬁ'| .
h= o 1036928 = | Head Office, She -~
- PIN Number ——
Q Photo ] |
Use for Token & PIN only |
&P Fingerprints Valid from [~ company Details
020ct2020 - 1242pM @ || Comeany
5 Mobile Access | | oLy e <MNo Company=
. ;| Department
Indefinite - |[f| FeRanmen
E Tokens <No Department>
3 2.00 AM @ =
n_j Cytra Dats 30 Dec 1899 12:00 AM @ <
Groups that this user belongs to
:LI"/' Contact [¥]
Contains: T
é Events
<7 Notes

Active

| |
&7 X
| | Cancel

Enter the First Name and Last Name of the user (Title is optional).

Accept

Enter the Primary Token Number of the card allocated to this user. This may be written on
the card, read via an Enrolment reader, or may be a sequential number in systems using
fingerprint only. Pressing the icon to the right of the Token Number field will automatically
generate a token number. This is useful when using fingerprint readers.

The Facility Code dropdown list displays all the Facility Codes relevant to this system, simply
select the appropriate one for this employee (in this instance, the employee works at the
Head Office). This ensures that another card with the same number (1036928) but a different

Facility Code will not be granted access. NOTE: If Facility Codes are not enabled
in the IA Configuration utility, this field will be greyed out.

If the system has readers with a keypad, enter a PIN Number for the user. Pressing the icon
to the right of the PIN Number field will automatically generate a PIN. NOTE: If you are
using keypads in 'PIN Only' or 'PIN OR Proximity' modes, the required
PIN Number should be added as a Token Number.

The user will have no access to the system until the Valid from date and time (the default is
the date that the user profile was created). Similarly, the user will have no access to the
system after the Valid for expires (default is Indefinite, but this can be changed in the Server
Configuration utility).
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Allocate the user to a Company and a Department (if used). Companies and Departments

can be a useful filter when running reports on users.

Groups that this user belongs to lists all the available Groups within the system. To

allocate the user to a group, simple tick the box for that group.

Ensure that the Active box is ticked for this user to have access to the system

NOTE: Users can be allocated to more than one Group

6.2. User Photo

Allocating a photo to a user can be useful when identifying a lost card as it is possible to
read the card and display the photo and other details of the relevant user. As standard there
are two Reader Monitors located in the Dashboard to view the photos of people entering

and exiting the premises.

' !.ggfmployee Settings

Title

i Employee Settings

Eirst Name
~ Wil

Middle Name

Last Name
Evans

% General
e
\‘ Fingerprints

! Mobile Access

Q Tokens

L("/ Extra Data

Q/I/ Contact
‘ Events

<L Notes

’ : Accept

‘ x Cancel
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Select the import icon H to import a previously saved image. It is possible to import a

L
Jpg or .png picture file. The camera icon can be used to capture a photo from a

webcam.

6.3. User Fingerprints

To enrol a fingerprint for a user, first define the enrolment device to be used. This could be
an "MSO Takeon Device" such as an MSO-300 or MSO-1300, or, if configured, a fingerprint
reader at a particular door.

#22 Employee Settings ITETX
i Employee Settings
Title Eirst Name Middle Name Last Name
~ | will Evans
Select enrolment device
%General MA Sigma
ﬁ Photo
@ Fingerpri (IS O8N
ingerprints 0 0 ° ol
gw Mobile Access
E Tokens
L(T Extra Data
@ Contact
g Events
<7 Notes ‘ )
‘\\ Check for Duplicates

‘ : Accept x Cancel

NOTE: If Facility Codes have been specified for the Morpho reader, the
screen will include a prompt to ensure that the Facility Codes entered for
the user matches the Facility Code of the relevant Morpho readers
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ggg Employee Settings

Employee Settings

Tite ~ FirstName Middle Name Last Name
~ | Wil (| || Evans

Select enrolment device
% General MSO Takeon Device -

Q Photo
‘ g Fingerprints

‘ Mobile Access

Ensure that the facility code set for the primary token number matches
Q Events the facility code set for the Morpho readers that this user has access to.

<7 Notes )
Check for Duplicates

E Accept l x Cancel

Enrol a fingerprint as follows:

Specify the finger to be enrolled by left-clicking on the required fingertip, then select Assign
from the Option Wheel:
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l'ggEmp\oyee Settings .= x
i Employee Settings
Title First Name Middle Name Last Name
- will Evans

W General
@ Photo

‘@ Fingerprints
H{ Mobile Access

E Tokens
H Extra Data
@ Contact
—
Q Events “{
E Check for Duplicates
"-:;,' Notes

‘ 5 Accept x Cancel

Place the selected finger on the enrolment reader 3 times, following the on-screen
instructions where necessary.

Generic Acquisition Component

Acquisition Panel

3%

Assign a second finger. Qualify that both fingers have been enrolled and the score is
satisfactory.

NOTE: The higher the enrolment scores the better the biometric reader
will perform on a day to day basis. It may be necessary to enrol multiple
fingerprints and use the fingerprints with the highest score.
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Finger Prints

6.4. User Mobile Access

If you have a Mobile Access account, you can allocate mobile credentials from within Identity

Access.

g;;Emp\oyee Settings

; Employee Settings

T | Gary

Title First Mame Middle Mame Last Mame

James

Email Address

v Fingerprints |

w Mobile Access

HID Mobile Access - Find User

Q.

5 Accept

‘ x Cancel

Having first entered the required information in the General screen and the user's email

address in the Contact screen, select the Mobile Access tab and click [Find Me]
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If the employee has never been issued with a Mobile Access credential, the following screen
will be displayed

I.!;Emp\oyee Settings

i Employee Settings

Title Eirst Mames Middle Mame Last Name
T | Gary James
% General
HID Mobile Access - Create New User
@' Photo
An HID Mobile Access profile has not yet been assigned to this person.
w Fingerprints
Select part number
1 . Default part number i
| Mobile Access
E Tokens

[~ 4:
ﬁ Extra Data ‘ &j) Create Profile

Contact
é Events
-

N.:,;' Notes

‘ @ Start Again

z Accept ‘ x Cancel

Leave the part number as Default part number and click on the [Create Profile] button.
Once the system has created the profile for this employee, the invitation code will
automatically be emailed to that employee (assuming that the option is selected in the IA
Configuration utility)

£18 Identity Access Management x

Information

A new Mobile Access invitation has been created

BBAY-F4QH-VZKP-BG4M

Invitation expires on: 30 Oct 2020 at 08:24:33

x Ly close

Click [Close] and the next screen shows the Invitation Status as PENDING
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gggEmp\oyee Settings

i Employee Settings

Title First Name

T | Gary

Middle Name Last Name

James

% General
@’ Photo

\a Fingerprints

Full name
Status

E\ Mobile Access
UserlD

E Tokens
ﬂ Extra Data

Email

HID Mobile Access - User Information

User Details

Invitations

Mobile Devices

‘ @ Refresh

x

Gary James
ACTIVE
13869435-40e3-4511-9f6e-f5ddabd46c63

gary.james@controlsoft.com

‘@ Delete user

2

Copy Invitation Code

Create Invitation

Sent

@ Contact
‘:é Events

\.;'/ Notes

2020 Oct 23 08:24:53

Status
PEMDING

Invitation Code
BBAY-FA0H-VZKP-BG4M

by

‘ : Accept

x Cancel

NOTE: This invitation code is time limited and must be activated

promptly.

The employee now needs to download and install the HID Mobile Access app on their
phone. This is a free app available from the Google Play Store for Android phones, or from
the App Store for Apple phones.

Open the app and select *

Start using the services”

Enter the invitation code and click [REGISTER]

Look through the instruction on how to use HID Mobile Access or click [Skip]

In the Identity Access User Information screen, click the [Refresh] button
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gggEmp\oyee Settings

Title First Name
T | Gary

i Employee Settings

Middle Name Last Name
James

% General
@’ Photo

\a Fingerprints

E\ Mobile Access

E Tokens
ﬂ Extra Data

@ Contact
‘:é Events

\.;'/ Notes

HID Mobile Access - User Information

User Details | Mobile Devices

‘ @ Refresh

x

Full name Gary James

Status ACTIVE

UserlD 13869435-40e3-4511-9f6e-f5ddabd46c63
Email gary.james @controlsoft.com

‘@ Delete user

. . Copy Invitation Code
Invitations

@ Create Invitation

Sent Invitation Code Status

2020 Oct 23 08:24:53 BBAY-F4QH-VZKP-BG4M ACKNOWLEDGED

‘ : Accept

x Cancel

The Invitation Status is now showing as ACKNOWLEDGED.

NOTE: An option exists in the IA Configuration utility called “Issue Mobile

Credential ID with invitation”. If this option has been selected, the

invitation Status will now show as ISSUED and the next few instructions

can be ignored.

Select the Mobile Devices tab
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l'ggEmp\oyee Settings

i Employee Settings

Title First Name

T | Gary

Middle Name Last Name
James

W General
@ Photo

\‘ Fingerprints
w Mobile Access -
E Tokens
ﬁ Extra Data
@ Contact
Q Events

<Zr Notes

HID Mobile Access - User Information
Refresh

User Details  Mobile jces

x

samsung SM-GO70F q (P
Android 10 Remove Device| @

App Version: HID Maobile Access

- @

EMULATED; Bluetooth;

S=
ACIVE Revoke Credential ID
Mobile ID's — Issue Credential ID
Part Number Name Acess Control Number Status

E Accept

‘ x Cancel

Now click the [Issue Credential ID] button and select the type of credential required, either

Default part number or a specific type if different credentials are available.

Issue | gedential ID :

Select Part Mumber
Default part number
Controlsoft Mobile

Controlsoft Mobile 26bit

An information box will now show the credential number issued
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gg; Identity Access Management

Information

A new Mobile Credential ID has been issued

437

x Close

Click [Close] and the screen will be updated showing the status of credential 437 as ISSUED.

l'ggEmp\oyee Settings

i Employee Settings

Title First Name Middle Name Last Name
T | Gary James

- =2 X

m General

HID Mobile Access - User Information @
Refresh
Q Photo
User Details | Mobile Devices
\‘ Fingerprints

:T,:I‘J:%SM-GQ”F m @ . @

w Mobile Access - App Version: HID Mobile Access

x

EMULATED; Bluetooth; =
E Tokens LCllE Revoke Credential ID
-
| eaneta Mobhile ID's Issue Credential 1D
Part Number Name: Acess Control Number Status
@ Centact Controlsoft Mobile 2., 437 ISSUED, ICLASSSEQS

E Accept ‘ x Cancel

Finally check that the credential has been allocated to the employee. In this screenshot

below, it has been allocated to Secondary Token 1, although this can be configured in the IA
Configuration utility
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l'ggEmp\oyee Settings

i Employee Settings

Title First Name Middle Name Last Name
T | Gary James
Secondary token 1 Facility code
% General
@ Photo Secondary token 2 Facility code
Fi it
w e Secondary token 3 Facility code
E\ Mobile Access
— | Secondary token4 acility e
‘ E Tokens
ﬁ Esmlize Secondary token 5 acility e
Contact
é Events
-
\&Notss

4

Accept

‘ x Cancel

6.5. Multiple Tokens

Each user can be given more than 1 token to allow for multiple credential types (e.g. an
Employee may have a card, a mobile credential and a windscreen tag for the car park). The
Tokens tab allows these secondary credentials to be allocated to the user. Whichever
credential is used, it will be recognised and the same user, hence Fire Roll Call, AntiPassBack

etc. will continue to operate correctly.
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ﬂgEmp\oyee Settings _ = x
Employee Settings
Title First Name Middle Name Last Name
- will Evans
Secondary token 1 Facility code
% General -
@Photo Secondary token 2 Facility code
‘aF' it
hzEEns Secondary token 3 Facility code
E\ Mobile Access
Secondary token 4 Facility code
E Tokens
L{j Eaimifie HIK Vision ANPR number MNumber plate
4138416 OK123VEH
Q'!/l'J Contact
é Events
<7 Notes

‘ : Accept x Cancel

The titles Secondary token 1, Secondary token 2 etc. can be renamed in the IA
Configuration utility to provide more meaning titles such as "Mobile Credential” or
"Windscreen Tag".

If the Use HIK Vision ANPR option is enabled in the IA Configuration utility, then Secondary
Token 5 will automatically be renamed to HIK Vision ANPR number as in the above
screenshot. This field will be filled in automatically when a vehicle number plate is entered
into the Number plate field.

NOTE: The ANPR number plate must be unique

Please contact your installer / maintenance company for assistance in changing these
options.

6.6. User Extra Data

It is sometimes useful to have additional information logged against a user, depending on
the work environment. For example, a Courier company may want to log whether a driver
has a valid driving license, store the expiry date of the license or even store a scan of the
license itself.
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The Extra Fields are configured within the |A Configuration software (ask your installer /
maintenance company for further information on this).

To use an Extra Field previously configured, select the Extra Data tab:

{28 Employee Settings _ = x
i Employee Settings
Title First Mame Middle Mame Last Mame
- will Evans
Extra Data
%" General Index  Extra Field Value
!ia oh @ 0 Valid Driver's License
ot
\a Fingerprints
E\ Mobile Access
a Tokens < >
[ e
i A Walid Driver's License
M Contact
Cives
g Events @no
=
"-;‘,' Notes
6 Apply ‘
W Accept ‘ x Cancel

In this instance, the Extra Data Field has been configured to record whether the user has a
valid driver's license. Simply select Yes or No as appropriate, followed by [Apply] and
[Accept].

The Extra Data tab can display a variety of information as the data fields can be text, numeric,
lists, checkbox, date, time, or image.

6.7. User Contact

9020-0001 Issue 5 Page 42 of 69 29/10/2020



Controlsoft Identity and Access Management Software

The Contact Details in this tab are not mandatory, but can be recorded if required:

I.g;Emp\oyee Settings

Title

First Name
T Will

; Employee Settings

Middle Name

=

Last Name
Evans

% General
Q, Photo

\‘ Fingerprints

‘ Mobile Access

Address

Suburb

Phone Numbers

e

@
“

Email

Code

»

E Accept

‘ j E Cancel

6.8. User Events

The Events tab will indicate whether any Events have been configured for the selected user
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gggEmp\oy@e Settings .= x
i Employee Settings
Title First Name Middle Name Last Name
- will Evans

List of available events

W General
¥ Swipe at any reader

@Pho{o ¥ Access allowed at any reader
¥ Access denied at any reader

\‘F;ngerpﬂ-ms ¥ Swipe at specific reader

¥ Access allowed at specific reader

H[ Mobile Access ¥ Access denied at specific reader

E Tokens
ﬁ Extra Data

Contact
Events
L]

"-.:./ Notes

Actions that are performed when this person swipe their token at any reader

© O -

: Accept ‘ x Cancel

In this example, no Events have been created for the selected user. Clicking the [Add]
button will allow Events to be created, although this is more easily done via the Events
button in the Advanced tab, where all Events and related Actions can be viewed.

6.9. User Notes

Information in this tab is not mandatory, but can be recorded if required:
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ﬂgEmp\oyee Settings .= x
i Employee Settings
Title First Name Middle Name Last Name
- [ will Evans|
Personnel Number Personnel Number Alias
% General

@ B Date of Birth

Tuesday, January 1, 1980

\a Fingerprints Notes

E\ Mobile Access

E Tokens
Jj Extra Data

@ Contact
é Events

7 Notes

‘ : Accept x Cancel

The Personnel Number is displayed in the Employee Properties screen and can be selected
to be unique via the IA Configuration utility.

6.10. Importing Users

It is possible to import multiple users into Identity Access from another Controlsoft
application (Controlsoft Lite, Controlsoft Pro or CWBIo), or any other application capable of
exporting its user database to a .csv file.

When importing from a Controlsoft application, Identity Access knows the data layout, so it
is only necessary to point to the database.

When importing from a .csv file, it is also necessary to map the fields in the file to the correct
fields in Identity Access.

To import data, select Import Data from the Tools menu and follow the Import Wizard:

Under Select Import Source, select the appropriate source, for example, to import from a
csv file, select Text File from the dropdown list and click [Next]
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Under Source File, click the [...] button to browse to the .csv file. Select Delete old data
before importing new data if required. Click [Next].

Select Destination should be set to define the types of user being imported (Employee,
Visitor or Contractor). Select Ignore duplicate names to avoid duplicate entries. Click
[Next]

NOTE: While this will stop a User appearing in the list twice, it will also
stop a new User from being imported if they have the same name as an
existing User. To avoid this, always ensure that there are differences
between similar names (e.g. Fred Smith, Fred A Smith and Freddie Smith)

Selecting the source file's format defines how the .csv file is configured (the actual settings
required will depend on how the .csv file has been configured). Click [Next]

Under Delimiters, choose which character has been used in the .csv to separate data (usually
commas or tabs).

Under Data Preview, link each column in the .csv file to the corresponding database field.
Click on each column header and select the required field from the dropdown list:

28 import Wizard B X

g User Type
t Title

First name
| Middle name
Last name

Mapping the source data
Nick name
Delimiters
. Gender . .
O Tab define the field mapping)
™ Carni Birth date
() Semicolon A
D number

(®) Comma

O other

General notes

Token number
PIN
Company
Department
Address line 1
Address line 2
Address line 3 v
Suburb
City

| State

Country (
Postal code Back || B

Hrma nhane nimber

Next x Close

(V)

When complete, click [Next], followed by [Import] to start the import process and [Close]
when the import is complete.

Identity Access also has the facility to import a user via a "vCard" which can be created from
some email clients such as Microsoft Outlook. To import a vCard, select Employees from the

[ |
=

Management tab, then select the Import icon
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NOTE: it is not possible to import vCards for Visitors or Contractors.

!g; vCard Importer

Pl vCard Importer
i v

Select vCard...

Select fields to import Photograph

Field Value

[Jimport photo

5 Accept ‘ x Cancel

Use the [...] button against Select vCard option to browse to the vCard and click [Open].

{18 Card Importer

Pl vCard Importer
i

Select vCard...
Ch\Users\GaryJames\Desktop\Jim Smith.vef E

Select fields to import Fhotograph
Field Value

& Title Mr

& First name Jim

& Lastname Smith

& Company

& Department

& Cellphone 07712-345678 [limpert photo
& Work phone 01234-567890

& Email jim@smith.com

< >

‘ 5 Accept x Cancel

Once imported, the Employee Settings screen automatically opens for that user.
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{1R Employee Settings

Employee Settings
Title First Name Middle Name Last Name
|Mr T [Jim | |Smith |
Primary token number Facility code

Q Photo
w Fingerprints

' Mobile Access

PIN Number
|Use for Token & PIN only‘

30Dec1899 - [1200AM ® 2

Valid from
050ct2020 * 9:20AM ® || Comeany
Valid for ) | <No Company>

I :| Department
Indefinite mH
| | «<Mo Department> =
Valid to

-~ Company Details

Groups that this user belongs to

[ O]

Cantains:

+ [0 aistan

Active

E Accept ‘ x Cancel
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7. Configure Time Zones

Time Zones is a useful facility as it modifies the operation of the system at given times. Time
Zones can be used in 2 ways:

If a Time Zone is allocated to a Group, all Users in that Group will have access through the
relevant doors only within the Time Zone period

If a Time Zone is allocated to a Door, the door will provide free access within the Time Zone
period

To use Time Zones, select the Management tab, then click Time Zones in the ribbon bar.

- 8 x

« e saperrg | sargemen| seunramas oo

= [ o | 7 - E ~, @
O A Wwad? y 2
5 — e

Smpifes Laout A

&4 o

. e Summary
e .

Selected Enire

LapeL

This Time Zones window shows that there are no Time Zones in the database. The option
buttons are:

=
@ Refresh: Updates the list of Time Zones

~Th
@ Add: Creates a new Time Zone in the list

o
[}
@ Delete: Removes the selected Time Zone/s from the list

= Edit: edits the selected Time Zone
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Show/Hide Active: This button will show or hide Time Zones selected as Active.

Show/Hide Inactive: This button will show or hide Time Zones not selected as Active.

To create a Time Zone, select the Add New button @

7.1. Creating Time Zones

Use the Time Zone Properties screen to configure the Time Zones:

- = x

@ ¥ ‘ Standard View | Advanced View x
&>
QE\,MS Start Time 1 End Time 1 Start Time 2 End Time 2 Start Time 3 End Time 3
Monday [ 07:00 ® 20045 ® /00:00 ® 2| 00:00 ® = 0 00:00 ® - |00:00 B 2
LN ™ - ™ ™ Py ™ ™.
SN Tuesday [ 00:00 ®@ : |jo0:00 ® 3 0/00:00 ® 5 00:00 ® 3 00000 ® = 0000 ® 3
Wednesday | [] 00:00 3 > 00:00 @ O|oo:00 @ 00:00 ® + 0 00:00 @ | 00:00 @
Thursday O 0000 ® Z]00:00 ® ¢ 0/00:00 ® 7| 00:00 ® 3 0 00:00 ® 7| 00:00 & 7
Friday O /00:00 @ ;|j00:00 ® 3 O|oo:00 @ 7 00:00 @ + 00000 @ 7 00:00 @ 7
Saturday O 0000 ® Z]00:00 ® ¢ 00000 @3 [00:00 ® 3 0 00:00 ® 7| 00:00 & 7
Sunday O /00:00 @ ;|j00:00 ® 3 O|oo:00 @ 00:00 ® + 00000 @ 7 00:00 @ 7
[JEnable access schedule in Sigma device (Intervals must be in 15 minute increments)
[Disabled on public holidays
[#] Active
¥ K .

Enter a Name for the Time Zone

Each Time Zone can have up to 3 segments, each with its own Start Time and End Time.
Unlike previous versions of Identity Access, Time Zones can now be entered to 1 minute
resolution.

Time Zones can be created graphically rather than entering times by selecting the
[Advanced View] tab
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42BTime Zone Settings

T ‘ Standard View ‘ Advanced View ‘
155 Times

9-©Quon

Mon

Tue Wed Thu Fri Sat

o\ oroo |

e

<z Mot
o
P
|
7]
]
|
7
Fa
o |
10%
1”

[4] Active

[JEnable access schedule in Sigma device (Intervals must be in 15 minute increments)
[ oisabled on public holidays

v

The following buttons are available in Advanced View:

;@,

minute resolution

@

Standard View | Advanced View ‘

9 ©Q 4| T

Mon

Tue

07:00
to
07:45

8o
08:00

to
09:00

Deletes the selected time entity

The display can be adjusted to show 1 hour, 30 minute, 15 minute, 5 minute or 1

Adds a time entity. Drag the mouse to select a time period, then click this button.
Once created, the display will show the relevant Start Time and End Time Example:
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4 Edits the selected time entity

L

Copies the selected time entity

Pastes the selected time entity

In either view, if Disabled on public holidays is selected, the Time Zone will not be active
during defined public holidays.

Ensure that Active is ticked otherwise it will not be possible to use the Time Zone.

The Events section, accessed from the side bar, will indicate whether any Events have been
configured for the selected time zone

List of available events
£
}J fmes % Active
Inactive
e || %
Lot
Actions that are performed when the time zone is active
Y P
©® @
‘ : Accept x Cancel ‘

In this example, no Events have been created for the selected time zone. Clicking the [Add]
button will allow Events to be created, although this is more easily done via the Events
button in the Advanced tab, where all Events and related Actions can be viewed.

The Notes section, accessed from the side bar, provides a text field which could provide
information help a Service Engineer during their first visit to understand the function of the
Time Zone.
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2B Time Zone Settings

Name

Wﬁekdays

# Events

<Z_rNotes

Time Zone Settings

Notes

This Time Zone covers normal working hours, Monday to Friday, 9am to 5pm

‘ \\‘/’ Accept

x Cancel ‘

NOTE: Remember to associate Time Zones with the relevant Users /

Doors, otherwise they will not be operational.

The i-Net controller can support up to 63 Time Zones when fitted with the latest firmware. i-
Nets fitted with firmware version 98.33.21.9 or older can only support 16 Time Zones.
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8. Public Holidays

To configure a Public Holiday, select the Management tab, then select Public Holiday in the
ribbon bar

wopeaLe| +

Summacy

T oo i e B e e -

1 v s =
This Public Holidays window shows that there are no Public Holidays in the database. The
option buttons are:

=
@ Refresh: Updates the list of Public Holidays
=" Add: Creates a new Public Holiday in the list
©
Delete: Removes the selected Public Holiday/s from the list
= Edit: edits the selected Public Holiday
Show/Hide Active: This button will show or hide Public Holidays selected as Active.

Show/Hide Inactive: This button will show or hide Operators who are not Active.

@
To create a new Public Holiday, click the Add New button @
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8.1. Creating Public Holidays

To configure a Public Holiday:

128 Public Holiday Settings

Public Holiday Settings

= Select date
E
W ERERR [fee October 2020
w

5 M T T F

28 1 2
4 5 6 7 8 9
" 12 13 14 15 16
18 19 20 2 22 23

[ This is 2 recurring holiday
[#] Active

5 Accept

‘ x Cancel

Enter a Name for the Public Holiday

Select date of the Public Holiday from the calendar

Select This is a recurring holiday if appropriate (e.g. New Year's Day)

Ensure that Active is ticked to use the Public Holiday date.
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{28 Public Holiday Settings = x

Public Holiday Settings

Name
|New Year's Dayi |

Select date
E oial “" 4 October 2020 L 03

5 M T w T F 5
27 28 29 30 1 2 3
4 5 6 7 8 9 10
1 12 13 14 15 16 17
18 19 20 21 2 23 24
25 26 27 28 29 30 31
1 2 3 4 5 &

[ This is a recurring holiday

[¥] Active

% Accept ‘ x Cancel

Click [Accept] when done.
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9. Companies and Departments

Companies and Departments can be a useful tool when running reports to filter out
unwanted data. It would be possible, for example, to run a report only on users in the
Finance department.

To configure Companies and Departments, select Companies from the Management tab:

&) - B8 X
T o | Sompiea e~

Brag 3 olumn here to group by ths column. Summary

Total Eries: 0

F
H
£f
H
H
&
il

Summary

[T <5 oo serice i Donmiosd Senvce B et [Bifvetmut - | ¢

(@ versiona3s sevem =]
©) - .
Refresh: Updates the list of Companies / Departments

~Th
@ Add: Creates a new Company / Department in the list

L
@ Delete: Removes the selected Company / Department/s from the list

] Edit: Edits the selected Company / Department

Show/Hide Active: This button will show or hide Companies / Departments selected as
Active.

= Show/Hide Inactive: This button will show or hide Companies / Departments not

selected as Active.
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NOTE: When allocating a User to a Company / Department, simply
choose the relevant option from the pull-down lists

9.1. Creating Companies and Departments

Select the Add button "= to display the Company Properties screen below:

I‘EECOmparw Settings -

Company Settings

gneparlmenls @ @@ Ei
Department

% Notes Contains: '

l ; Accept ‘x Cancel

=
@ Refresh: Updates the list of Departments
=" Add: Creates a new Department in the list
i
|
@ Delete: Removes the selected Department/s from the list

= Edit: Edits the selected Department

Name: Add a name for the new Company

B
Click the Add button @ to create a Department for the Company
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Ig; Department Settings

= ‘ Motes
My General -

&

Accept

‘ x Cancel

Name: Add a name for the new Department

Notes: Add any notes which could make the configuration easier to understand in the future.

NOTE: A Company can support multiple Departments.
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10. Event Viewers and Reports

The Event Viewer in Identity Access software is a powerful tool for analysing system activity.

10.1. Event Viewers

Identity Access provides a live view of events, useful for trouble-shooting or tracking users
through the system. To view live events, ensure that the option Viewer Windows is selected

in the View tab.

‘ll. L —
N2 Home |View| Reporting Management Setup Advanced Tools

| |
|Access Log System Log T/Alog ER Log || |Dashboard|

Realtime Logs Dashboard

When selected, the viewer window will be visible in the lower half of the screen:

Date Time Last Name First Name Reader Location Token Number

X
o

« g TiAlog Systemlog | Accesslog |

Clear Window: Clears all events in the Viewer Window

I
@ Pause/Run: Pausing the Viewer Window will temporarily suspend events from being
displayed.

" Enable filters to selectively display required information. This can be useful to display
the movement of a single user through the system

The information to be displayed is controlled by the 3 tabs below the Viewer Window:
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Access Lag |

—— Displays events from the Access Log.

System Log |

Displays events from the System Log.

|

J Tra Log |

Displays events from the Time & Attendance Log

ER Log

Displays Events and Actions from each controller

NOTE: The size of the viewer window can be adjusted simply by dragging
the top of the window up or down.

10.2. Access Control Reporting

An Access Control report is a record of when people have used their token at a reader,
providing an audit trail of when someone entered or exited areas of the premises.

Within Identity Access there are multiple ways to run Access Control reports. It is possible to
run reports based on specific date / times, specific readers, or specific users. The Access
Report menu can be accessed by selecting Reporting and Access Log in the Access group.

11
!I-
==/ Home View ‘Repomng Management Setup Advanced Tools
a n )\

y || ) ) © -\-.-\ gs =

& = \
Fire Rollcall| | |Access Log S_,stem Log T, ALog Access Control GroLp Ina'tl vity || |Sy: tem Log
Emergency Access Status Viewers

This then runs the Identity Access: Access Log Report form as shown below:

3B 1dentity Access: Access Log Report
Display [First - | logsfrom Ignore dates -t showing (2] Acces alowied avents
[ Access aenied events
1000 - The
not configured x The user s not ~
DZﬁmchangedmrﬁs
[ zone did not change events

| swipedat anyreader

where  Anybody - frem Anycompany

[ Use Coordinated Universal Time ‘T =
beeate sove] [ tond
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The options on generating the report are as follows:

Display First -

1000 -
- defines whether the report contains All events or the First or Last

100/500/1000/5000 events in the log.

logs from Ignore dates ks
— defines the date that the report starts (Example ignore

dates, start of last month or 1** January 2016)

to End of last week e
- defines the date that the report ends (Example today or end of
last month)

showing Access allowed events E
Access denied events
The reader is not configured x The: ~

[[] Zone changed events

L 17o0e dil et champe smots — defines which events are to be reported on, Access Allowed

and/or Access Denied and any combination of events from the drop down list . The Tick selects all
events in the dropdown list and the Cross deselects all events in the dropdown list. When
AntiPassBack is enabled for a door, the system will also log changes to zone (e.g. "Moved to Inside"
or "Moved to Outside"). These events can be included in the report if required.

where Anybody -
- defines which user/s to report on

from Any company -
- defines which Company and Department to report on

swiped at  Any reader -
- defines which reader/s to report on.

As an example, to generate a report to see if John Smith tried to get into R&D this month, the
configuration would look like:

Display rirst - logs from Start of this month - to Now ~ showing []Access allowed events E

[] Access denied events
= The reader is not configured x The | =

[Jzone changed events
["]zone did not change events

where  Specific employess *  frem Specific company - swipedat Spediic readers

Smitn, John x - Controlsoft (Technical) x - R&D In Reader x
[Juse Coordinated Universal Time B |
sove] (WL
Execute

Once configured, click the [Execute] button to generate the report.

8
Save

saves the current query for later use
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4 9% 10ads a saved query

To run a report on a specific person it is also possible to go to Management and Employee
/ Visitor / Contractor (depending on who you wish to run your report on). Highlight the

[Loe

=

report for this specific person. To run a report on several people it is possible to hold down

[Log)

o=

user by left clicking their entry and click the icon. This will automatically generate a

the [Ctrl] key and highlight multiple entries, then click the icon.

10.3. System Log Reporting

The System Log report is a record of all Identity Access system events, such as when people
have logged on / off the software, when doors have been forced open or when database
entries have been modified. The System Log Report menu can be accessed by selecting
Reporting and System Log.

The way System Log reports are configured is similar to the Access log Reports, but with
fewer options:

irst = [1000 - logsfrom ignore dates " to showing All events =
by operator =<Any Operator>

for machine <ANY MACHINE>

[Juse Coordinated Universal Time

Execute

Display First - 1000 =~ ||
- defines whether the report contains All events or the First or Last
100/500/1000/5000 events in the log.

logs from Ignore dates T
— defines the date that the report starts (Example ignore

dates, start of last month or 1%t January 2016)

to End of last week =
- defines the date that the report ends (Example today or end of
last month)
showing all evenis T

— defines which events are to be reported on, such as startup
& shutdowns, which Operators have logged on.
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by operator <Any Operator> ~

- defines which Operator to report on

for machine <ANY MACHIMNE: "
- defines which Client machine to report on

Once configured, click the [Execute] button to generate the report.

10.4. Fire Rollcall Report

The Fire Rollcall is a report that indicates who is currently inside the building. For the Fire
Rollcall to be available there must be dedicated IN and OUT readers that everyone uses
when they enter and exit the building. The Fire Rollcall report can be accessed by selecting
Reporting and Fire Rollcall.

When generating a Fire Rollcall report, no configuration is required, simply click the Fire Rollcall

;!

:
G5

button Fire Raollcall

NOTE: The Fire Rollcall report is NOT available in Identity Access unless
an Ildentity Access Professional or Enterprise license is applied.

10.5. Access Control Status Report

The Access Control Status report shows which readers are accessible to one or more users.
The report is generated by clicking Access Control in the Status area of the reporting ribbon

bar
Qe

Access Control Inactivity Statistics

Status

Options when running the report are as follows:

£28 Identity Access: Access Control Report = %

Display from Who has access at ‘ B |
Anybody - || Any company - Anyreader save
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Display - selects specific users to report on
from - selects specific Companies and Departments to report on

who has access at - selects the readers to report on

EXAMPLE: to report whether a specific user has access through a particular reader, the report
configuration would look as follows:

428 dentity Access: Access Control Report o= X

Display from who has access at | H
Specific employees - Specific readers

| smith, Jim (10001) x - Front Door In Reader x ~ ‘ J
5, L

e |

[ oot |

Clicking [Execute] would then generate the following report:

Access Conirol Report Monday, October 5, 2020
ﬁ Access Control Report
Monday, October 5, 2020
4:48:56 PM

Front Door In Reader

Al staff
‘ Last Name First Name Company Department |
Smith Jim

This report shows that the reader called "Front Door In Reader" is accessible by the group
"All staff" which includes the user "Jim Smith"

10.6. Groups Status Report

The Groups Status report shows which users, card readers, fingerprint readers and AntiPassBack
doors are associated with one or more groups. The report is generated by clicking Groups in the
Status area of the reporting ribbon bar:

e

Access Control Groups Inactivity
Status

Options when running the report are as follows
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£28 Identity Access: Group Status Report —

Show all
[“]Persons. [“]Card Readers [“]Morpho Readers [Z]APB Doors That belongs to
Anybody ~ | Any reader ~ | Any Morpho reader | Any APB door - Any group

Persons - choose any combination of users to include in the report

Card Readers - choose any combination of card readers to include in the report

Morpho Readers - choose any combination of fingerprint readers to include in the report

APB Doors - choose any combination of AntiPassBack doors to include in the report

That belong to - choose any combination of groups to report on

From - if configured, define the Company and Department to report on

When the above options have been configured, click [Execute] to run the report.

NOTE: This report can be run for a specific Group by selecting the required
Group in the Groups screen, then right click and select report from the

Option Wheel

10.7. Inactivity Report

The Inactivity report is used to identify users who are no longer using the system, to allow an

operator to effectively manage the user database.

To run an Inactivity Report, select the Reporting tab.

Home  View Repor’tmg Managerrent Setup Advanced Tools

2 (m o QS
'j ’ = \‘)j r
Fire Rollcall | | Access Log System Loo T/A Log || | Access Control Group Ina'tl jity ,stem Log

Emergency Access Status Viewers

Now select the Inactivity button to run the report
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(i}
»

418 Identity Access: Inactivity Report —

Display from who showed ne activity between H
Anybody = | |Any company ~ | 15 minutes ago T and Now

[JDo not show persons who have been removed from the system
[Oinclude all persons that have never accessed a reader

[JUse Coordinated Universal Time

Exscute

Display - selects specific users to report on
from - selects specific Companies and Departments to report on
who showed no activity between - selects the time range to report on

Do not show persons who have been removed from the system will exclude any users
who have already been deleted.

Include all persons that have never accessed a reader will include users on the system
who have never used their token.

Use Coordinated Universal Time can be selected where controllers are configured with
different International UTC Zones to ensure that events in the report are displayed
chronologically

g .
“%'% saves the current query for later use

¢ 9% |oads a saved query

EXAMPLE: to report inactivity on anyone in Controlsoft Sales or Technical within the past
year, the report configuration would look as follows:

Display from who showed no activity between
Anybody T | | 5pecific company T | |1yearago ~ | and MNow v

Controlsoft (Sales) x| Controlsoft (Tecl ~

10.8. System Log

To view events in the System Log, select the Reporting menu
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Home  View ‘Reporting’ Management Setup Advanced Tools

4

, P Be =

Fire Rollcall| || Access Log System Log T/A Log | |Access Control Groups Inactivity | |System Log
Emergency Access Status Viewers

Now click the System Log button to start the viewer.

{28 Identity Access Systemlog Viewer

Display First - 1000 -  logsfrom Ignore dates ~ to showing All events <
by operator =Any Operator>
for machine <ANY MACHINE>

[JUse Coordinated Universal Time

Date Time. Type Description

Display - defines whether the report contains All events or the First or Last 100/500/1000/5000

events in the log

logs from - defines the date that the report starts (Example ignore dates, start of last month or 1st

January 2020)

showing - which events are to be reported on, any combination of events from the drop down list.

by operator - defines which Operator to report on

for machine - defines which Client machine to report on

When the report is configured, simply click the [Execute] button

£2B Identity Access Systemlog Viewer
Display First ~ 1000 - | logs from Ignore dates to showing | All events =
by operator <Any Operator>
for machine <ANY MACHINE >
[Juse Coordinated Universal Time
Execute
Date Time Type Description
|4 24/5ep/2020 1253:34 Startup / ShutDown Identity Access Download Senvice Started = EEH,-
|4 24/5ep/2020 1253:34 Startup / ShutDown Identity Access Log Service Started o
|4 24/5ep/2020 1255437 Log On Invalid Username or Password supplied )
+ |4 25/5ep/2020 [10848 Startup / ShutDown  Identity Access Log Service Started C
|4 25/5ep/2020 11:0848 Startup / ShutDown Identity Access Download Service Started .
|4 25/5ep/2020 12:49:20 Log On Invalid Username or Password supplied
|4 25/5ep/2020 124950 Log On Invalid Username or Password supplied ‘ View
|4 25/5ep/2020 1252:38 Log On Operator logged on
|4 25/5ep/2020 125242 Startup / ShutDown Identity Access Management Started
|4 25/5ep/2020 12:556:56 Startup / ShutDown Identity Access Management Terminated -
4 1
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If an entry in the System Log contains an image (for example a snapshot generated as an action from
an event), the image can be viewed by clicking the [View] button

9020-0001 Issue 5 Page 69 of 69 29/10/2020



