Identity Access - Express Commissioning Guide

Step 1. Pre Installation Checks

Before you start the installation, it is important to run through the following
pre-installation checks.

1. Temporarily disable your anti-virus for the duration of the install.
2. Ensure that you have Administrator access to the PC you are installing on.

3. Ensure that all Windows Updates are applied before installation.

Click here: for further information on how to perform these checks on the
various Windows operating systems.

Step 2. Installing Identity Access Software

e Download the Identity Access Software from our website at

www.controlsoft.com/login

¢ Navigate to your Downloads folder, and double click
Install_ldentityAccess.exe

e During installation, if prompted to restart the installation click Yes.

Reboot Required

This computer must be rebooted befare the installation can
continue,
The installation WILL terminate if your answer is NO!

| Yes | | Mo |

e Once restarted the installation will restart automatically if you are logged
in as an administrator. If you are providing administrator details when
prompted, you must restart the installation manually from the Downloads
folder.

Welcome — *

= Welcome to the Identity Access

Setup Wizard.

The wizard will install |dentity Access on your computer.

It is strongly recommended that you exit all Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then close any programs you have
running. Click Next to continue with the Setup program.

CcO nt_rolsoft WARNING: This program is protected by copyright law and Press [Next] to
|dentlti Access 9 intemational treaties. :’ continue
SetupBuilder.car I Mext > I Cancel |
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¢ Continue with the installation, pressing next until you get to this screen.

NOTE: If your system does not meet our minimum specification, the
non-compliant parameter will be highlighted in red in the screen
below. You can continue with the installation but we are drawing to
your attention that this PC is below the required specification.

Minimum PC Specification — e
Minimum PC Specification ‘ .-
Server 1] |
bl 1

Recommended PC Specification This Machine

Windows 10 Pro (x64) Windows Server 2019 Standard
Version 1809 (OS Build 17763.5576)

4GB RAM 16. GB RAM (16383 MB)

4GB Free Disk Space 35 GB Free Disk Space

Screen size: 1280x300 Screen size: 19201080

Before installing Identity Access. please temporarily disable your antivirus
software for the duration of the install.

SetupBuilder. com | < Back ” Next > | | Cancel |

e When prompted, select Full Installation - Identity Access server with
User Interface and click [Next]

Installation Type — *
Installation Type 1]
Select Server or Client install [ 1 ] |
TE

Select Installation Type
(®) Full Installstion - ldentity Access server with user interface

Client Installation - |dertity Access user interface only

Update previous install

Select the installation type. [ Advanced

SetupBuilder. com < Back ” Mext = | | Cancel
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e At the end of the installation you will be asked to fill in your System
Integrator and your Administrator password.

Set Passwords

Set Passwords
Please set the System Integrator and End User Administrator passwords

System Integrator

Usemame System Integrator
Password || | B
Confirm Password | | <

Administrator

Username Administrator
Password | | ‘o
Confirm Password | | ‘o

e Once the installation is finished, restart the PC and re-enable any previously
disabled anti-virus.

Step 3. (Optional) Licensing Identity Access

If you requires a Professional or Enterprise license, please click here.
Otherwise go to Step 4.
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Step 4. Launching the Identity Access Software

To launch the Identity Access software:
1. Select Start > Controlsoft > Identity Access

NOTE: The Splash screen may show "Error: Checking connection to the
main database... Retrying". This is because the SQL 2022 database engine
take longer to start. Wait 2 minutes and Identity Access will connect.

=== IDENTITY ACCESS 9
uw

l

2. Select System Integrator and type in your password.

118 Identity Access Management
I F 1
h J

Welcome to Identity Access.
Please enter your username and password.

Username System Integrator

Language English

IMPORTANT Using this program constitutes acceptance of the licence
terms and conditions as described in Help topics. & 2018 Controlsoft Lid,

8 ..[%

3. The main user interface will then be dlsplayed showing the Dashboard:

Further details can be found in the "5.2 The Dashboard" section of the
Identity Access Software Guide
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Step 5. Configure IP Controller(s)
|

For the PC and iNet Controller to communicate over a TCP/IP network, the PC
and each iNet must be configured to a static IP Address on the same network
range.

Click here if you are plugging an iNet controller directly to the PC.

NOTE: If you are unsure what IP Address, Subnet Mask and Gateway the iNets
should use, speak to IT.

1. Go to Tools > iNet IP Utility

, I&‘J B

W | A
Home View Reporting User Admin  System  Advanced lTooIs

® %O w B¢

Import Data Export Data| Export T/4 | Backup = Marpho Configurator [ iNet IP Utility

Import / Export Backup Morpho ket

2. Press Scan for iNet Controllers.

3. On the "Windows Defender Firewall" notice, tick both Private and Public
networks and press Allow Access. Then press Scan for iNet Controllers
again.

& iNetIP Utility - 13 - x

Network adapters to scan for iNet controllers

Selected iNet network settings
© Al O Selected  192.168.54.103 : Ethernst 2

& Windows Security Alert X
Scan for iNet Controllers Number of contrallers found : 0

Windows Defender Firewall has blocked some features of this
Red - unconfigured controllers. Green - Configured controllers

app
Local IP iNet 1P iNet MAC Address iNet UUI|
Windows Defender Firewall has blocked some features of iNetIPUGLI on all public and private
netuorks
@ IName: INetiPUGUL
% publsher:  NetIPUGUI

Path: Cilusers\dell\desktopinet ip utlity.exe

Allow INetTPUGLI to communicate on these networks:
{8 Private networks, such as my home or work network

fhee shops {not recommended
)

controlsoft == =

access control

Cancel

4. Highlight a controller in the list and set your password. Then click Save.

& iNet IP Utility - 13 —

Network adapters to scan for iNet controllers
Selected iNet network settings
O Al O Selected  192.163.54.103 : Ethernet 2
B Enter new password
Scan for iNet Controllers Number of controllers found : 1
Password

Red - unconfigured contrellers. Green - Configured contrallers LIXTYTTTYS ©

Local IP iNet IP iNet MAC Address iNet UUID
16925436252 169.254.11.164  f&dcTaSb:b@fa  20d312f-3069-5862-a416-6199a2fcddfb Confirm Password

sscsssses ®

Passwords must:

Be a minimum of 8 characters

Include at least one lowercase letter (a-2)

Include at least one uppercase letter (A-2)

Include at least one number (0-3)

Include at least one special character:

% @#5% 102> <\~ ="
o (1 Cancel Save

contro'soﬂ H Copy it to clipboard g
-

access control

NOTE: If a message is displayed on screen saying "The iNet did not respond
to the message”, then the password was not inserted quick enough. Reselect
the controller and type the password again.
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5. Press Static, and fill in the Static IP Address for this controller.

& iNetIP Utility - 1.3

Network adapters to scan for iNet controllers
Selected iNet network settings
O Al O Selected  192.163.54.103 : Ethernst 2
UUID:  £20d312f-3069-5862-a416-6199a2fcddf6

Scan for iNet Controllers Number of controllers found : 1 1P Address assigment
Red - unconfigured controllers. Green - Configured controllers (O Dynamic (DHCP)  © Static
Local IP iNet [P iNet MAC Address iMet UUID
Current Address

169.234.36.252 169.254.11.164  fa:dc:7a:5b:b8:fa 20d312f-3069-5862-a416-619%a2f cddfe

IP Address 192,168, 54 210,
Metmask 235.255.255. 0
Gateway 192,168, 54 . 1‘

DNS Servers

Undo changes Save changes

‘I- Mote : After saving the changes, the iNet Controller will restart

®
I 11 Copy list to cinboard and will take up to 2 minute before it will respond to Scan
CONtroisort == Py st o ciph et

access control

l

6. Press Save Changes and the iNet will set the IP address and automatically
restart.
7. Close the iNet IP Utility.

Click Here: For further details on how to use the iNet IP Utility or how to
configure it to work on Windows Server Operating systems
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Step 6. Add IP Controller(s)

1. Within Identity Access, select System, then Controllers in the ribbon bar.

—\ &j -

(AR
==/
= Home  View Reporting User Admin [ System | Advanced

Tools

2|68 B En & ~R&

Operators | Controllers} Doors Card Readers Morpho Readers | Cameras Elevators | Configuration | Rebuild Update Quick Setup

Operators Access Control Settings Engineer

Controllers

@@‘Iﬂ |_IJ| > %

Mame Metwork Address IMaster 1 2 3 4 5 13
Cantains: T Contains: v

2. Click on the Scan button Q then click [Next].

3. If there are multiple network ranges, highlight the network range which has
been programmed into the iNet Controller(s) and click [Next]

!!;Scan Network

Scan the network for IP controllers

Select IP Range to scan

IF Address Network Mask Start Address End Address Number of addresses
4' 192.168.57.128 255.255.255.0 192.168.57.1 192.168.57.254
Qg 192.168.52.128 255.255.255.0 192.168.52.1 192.168.52.254 254

@g 10.0.1.200 255.255.255.0 10.0.1.1 10.0.1.254 254

[]Enter custom IP address range
Start IP Address
192.168.57.1

End IP Address
192.168.57.254

Fing timeout (sec)

5 10 15 20 25 30 35 40 45 50 55 &0 [ This is 2 VPN or Scoftware Defined Network

@ .0 .%X .
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4. Click [OK]

i-Met Configurator x

o The network scan is complete,

5. Unselect any controller/s that you do not require by unchecking the tick
box, then select [Next], followed by [Finished].

128 Scan Network

Scan the network for IP controllers

Total addresses scanned: 254 / 254
Total devices analysed: 8 /9
|

Select all controllers that must be added to the controller manager

Index |P Address CPU Type Version Mac Address Manufacturer
DI_ 92 EMS V09.054 00 A3l Artila Electronics Co
1 192.168.57.23 DART 6UL Multi Door Controller EMS V09,053 ;204 Wariscite
2 192.168.57.20 DART 68UL Multi Door Contraoller EMS V09.053 F8:DC:TAB227:44  Variscite
% 3 192.168.57.25 DART 6UL 1 Door Contraller EMS V09,058 F&:DCGTASBBS:CZ  Variscite
4 192.168.57.21 DART 6UL Multi Door Controller EMS V09.054 FeDCTATIAZAN  Variscite
% 5 192.168.57.24 DART 6UL 1 Door Contraller EMS V09.054 FB:DCTAB22A:CC  VMariscite
6 192.168.57.22 DART 6UL Multi Door Controller EMS V09.054 FE:DCTAT3:42:92  Variscite
< >

B s | [ o] © R e
© .0 . %X .

For information on manually creating a controller see the "7. System >
Controllers" section of the Identity Access Software Guide.
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Step 7. Add Downstream RS-485 Controllers

NOTE: This section is only applicable if Downstream RS-485 controller are
being used. Otherwise, click here to move to Step 81101

1. Double Click on the IP Controller.

2. Click the RS-485 address to be added and select the type of device to add
to the RS-485 line:

@
=4 Add a 2 Door iNet to the RS-485 bus

:
Add a 1 Door iNet to the RS-485 bus

For other device types see the "7. System > Controllers" section of the
Identity Access Software Guide

| Master Controller Settings

MName

Entrance Controller|

- ‘ MNetwork Address
\@ 192.168.57.22

MAC Address
f8dc7ab2:21:d4

Controller Type
Multi Door Controller

\
K Settings 485 Metwork
E Timeouts
& T RS485 RS485 RS485 RS485 RS485 R5435 R5485
Addresﬂ Address 2 Address 3 Address 4 Address 5 Address & Address 7
\ NET [ nome | | none | [ mome | [ mowe | [ mone | [ mnome |
Q Events
b - N A N N A A
\ \ \ \ \ \
gy f =L
</ Notes Tl
< >
| Click on slave to select |
[#] Active

&

Accept

3. Click [Accept] to save the new Downstream Controllers.

For more information on Controller Settings, see the "7.1 Controller General"

section of the Identity Access Software Guide.

controlsoft &
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Step 8. Add Doors / Readers using Door Wizard

Note: The Door Wizard is designed for easy setup if using Wiegand readers,
click the following links for setting up Aperio Wireless Devices or OSDP
Readers

1. Highlight the IP controller and select the Quick Setup button.

View Reporting User Admin System Advanced Tools

it B |En & ~R&

Operators | | Controllers| Doors Card Readers Morpho Readers | Cameras Elevators | Configuration | Rebuild  Update JQuick Setup

Operators Access Control Settings Engineer

| R -

I y 3 i
S ERE] &
Drag a column here to group by
Name Metwork Address Master 1 2 3 4 5 &
Contains: Y Contains: hTe
&’ Elevator Controller 192.168.57.20 l'-'-] E
* & |Entrance Controller |192.‘I 63.57.22

2. Select either 1 door with an IN reader, 1 door with IN and OUT readers,
or 2 doors with IN readers depending on your installation.

3. Enter the door name(s).

gg; Door Configuration Wizard %

Door Configuration Wizard

Controller: Entrance Controller

R5485 R5485 R5485 R5485 R5485 R5485 R5485 R5435
Address 0 Address 1 Address 2 Address 3 Address 4 Address 5 Address & Address 7
I-NET [ wone | [ wowe | [ wome | [ wowe | [ wome | [ momE |
1 - N A A N A N
.,
< >
[#] Create this door and readers

| O No Doors | |O 1 Door - Reader IN | ‘ @ 1 Door - Reader IN & OUT || O 2 Doors - Reader IN |

1 (® Normal Door 1 1 1

A O Turnstile
|@ r () Airlock P T T
I .I |:| Enforce APB I .I I I .I I .I

Door 1 name: Main Entrance|

r 2 name:

x Cancel

‘ 5 Accept
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4. If you have any Downstream RS-485 controller: highlight the RS-485
address and follow the same setup procedure.

I;; Door Configuration Wizard %

Door Configuration Wizard

Controller: Entrance Controller

R5485 R5485 R5485 R5485 R5485 R5485 R5485 R5485
Address 0 Address 1 Address 2 Address 3 Address 4 Address 5 Address 6 Address 7
I-NET [ mwone | [ wome | [ wome | [ wome | [ wmome | [ mowE |
2y =
- N A A\ N N A\
\ \ \ \ \ \
L
€ >

Create this door and readers

| ) No Doors | |O 1 Door - Reader IN | ‘ ® 1 Door - Reader IN & OUT || [ 2 Doors - Reader IN |

1 (® Mormal Door 1 1 1

_/--"' O Turnstile
I@ T Ajrlock T T T
I 4 [] Enforce APB I 4 I I | I |

Door 1 name: Staff Entrance Door{

Coor 2 name:

‘ 5 Accept x Cancel ‘

5. Click [Accept] and click [Yes] to the following message.

#22 Identity Access Management *®

Confirmation Required

All doors and readers associated with this controller will be removed and
recreated. Are you sure you want to continue?

v %X .

For information on changing Door Settings such as unlock times, see the "8.
System > Doors" section of the Identity Access Software Guide.

For changing Reader Settings, see the "9. System > Card Readers" section of
the Identity Access Software Guide.
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Step 9. Add Employee

NOTE: Programming screens for Employees, Visitors and Contractors
are the same.

1. Select User Admin, then Employees from the ribbon bar

@\

=l‘ .
U Home View Reporting IUSerMmmI System  Advanced  Tools

G 3 W AR | R &t o

Time Zones Public Holidays | Companies | Groups |Emp Visitors Contractors | Identify ID Token Find Duplicates | MorphoManager Asure ID | Bulk Enrol
Access Contral Site. Users Identify 3rd Party Tools Enrol
Employees
s : . ] ® a =
© ‘m|i~1nn|gé|g :|€9x|a"
Drag a column here to group by
Last Mame First Name Token Mumber Facility Code Temporary Token|  Personnel Number Title
Contains: ¥ Contains: ¥ Contains: F Contains: F Containg! T Contains: F Conta... T

3. Enter the First Name and Last Name of the user.

4. Enter Primary Token Number . This may be written on the card/keyfob or
read via an USB Desktop reader.

5. If using HID cards select the Facility Code from the dropdown list. Add
New if necessary. For further information on facility codes, see the "27.

Appendix D - Facility Codes" section of the Identity Access Software Guide

6. Select All Doors/All Hours under Groups that this user belongs to

7. Click Accept

18 Employee Settings - =X
| z Employee Settings

Title First Name Middle Name Last Name

Mr - Carl Wright

~ | Primary token number - Facility code
Dpcenee i
1057
PIN Number
Qo 3
Use for Token & PIN only ?

@ Fingerprints | | valid from [~ Company Details
06Feb2023 - |11:03AM@® ;||| Company

' Mobile Access | | i e ) <No Company >
Indefinite ¢ Department

a ke . <No Department>

Lﬁ} Extra Data 30Dec 1899 - [1200AM & |

Groups that this user belongs to

@ Contact O
Contains: T

. o3[  aoeonsaisens

& [0 working Hours

<L Notes

[ Active

v .. % ..
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(Optional) Configure Groups PAccess Levels)

Congratulations, you have now finished a basic setup. You can now test your
readers with this card.

Below are the next steps to follow after a system test.

Groups are used to provided each user with their relevant access levels. It is
possible to create multiple Groups. This step is optional, if further Groups are

not required, click here to move onto Configure Time Zones [15]

On installation, 2 default groups are configured:

"All Doors / All Hours" is automatically assigned every door, elevator, anti-
passback door and Morpho Reader to make it easier to test on initial setup.
This group can be deleted but cannot be edited.

"Working Hours" is not assigned any doors automatically and has a
"Working Hours" time zone associated to it. By default this group can only
gain access from 09:00 to 17:00, however the Time Zone and access
permissions to this group can be modified.

— ‘:‘Q; y 0 L \% L]
Sl | H‘i' &1 o
Time Zones Public Holidays | Companies Groups WEmployees Visitors Contractors | |dentify ID Token Find Duplicates | MorphoManager A;Ll:e I | Bulk Enrol

Access Control Site Users Identify 3rd Party Tools Enral

Drag a column here to grou

Mame Persons Card Readers Morpho Readers APBE Doors Description
Contains: ¥ Equals: ¥ Equals: 7 Eguals: 7 Equals: ¥ Contains:
+ %7 All Doors / All Hours ] 2 0 1]
IB @ warking Hours 0 0 0 0

Continued on next page
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(Optional) Configure Groups PAccess Levels)

1. To create a new Group, select the User Admin Tab, then select Groups

from the ribbon bar. Select the Add New button @ )

2. Give the Group a name. The Users tab can be used to assign users into this
Group if they are already added to the system.

128 Group Settings

| T

Name
Working Hours

‘ List of users that belong to this group
D—
ﬁ Employees that belong to this group Employees that do not belong to this...
hCavdREaders E Q@ 06
- Drag a column here to group by this column. Drag a column here to group by this (l
Brovroreces | ([ Gatfame | rwthame | o | | GstBame
> Contains: T Contains: T Contains: Contains: 7 con=|
Q‘ APB Doors e Adams Dea
2 q
= z | & eanaer Ly
.- Elevators &
& wien Lily
@ Time Zones @ Hen Nicd
& Alen will
Q Events & anderson cre _
‘ “lom B |
<7 Notes
[ITime and Attendance Group [ override Lockdown
[override Anti Passback
[JRequires extra time at door [# Active
[Reguire External Permission

x Cancel

‘ 5 Accept

3. Select Card Readers in the side bar, use the tick boxes to assign this group
access to specific card readers:

£28 Group Settings

(GO

Name
Working Hours

Card Readers that this group has access to
-

O I

— |+ Contains: i
h Card Readers Conference Room In Reader

Main Entrance In Reader
n Morpho Readers

g APB Doors
i' Elevators
@ Time Zones
g Events

<L Notes

Main Entrance Cut Reader
Office Lift

Production Door In Reader
Sales Office In Reader

Server Roam In Reader

Staff Entrance Door In Reader
Staff Entrance Door Out Reader
Tenants Door In Reader

Training / Presentation Room In Reader

OO0 08EODOODO sz O

TrFTFFTTrTTTTTT

Warehouse Barrier In Reader

| 9 Accept x Cancel

For more information on Groups, see the "16. User Admin > Groups" section
of the Software Guide.
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(Optional) Configure Time Zones PAccess Schedules)

This step is optional, if Time Zones are not required, click here to move onto
Backups and Installing Identity Access Client.[ s

Time Zones can be used in 2 ways:

1. To use Time Zones, select the User Admin tab, then click Time Zones in
the ribbon bar.

The default "Working Hours™ time zone is assigned to the Working Hours
access group. This can be edited by double clicking.
Alternatively it is possible to add a new time zone by pressing ©.

_\&)-

(1] AW
Home  View Reporting IUserMmlnI System  Advanced  Tools

9|2 Y 22RI WA & iod

Time Zones|Public Holidays | Companies Groups |Employees Visitors Contractors | Identify ID Token Find Duplicates | MarphoManager A:LF& D Bulk Enrol

Access Control Site Users. Identify 3rd Party Tools Enral

@)|m’|0x

Drag a column here to grou

Contains: T

+ & Working Hours

2. Select the Start and End Time for the Time Zone.

2B Time Zone Settings

Name

Working Hours

@ ‘ Standard View | Advanced View x
Times -

@E\,Em; Start Time 1 End Time 1 Start Time 2 End Time 2 Start Time 3 End Time 3
; Monday [ 09:00 ® . 17:00 ® . [1/00:00 2 .| 00:00 & O 00:00 = . |[00:00 &
SN Tuesday | 30900 B 1700 ® O/00:00 © +|00:00 ® - 00000 ® - |joo:00 @ -
Wednesday = [2] 09:00 & > 17:00 ® 0/00:00 = ;| 00:00 ® 0 00:00 © - |j00:00 ®

Thursday & 09:00 & - 17:00 & [|00:00 & - |00:00 & - Ooo:00 & - |00:00 &) -

Friday & 09:00 ® 2 17:00 ® - 0/00:00 2 ;| 00:00 ® 0 00:00 © - |j00:00 ®

Saturday [ 00:00 (5 - [00:00 = [ 00:00 (& - 00:00 5 - 0 (00:00 ® - ||00:00 ® -

Sunday 0 00:00 © - [00:00 © [0/00:00 (2 ;| 00:00 O 0 00:00 @ : |[00:00 O

[JEnable access schedule in Sigma device (Intervals must be in 15 minute increments)
[ Disabled on public holidays
[+ Active

x Cancel

‘ \U/ Accept
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(Optional) Configure Time Zones PAccess Schedules)

Adding a Time Zone to a Group

1. Click on the User Admin tab and select Groups. Double click the door
relevant Group.

2. Select the Time Zone tab.

3. Click Active and tick the relevant Time Zone to be added to this Group.

{28 Group Settings - = X

Mame
Working Hours

imes this group has access

7
aL'sars o T
A

Contains:

ins:
h Card Readers N Working Hours

Active

% Accept ‘ x Cancel

4. Press Accept.

NOTE: With Identity Access it is only a requirement to add a Time Zone to a
Group if they require restricting. Any group with 24/7 access should not have

any Time Zone restrictions applied.

(i Document No: 9010-0050 Version 8 © 2024 Controlsoft Ltd
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(Optional) Configure Time Zones PAccess Schedules)

Adding a Time Zone to a Door

1. Click on the System tab and select Doors. Double click the door relevant
door.

2. Select the Time Zone tab.

3. Click Active and tick the relevant Time Zone to be added to this door.

18R Door Settings = X

Mame

Main Entrance

- Automatic door open times
|4 ceren S \

Cantains: 7

@ /0 Settings | | & @ Wurkmg Hours.

@_ Time Zones -

Q Events

<Z57 Notes

[#] Active
[ First swipe rule active

[inactive on public holidays
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(Optional) Backups / Installing Identity Access Client

Identity Access is automatically set to backup to "C:
\ProgramData\Controlsoft\IdentityAccess\Backup" daily at 13:00. By default
it is setup to keep the last 7 days of backups. To adjust these settings, see
Chapter 23.14 of the Identity Access Software Guide.

To manually backup the system:

1. Click on the Tools tab and select Backup.
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2. Select "Backup".
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(Optional) Backups / Installing Identity Access Client

3. Once the Backup is completed the files can be obtained from "C:
\ProgramData\Controlsoft\ldentityAccess\Backup".
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Installing Identity Access Client

For further information or the setup of other functions of Identity Access,
please see the Identity Access Software Guide

Identity Access can be run from a second PC using the Identity Access Client
software.

Click here, for information on how to configure the Identity Access Server for
a Client connection and installing the Identity Access Client.
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