Controlsoft Identity Access
Management Software

- Identity Access Management

CIN
Home | View Reporting User Admin  System  Adanced  Tools Simplifed Lajout A
V. (AR
| %
Logoff | - Exit About | Support| Manual
Current User Dashboard ~ About Help
- Aiarms) Doors -
2P User status
Doors Lockdown Status
ONSSITE | OFF SITE
B 4 Level 0 Level 1 Level 2
% + | | Arun Pandhya
‘? Confer Room 2024/03/28 14:57:01
Access Allowed
[ - o
Reset all APB| @ |roductionDoor Main Entrance InReade ~ | ((&)
'
2
= L soone
oler Statu 2
{5l controller status e; sener Room
emune | @ [P — s
6 0 & enants Door
‘? raining / Presentation Room Heather Payne
& e < Syne Time 2024/03/28 15:01:24
B warenouse srr Access Allowed
<) Oftine Contraliers e sty
~ [ main Entrance outRea - | |(@)
s [& Date Time Lost Name First Name Reager Location Token Number Facity Code Company Department = >
: B Q0 sz 524 Payne Heather Main Entrance Out Re... Mo . s “Landliord - ABC Healt... Directors Grow
< @ wmaaa 150001 arsy Justin Sales Office InReader 1029 “Landlord - ABC Hesit. Accounts Groun 2
H @ wnm Gy Jstin Taiing presenati. 1029 “Landliord - ABC Heait loved 7
] @ mMaas  14sTH Farrell Byron Conference Room InR.. 152 “Landiord - ABC Healt.. Dispatch \L [
- @ s sl Paye ather Offce Lift 1 “Landlord - ABC Healt
E @ 28/Mar/2024 145700 Pandhya Anun Main Entrance In Read.. Moved inside 1003 Tenant - Delta Accoun. Group ac
= @ a4 145636 Brooks aston Staff Entrance Door In 1031 “Landlord - ABC Healt, Grou
E @ ez s cameron con MeinErtrance n Ree. Moved e I “lrdlora - A6 st Prctones << Alove Group acess alove
> @ mMas 1as528 Adams Dearna Main Entrance In Rezd.. Moved inside 2539 *Landlord - ABC Healt... HR Access Alloved Group access allovied .

ots | Acin g et -

(@) versionsi183 SERVER) | & Database Tools ||

SOFTWARE GUIDE

Version 9.1.88 © 2024 Controlsoft Ltd

g

controlsoft

Document No: 9010-0053 Issue 10 access control




Table of Contents

1. Introduction 7
2. PC Specifications 11
3. System Architecture 14
4. Ildentity Access - Express Commissioning Guide 17
4.1 Step 1. Pre INstallation ChECKS ......ccccceeeeerieeeiirrrseneeeeeeeeccssssnnneeeeeeeseesssssnseseeeseesessssnsnnnes 18
4.2 Step 2. Installing Identity Access SOftWare .........ccccvccceiiiiicneinicnsennnccseeniccceeesesssnnes 18
4.3 Step 3. (Optional) Licensing Identity ACCESS ......cccceeeeicerrecicnereicssnenescsssnensecssnnesssssnnes 20
4.4 Step 4. Launching the Identity Access Software .......cccoovvceeiiiiiiciiiiscceenninicccssssnnneens 20
4.5 Step 5. Configure IP CoNtroller(s) .....cccoccerirverisseiissnnnsssnnisssnnsssssnsssssssssssssssssssssnsssssnnes 21
4.6 Step 6. Add IP CONEIOIIEI(S) .ueeeieereireriireninsenissnnssssnnesssnnsessnnsssnssssanssssnsssssnsssssnsssssnass 23
4.7 Step 7. Add Downstream RS-485 CoNtrollers .........ccoceeerrreeeeereeccccssssnneeeeeneececssnnnnnes 24
4.8 Step 8. Add Doors / Readers using DOor Wizard .........ccceeeeeeveererneecsnneessseeesnseessenes 26
4.9 SteP 9. Add EMPIOYEE ...ueeeeeeiiiieeiirinneeeeteieccrsrsssneeeeeeeeecssssssssssseseesessssssnssssssssesssssssnnnes 27
4.10 (Optional) Configure Groups
(ACCESS LEVEIS) ..eueriieeiiieeiiinniissnnissnniissnsssssnnssssnsssssnssesnssssssssssssssssssssssnsssssssssssnsssssnnssss 29
4.11 (Optional) Configure Time Zones
(ACCESS SCREAUIES) ...ccoeeeeeereeceetieccreeteecrneeteeesneeeeeessneeeesssssesesssssaseessssnssessssnnsssssssnnnees 31
4.12 (Optional) Backups / Installing Identity Access Client ........cccccceeeerereerceecsenssereennnns 34
5. Identity Access Software Overview 37
5.1 Identity Access Header and FOOLEr .......eiiiiiiciiiimeeninincccccsneneecsnnecccsssenmneseessessnsnes 38
5.2 The Option Wheel .......iiiieiiiieeniinnnniiinneniisssenissssenssssssessssssssssissssssssssssnsssssses 39
5.3 The Dashboard ........ciiiiieiiiieenieeieseersssessssssessssssssessssssssssesssansssssnes 39
5.4 Identity Access HOME Tab ......eeeeeeiiieiiiiirrceeeneieeececssennneeeeneesecsssssnnseseeesessssssnnnsssessesssnes 42
5.5 (o 1= Y41 AVAY: Yol of XX VTV - | « R UUS R PPPPRN 44
5.6 Identity Access REPOrting Tab .....ccccccirrrrcceeeeeieeccirrrssnneeeeneeceesssssnseeeeeesessssssnsasssessessssnes 45
5.7 Identity Access User Admin Tab ....cccciiveeiiiiiiiiininnncniiiicinnnseiniinesemssessiiesnnes 46
5.8 Identity Access SYStem Tab ... ssnsees s sesesssssennsesssssessssnes 46
5.9 Identity Access Advanced Tab ......ccccceiiiiiiciineeeeernrcccssrseneeer e ses s ssenmseseessesessnes 47
5.10 ([0 F=T01 41 AVAVA Yol o= o To ] E - o T 48
6. System > Operators 52
6.1 Editing the Default Operators ......ceiiiiiiciinineeincccseneeessnesesssssenssesssssessssses 54
6.2 Adding an AdmINISErator ...t ssneeeeerrrese s s ssnnsesesssesssssannnnees 56
6.3 FAX Lo [T T4 T T 0« T=T o 1 o PRt 57
7. System > Controllers 60

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Table of Contents

7.1 (00T T oY =T =T 1T | N 62
7.2 CoNErOllEr SELLINGS ...ueeeeiiiieceiirrneeretteeeeesrrnneeeeeeeeeessssssnnseeeeesesssssssssssseseesessssssnnasasesses 65
7.3 Controller TIMEOULS ......cccvviiiiiiiiniiiiiiiiiinssnnsiisssnensssssssssssssssssssssssssssssssssssssssssssssssnnes 70
7.4 CONLrOllEr SIrENS ...uueeeiiiiiiniiiieniiinneniesee s esssssss e s sssssssesssansssssssnsssssssssssnssssnnns 72
7.5 CONLroller EVENTS ......uciiiiiieeiiiiinniiiniinniiissssneniissssnessssssssssssssssssssssssnsssssssnssssssssssssssssnnes 74
7.6 CoNLroller NOTES ...ccccueiiiiireeiiiiietiiissneniisssseriessanesssssssnsssssssssssessssnsssssssnsansssssnssnssssnnes 76
8. System > Doors 77
8.1 DOoOr Properties GENEral .......ccciieiiiiiinneeeiiiiicinnnsnneeeiiieiissssssnssssssssessssssnnsssssssessssses 79
8.2 DOOF Properties I/ SELINGS ......cccceeeerererreerirsereseeeeseeeesseeeessseesssssesssssessssssssssssssnneens 81
8.3 DOOr Properties TIiME ZONES .....cceiiiiiiiiisscnnenriiiisiisssssssnnniiisssssssssssssssisssssssssssssssssssssssses 86
8.4 DOOr Properties EVENTS ....cccccvveeeiiiiiiiiiissnnneniiiiiininnnnsnnniiisisssssesiiisssssssssssssssssssses 87
8.5 DOOr Properties NOTES .......cccccccceenenenenenenenenensnsnsnsnsssnsssssssssssssssssssssssssssssnsssssssnsnsssnnnnnns 88
9. System > Card Readers 89
9.1 Card Reader GENEral ......ceiiiiiceiiiiiinnnniiiisnnniiiinneiissnesiisssesiissssessssssssssssssssssssssnes 91
9.2 Card Reader TiM@ ZONES .....ciicicceriiiiinnnniiisssnnniisssneisssssssissssssssssssssssssssssssssssssssssssssanes 93
9.3 Card Reader SEtHINGS ...ccceeiiieeciirrrceeeetieeeccrsrnneeeeeeeeeeesssssnnseseeesessssssnsnsssssessessssssnnnsssesses 924
9.4 Card Reader EVENLS .....cccciiieiiiieiiiiiniineninaenssssnsssnssssnnsssssssssssssssssssssssssssssssssssssssansns 95
9.5 Card Reader NOLES ......cccivveiiiiiiieniiiiieiiiinsneniessnenssssnsssssssssssessssnssssssssssssssssssnssssnnes 96
10. System > Morpho Readers 97
10.1 MOrpho Reader GENEral ........eeeeeeeerieeecerrscneeeeeeeeeessssnnneeeeseesessssssnsssseessessssssnnnsssessesssses 929
10.2 MOrpho Reader SEHINGS ...ccccvrvceeeeiriecccrrrssnneeeeeeeeesssssnneeeeneesecsssssnnsasesssesessssssasssasssses 101
10.3 MOrpho REAder TiME ZONES .....ceeeeerrreeecrrrrsnneeeeeeeecesssssnseseeneesessssssnssssesssesessssssnsssasesses 102
104 MoOrpho Reader NOtES .....ccccviieeeiiiiiiiiiiiinnnneeiiiiieiininnsssstiiesssssssnssssssssessssssssnsssssssses 103
11. System > Elevators 104
111 Elevators GENEral .......ciiiiiiieiiiieniineninnninnnisesssssssssssssssssssssssssssssssssssssssssssssanes 106
11.2 EleVators SELHINGS ...cceeeeiiiiiciiirrrcnneeetiiecccsssssnneeeeeeeecessssssssseeseesessssssnssssesssesessssssnsssasssses 107
11.3 EIVAtors FIOOIS .....uiiiiiiieiiiiniinniiininetiisnnenisssnnnsssssnsssssssssnsssssssnssssssssssssssssssnssssnnes 108
114 EleVators TIMe ZONES .....cccciiiiiceriiiiisnniiiinisnniiissssnnissssssssssssssssssssssssssssssssssssssssssssssssnes 108
12. System > DropBox 110
13. User Admin > Time Zones 112
13.1 Time ZONES TIMES ceeeiiiiiiiiiisssnneniiiiisisssssssenniniesssssssssssnssssssssssssssssssssssssssssssssssssssssssssses 114
13.2 Time Zones for Morpho REAUErS .......eeeeeeeeerreeccirrseeerteeeecessssnnneeeeeeeseesssssnsnsssessesesnes 118
13.3 Time ZoNes EVENLS ...ccccceeiiiiiieiiiiiiiiiiiiinnnissssenissssssssssssssssssssssssssssssssssssssnsssssssssssnes 118
14. User Admin > Public Holidays 120

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Table of Contents

15. User Admin > Companies and Departments 123
15.1 Creating Companies and Departments ......ccccccceiiiiineeniinnsnniinnssenissnssenisssssenessne 125
16. User Admin > Groups 127
16.1 Groups Properties USErS ... 129
16.2 Groups Properties Card REAUErsS ........cccccivveeiiiiiiccinsscneeeiinieccssssnneeesesesessssssnnsssssenas 130
16.3 Groups Properties Morpho Readers ..........civvveeeiiiinneninnnnnniinnnnneniisnnnenissssenessne 131
16.4 Groups Properties APB DOOIS .......ceiiiiiiiiinsnnneniiiiiisssnsnsseniiiissssssssssssissssssssssssssssssses 132
16.5 Group Properties EIEVAtors ......ceeiieecccirsnneeteeeeeccsssnneeneeesecesssssssesesseesessssssnsnsssseses 133
16.6 Groups Properties TiMe ZONES ....cccccceeeeeeerereeeeereresssssssssssssssssssssssssssssssssssssssssssssssssanes 134
16.7 Group Properties EVENTS .....ccccccciiiiiiiiiiiiieeceneeeeessesssssesssssssssssssssssssssssssssssssssssssssssssnnes 134
16.8 Allocating Users t0 GroUPS ....cccciiiicenneiiiiiiiiinisnnseesiiiessssssssssssssssssssssssnsssssssssssssssssasses 135
17. Enrolment Readers 136
18. User Admin > Employees / Visitors / Contractors 138
18.1 L0 =T 1T - | 141
18.2 L0 o] 3 T 1 o PR 143
18.3 L Y=Y T3 =1 o 0] 1 ) 43 147
18.4 USEr MODIIE ACCESS ...oovvueriiruriiinniiinniisnnissnnissnnissnnsssssnssssssssssssssssnssssssssssssssssasssssanss 151
18.5 USEI TOKENS ..coiieiiiiueiiiiuniiisnniisnnisssnnissnnissssssssnsssssnsssssssssssssssssssssssssssssssssnsssssnsssssanss 160
18.6 UL o - T D T 1 161
18.7 LU L= g 0 T 1 = o N 163
18.8 L LT =T YT 1 LN 163
18.9 L0 LT =T o =N 165
18.10  IMPOItiNG USEIS ..ucereeiiiiiiiiissssnnnniiiisissssssssnsnniissssssssssssnssssssssssssssssssssssssssssssssssssssssses 165
19. User Admin > Bulk Enrolment 171
20. Advanced Tab 174
20.1 Advanced > ODjJECt GrOUPS ...cccccrrrrrcneerereeeecsrrssnneeeeeeeecessssssssssessesessssssssassssssessssssnsanaes 176
20.2 AdVanced > COUNTEIS ...ciiiivieiiiiiiiniiiiisninissinntiissssssissssssessssssssssssssssssssssssssssssssnsssssses 178
20.3 AdVaNCEd > TIMEIS ...uuueiiiiiiineiiiiiinniiinisneiisssnseiisssssssesssssssssssssssssssssssssssssssssssssnsssssses 181
20.4 AdVanced > INPULS ..eeeiiiiicicinreeeeeeiieeessssennseesessesessssssnssesssessssssssnnsssssssessssssnnnnees 183
20.5 AdVANCEd > QULPULS ...ccoecceeeieciceettecceneteecsneeeeesssneeeecssneneesssnsessesssnsssesssnnenessssnsssasnnn 186
20.6 Advanced > Graphics DESIGNEN ......cccccceeeeerreereeirseereccsnereeessnneeeesssnsesessssnssessssnsssssnns 189
20.7 AdVanced > EVENTS .....ccivceiiiieiiiiiinnissennssenssssssssssssssnssssssssssssssssssssssssssssssssssssssses 195
20.8 Typical Examples of EVeNnts & ACLIONS ......ccceeeeerrrrceeeeeieeeecersssnnneeeeeeesecsssssnsssseessesesssns 204
21. Event Viewers and Reports 217

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Table of Contents

21.1 EVENT VIEWENS ..coiiiiiiiiiiiiniiinininisisneniissssssisssssssnsssssssssssssssssssssssssssssssssssssssssssnssssnes 218
21.2 Fire ROIICAIl REPOIT ...ccceeeiieeeiiirrnneeeeteieeecssssnneeeeeeeecsssssssssseeseesessssssnssssesssessssssssnsasasseses 220
213 AcCCesS CONLrol REPOIES ..cceeeiiiiiiiiiiiinnneiiiiiiciininnneetiiiesiiisssssssssssssssssssnssssssssessssssnsanaes 220
21.4 VIS =T 0 T I ¥ = 2T=T o o 1 o o 222
215 Time & Attendance RePOIt ......oiiiiciiiicceetiiirccccrrneneeertreecs s ennseeesssesessssssnnsesssssesssssen 223
21.6 Access Control Status REPOIt .......ciivciveeiiiiiinniiiiinnnininnneiisssnenisssssesiessssenssssssssssses 227
21.7 Groups Status RePOrt ... 228
21.8 [T = Ton 1 V2T AV 3.U=T o T Y o 229
21.9 3V =T o ¢ T 1 - R 231
22. Engineer Tools and Services 233
22.1 Database TOOIS (LOZ SEIVICE) ....ccccvcerrirrrirsnniiscnniisnnsessnnsssnsssssnsssssnssssssssssnsssssnsssssnnss 234
22.2 Diagnostic Tools (DOWNIOAd SErvice) .......ccccevveiiriineinsnsssnnssninsnnssssssessssssssssssssssses 235
22.2.1 HOME ..o eeoeetneesees s es st s st 236
22.2.2 INET CONLIOIIEIS eeeieeiee e s e e e e s s anaeas 237
22.2.3 BIiOMETIC D@VICES ..oeeiieieiiieieeeteee ettt e e e e e e 240
223 Y=LV (o=l 1Y, T = T= T RNt 242
23. Identity Access Configuration 244
23.1 IA Configuration > System INfO .....cccceiiiiieeiiiinneniiinnneniineeneersssseessssssesnsssnnes 245
23.2 IA Configuration > Data Retention ......ccccccciivveeiiiinnneniiinnneeniinnnenisnneenissseeneene 246
23.3 1A Configuration > REPOIES ...ccccceeeeeerieeecrrrssneereeeeeeeessssnneeenneeseesssssnssesesssesessssssnsasasasses 246
23.4 IA Configuration > Cards & Readers ..........icivveiiiiiineiiiinnnnnnininnnenisnnssesssnssssssssne 247
235 IA Configuration > HID MODil@ ACCESS .....ccceeereeeecerrrrnneeeereeeecsssssnnseneeeeesesssssnssseseenes 255
23.6 IA Configuration > BIOMELIICS ...cccciiveiiiiiineeiiiiineieiisneenscssnessssssnnessssssnsessssssnssssssnnes 256
23.7 IA Configuration > Badge Printing .....cceeeiiiiiiiiiniinneeetiinccciisnennsesennnessssssssnssessnnnes 262
23.8 IA Configuration > Extra Data Fields ......ccccceeiiiiiciiiircmcetiiicccccseeeeeeennscccsssseneeeseneees 262
23.9 IA Configuration > EMQil c..c.ueeeeeeieeieeiieceetccccecercccceeesecsssneesecssaneeeessnnesessssnsesessnnnes 264
23.10 1A Configuration > Password POLICY .....cccccccciiiinneniininsnniinnsnneniinnseenissssenesssssssees 267
23.11 1A Configuration > LOCKAOWN ......ciiiiieiiiiiiineiininnnniinnsnnnisinsnesssssssssissssssssssssnssssses 269
23.12  IA Configuration > User Profiles ........cccccviirceiiiiiinniiniiseninsissnnininsnenissnnnenssssnssssses 269
23.13 1A Configuration > User INtErface .......ccccvvveeeeereeccrrrrsnneeeeereecessssssseeeeesescssssssnssseseeees 270
23.14 1A Configuration > BACKUP ..cccccvceiiiiiieiiiicneiicccneennsccneesesssenesssssssnsssessnnessssssnsssssnes 271
23.15 IA Configuration > Databases ......cccccccieeiiiicmneiiiiiiciinnncnneeeniiesinsssnneeessnessssssssnssesssnees 275
23.16 1A Configuration > NetWOIK .......eeiiiiiiiiiiieeeeiiincccsseeeeeesrsecssssennneeesssesesssssnnnsessnseas 276
23.17 1A Configuration > SErVICEeS .....cccciiiiireriiiissneniiinssnenisisssniessssnensssssssesssssssssnsssssnsssssses 277
24. Appendix A - Product History 279
25. Appendix B - Types of Door 287

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Table of Contents

25,1 NOFMAI DOOF «..ceurevesneeaseessssssessssessssessssssssssssssssssssssssssssessssassssessssessssssssssssssssssssssessases 288
252 TUINSHIE ceurreeereseeessesasessssessssessssesssssssssessssssssssssssssssssssssssssassssessssasssssssssesssssssssssssessases 289
253 ANFOCK weveenrernereseesssesasssssessssssssessssssssssssssssssssssssssssssssssssasassssessssassssessssssssssssssssasessases 290
254 ADPEIIO DOOF .uuvernreeseesssessssssssssssesssssssssssssssssssssssssssssssassssassssessssassssssssssssssssssssssassases 292
26. Appendix C - HID Asure ID Software 293
27. Appendix D - Facility Codes 295
28. Appendix E - iNet webpage 299
29. Appendix F - AntiPassBack 306
30. Appendix G - IA Morpho Configurator 313
31. Appendix H - Controller Status 316
32. Appendix | - Duress 323
33. Appendix J - Database Importer 326
34. Appendix K - Licence Terms & Conditions 329
35. Appendix L - Glossary 331
36. Controlsoft Contact Details 335
0

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Introduction




Introduction

1 Introduction

Identity Access (IA) Software Version 9 from Controlsoft© is a PC-based Access
Control Management system.

The Identity Access software manages the access control database, which is
downloaded to the iNet® Controllers. The iNet controls access through the doors,
either directly or via Downsteam RS-485 Controllers.

The latest version of Identity Access software can be downloaded from our website

www.controlsoft.com/loginl s |

The below table shows the differences between our free Identity Access Lite and paid
for Identity Access Professional and Enterprise versions. The same installation files are
used for either Identity Access Lite, Professional or Enterprise and can be licensed at

any time.
FREE LITE SOFTWARE (IA-LITE/SUB-LITE)
PROFESSIONAL LICENCE
(IA-PRO / SUB-PRO)

ENTERPRISE

LICENCE

(IA-ENT/SUB-ENT)
Maximum Number of Doors or Readers 12 64 Unlimited
Unlimited Number of Cardholders v v v
Group Management v v v
Real Time Access and Alarms Events Viewers v v v
Employee, Visitor and Contractor Management v v v
Unlimited Number of Client PCs v v v
Support for HID OSDP Readers v v v
Support for Assa Abloy APERIO Wireless locks v v v
Controller, Door and Report Wizards v v v
Time Zones to Schedule Group, Door & PIN Pad v v v
operation
Issue Temporary Cards v v v
Multiple Sites v v v
Users On Site / Off Site Counter v v v
Operator Software Door Control v v v
Configurable User Data Fields v v v
Display User’s Photo on Card Swipe v v v
Microsoft SQL Database Platform v v v
Snow Day Rule v v v
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Photo ID Card Printing * v v v
Bulk Enrolment v v v
Site Lockdown x v v
Wiegand ANPR/ALPR Integration (SHA-1 26-Bit) x v v
Fire Alarm Roll Call Report x 4 v
Time & Attendance Reporting x v v
Fingerprint Enrolment x v v
Direct Integration with IDEMIA Biometric readers x v v
Email Notifications x v v
AntiPassBack x v v
Preconfigured Logic for Airlocks & Turnstiles S v v
Elevators x v v
Counters and Timers x v v
Programmable Inputs and Outputs x v v
Interactive Site Maps x v v
Customizable Events and Actions Wizard x v v

* Badge printing requires an Asure ID licence per PC (Ordering Part No. IA-AID).

The Controlsoft Identity Access Server software is made up a several constituent parts,
as described below:

Identity Access
Download Server

Master i-Net Controller

Identity Access Server

-

Identity_ Access
Log Server
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Identity Access is the main software which includes the User Interface. This handles
commissioning the system and saving it to the 'lAMain' database, viewing events and
generating reports from the 'Access’, 'System' and 'T&A' logs. This User Interface looks
the same whether Identity Access has been installed as a Server or as a Client.

Download Service communicates with the iNets over an IP network, sending
configuration data to the controllers and receiving event logs from them. This
software is not accessible on a Client installation.

The Log Service accepts events from the Download Service and saves them in the
relevant SQL database. This software is not accessible on a Client installation.

Microsoft SQL Server Database is used to store all data from the system, including
system configuration data, all event logs, system passwords etc.

Other software is installed as described below. Once configured, these programs will
not be required for day to day use.

IA Configurationlzs!is only used to configure the Server.
IA Morpho Configurator is used to configure the fingerprint readers

IA Service Manager[zs1 allows for administration of the Download Service and the Log
Service

iNet IP Utility is used to configure the iNet controllers

Licensing Utility is used to apply any licenses to the software

In addition, the following software may be run on the same or separate PCs connected
across the network:

Identity Access Client provides one or more additional points at which the user
interface can be operated.

HID Asure ID is used for card printing. Once a template has been created in Asure ID,
it then accesses user information from the 'lAMain' database to populate and print the
cards.

NOTE: Asure ID supplied with Identity Access is a 30 day trial version. To use
Asure ID beyond this 30 day trial period, you will need to license the software.
Please contact your vendor for further information.
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2 PC Specifications

Recommended Identity Access Server PC Specification

Intel i5 processor @ 3GHZ

8GB RAM

100GB Free Disk Space

10/100 Network Card

USB Port

Screen Resolution = 1280x800 or better

Recommended Identity Access Server Performance PC Specification (more than
10,000 users)

e Intel i7 processor @ 3GHZ
¢ 16GB RAM

e 250GB Free Disk Space

e 10/100 Network Card

e USB Port

e Screen Resolution = 1280x800 or better

Recommended Identity Access Server Operating Systems:
e Windows 10 (x64).

e Windows 11 (x64).

e Windows Server 2016.

e Windows Server 2020.

e Windows Server 2022.

Recommended Identity Access Client PC Specification
e Intel i3 processor @ 3GHZ
e 4GB RAM

e 100GB Free Disk Space
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e 10/100 Network Card
e USB Port

e Screen Resolution = 1280x800 or better
Recommended Identity Access Client Operating Systems:

¢ Windows 10 (x64).

e Windows 11 (x64)
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3 System Architecture

Before we start to do anything with the software, we will review how the hardware is
configured and how this relates to the programming. Two types of iNet controller are
available, the One Door Controller (1DR) with 5 inputs, 2 output relays & 2 Wiegand
reader ports, and the Two Door Controller (2DR) with 9 inputs, 4 output relays and 2
Wiegand reader ports.

As well as iNet controllers, the system can support Input/Output modules, OSDP/RS-
485 readers, Aperio Wireless handles Idemia Morpho biometric readers and HID
Mobile Access readers.

Elevator
Control .
EL)

Wireless
Access =

Wiegand
Readers 1.

WDRE 5

Wiegand
ANPR L.
(SHA) "iEs

p—r= i“:‘ ' —
DR or g = DR or @[ iy DR B - 1DR or
2DR 1 ‘ 2DR iz i i 2DR i
b i
asass R85
4
Port A RS-485 .Idemla,
Port A Biometrics
= A Standalone
E perio
— Cylinder ‘
(e[} -
|

1.8 Aperio | | ((((' — Mode i

AH30 . ~= Ll
1:8 Aperio - .

F AH30 -

: ((

16 i N s/ 810Cs/ 15 Hubs / 8 Readers /
32 Doors max 64 Floors max 32 locks max 4 Doors max

N
| B

Option 1 - IP Controllers:

A channel comprises of an iNet controller connected to the Identity Access software
via IP . The system can be expanded simply by adding further iNets connected via IP.
The Master iNet continues to control its doors if there is a problem with the network.
Once the problem is restored, all events are transferred from the iNet to the Database.

Option 2 - Downstream RS-485 Controllers: The channel comprises of an iNet
controller connected to the Identity Access software via IP. The other controllers are
called Downstream iNets and are connected to the IP controller via RS-485.

The Master and all Downstream iNets each hold a copy of the access control
database, so each Downstream controller continues to control its doors if a fault
occurs on the RS485 bus. Once the fault is restored, all events are transferred from the
Downstream iNet to the Master iNet and then to the Database.

Option 3 - Input / Output Controllers

The channel comprises of an iNet controller connected to the Identity Access software
via IP.
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System Architecture

The Input/Output Controllers are connected to the iNet controller via RS-485. This
topology is used for Elevator Control.

Option 4 — OSDP/RS-485 Readers:

The channel comprises of an iNet controller connected to the Identity Access software
via IP.

Up to 8 OSDP (RS-485) readers (Two Door Controllers) or up to 2 OSDP readers (One
Door Controller) are then connected to the iNet via RS-485.

Option 5 — RS-485 Aperio Hubs:

The channel comprises of an iNet controller connected to the Identity Access software
via IP.

Up to 8 RS-485 Aperio Hubs are then connected to the RS485 bus, each Hub
supporting up to 8 Aperio Locks, to a maximum of 32 locks per iNet controller.

NOTE: It is NOT possible to combine Downstream iNets / Input/Output
Controllers / OSDP Readers / Aperio Hubs on the same iNet controller, although
a system can support multiple channels with each option:
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Identity Access - Express Commissioning Guide

4.1 Step 1. Pre Installation Checks
|

Before you start the installation, it is important to run through the following pre-
installation checks.

1. Temporarily disable your anti-virus for the duration of the install.
2. Ensure that you have Administrator access to the PC you are installing on.

3. Ensure that all Windows Updates are applied before installation.

Click here: for further information on how to perform these checks on the various
Windows operating systems.

4.2 Step 2. Installing Identity Access Software

1. Download the Identity Access Software from our website at

www.controlsoft.com/login

2. Navigate to your Downloads folder, and double click Install_ldentityAccess.exe

3. During installation, if prompted to restart the installation click Yes.

—

continue,

0 This computer must be rebooted before the installation can
The installation WILL terminate if your answer is NO!

Yes Mo

4. Once restarted the installation will restart automatically if you are logged in as an
administrator. If you are providing administrator details when prompted, you must
restart the installation manually from the Downloads folder.

Welcome - x

e Welcome to the Identity Access

Setup Wizard.

The wizard will install Identity Access on your computer.

It is strongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then close any programs you have
running. Click Next to continue with the Setup program.

cO ntro ISOft WARNING: This program is protected by copyright law and Press [Next] to
Identity Access 9 intemational treaties. -
/ continue
Next > Cancel
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5. Continue with the installation, pressing next until you get to this screen.

NOTE: If your system does not meet our minimum specification, the non-
compliant parameter will be highlighted in red in the screen below. You can
continue with the installation but we are drawing to your attention that this PC
is below the required specification.

um PC Spec catio — x
Minimum PC Specification ‘ I -
Server [ 1 ] |
»
R ded PC Specification This Machine
Windows 10 Pro (x&4) Windows Server 2019 Standard
Version 1809 (OS5 Build 17763.5576)
8GB RAM 16. GB RAM (16383 MB)
4GB Free Disk Space 35 GB Free Disk Space
Screen size: 1280300 Screen size: 19201080

Before installing Identity Access, please temporarily disable your antivirus
software for the duration of the install.

< Back Mext = Cancel

6. When prompted, select Full Installation - Identity Access server with User
Interface and click [Next]

T — b
Installation Type ‘ l -
Select Server or Client install (1 1 |
T
Select Installation Type
(®) Full Installation - Identity Access server with user interface
Client Installation - Identity Access user interface only
Update previous install
Select the installation type. [ Advanced
< Back Mext > Cancel
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7. At the end of the installation you will be asked to fill in your System Integrator and
your Administrator password.

Set Passwords

Set Passwords
Please set the System Integrator and End User Administrator passwords

System Integrator

Usemame System Integrator

Password || | Ly

Confirm Password | | ‘o
Administrator

Usemame Administrator

Password | | o

Confirm Password | | o

Once the installation is finished, restart the PC and re-enable any previously disabled
anti-virus.

4.3 Step 3. (Optional) Licensing Identity Access
|

If you requires a Professional or Enterprise license, please click here. Otherwise go to
Step 4.

4.4 Step 4. Launching the Identity Access Software

To launch the Identity Access software:

1. Select Start > Controlsoft > Identity Access

NOTE: The Splash screen may show "Error: Checking connection to the main
database... Retrying". This is because the SQL 2022 database engine take longer to
start. Wait 2 minutes and Identity Access will connect.

!== IDENTITY ACCESS 9
mw
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2. Select System Integrator and type in your password.

{28 Identity Access Management _ax

[CIE—

Welcome to Identity Access.
Please enter your username and password.

Username System Integrator

Password

Language English

IMPORTANT Using this program constitutes acceptance of the licence
terms and conditions as described in Help topics. © 2018 Controlsoft Ltd.

‘ : Logon ‘ x Cancel ‘

|

. (&5 oo | e | ks amvenen

Further details can be found in the "5.3 The Dashboard" section of the Identity Access
Software Guide[ss ]

4.5 Step 5. Configure IP Controller(s)

For the PC and iNet Controller to communicate over a TCP/IP network, the PC and each
iNet must be configured to a static IP Address on the same network range.

Click here if you are plugging an iNet controller directly to the PC.

NOTE: If you are unsure what IP Address, Subnet Mask and Gateway the iNets should
use, speak to IT.

1. Go to Tools > iNet IP Utility

1

(=)
\ee8/
-~ Home View Reporting UserAdmin System  Advanced | Tools

2508 ¢ &

n
Import Data Export Data

Export T/4 | Backup | Marpho Configurator || iMet IP Utility

Import / Export Backup Marpha iNet

2. Press Scan for iNet Controllers.
3. On the "Windows Defender Firewall" notice, tick both Private and Public networks
and press Allow Access. Then press Scan for iNet Controllers again.
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@ iNet 1P ity - 1.3 = X

Network adapters to scan foriNet controllers
Selected iNet network settings
© Al O Selected 192.168.54.103 Ethernet 2

$ Windows Security Alert X
Scan for iNet Controllers Number of controllers found : 0

Windows Defender Firewall has blocked some features of this
Red - unconfigured controllers. Green - Configured controllers

' app
Local P iNet P iNet MAC Address iNet LI
Windows Defender Firewall has blocked same features of NEtIPUGL an all public and private
networks,
lé! Name: INetIPUGUI
% publisher iNetIPUGUI
Path; C:\users|dell\desktoplinet p utiity exe

Allow INetPUGUI to communicate on these networks:
{8 Privat= networks, such as my home or work network

18 Public networks, such as those in airports and coffee shops (not recommended
because these networks often have litle or no security}

11 Whatare the risks of allowing an 2pp through a firewall?

controlsoft == =) e

access control

4. Highlight a controller in the list and set your password. Then click Save.
& iNet 1P Utility - 13 — X

Network adapters to scan for iNet controllers
Selected iNet netwark settings
O Al O Selected  192.1€5.53.103 : Echeznet 2
: Enter new password
Scan for iNet Controllers Number of controllers found : 1
Password

Red - unconfigured controllers. Green - Configured controllers seesennee M

Local P iNet IP iNet MAC Address iNet UUID

16925436252 169.254.11.164  fEdcTashib@&fa  f20d312f-3069-5862-a416-6199a2fcadft Confirm Password

eevecracel ®

Passwords must:
Be a minimum of 8 characters
Include at least one lowercase letter (a-2)
Include at least one uppercase letter (A-2)
Include at least one number (0-9)
Include at least one special character:
%!@#$% " 102/> <IN~ +=-"

Cancel Seve

contr0|50ﬂ ! Copy list to dlipboard

access control

NOTE: If a message is displayed on screen saying "The iNet did not respond to the
message", then the password was not inserted quick enough. Reselect the controller
and type the password again.

5. Press Static, and fill in the Static IP Address for this controller.

& iNet IP Utility - 1.3 - X

Metwork adapters to scan for iMet controllers
Selected iNet network settings
© Al O Selected  192.168.54.103 : Ethernet 2
UUID:  f20d312f-3069-5862-a416-6199a2fcddfb

Scan for iNet Controllers Number of controllers found @ 1 IP Address assigment

Red - unconfigured controllers. Green - Configured controllers O Dynamic (DHCP) O Static

Local IP iNet [P iNet MAC Address iNet UUID

16025436252 16925411164  fBdcTaSbibBfa  £20d312f-3069-5862-a416-6100a2fcAdfb Current Address
IP Address 192,168, 54 210
Metmask 255,255.255, 0
Gateway 192,168, 54, 1|
DNS Servers

Undo changes Save changes

‘I Mote : After saving the changes, the iNet Controller will restart

I ..= Capy list to clipboard and will take up to a minute before it will respond to Scan
con ro So - Py M requests

access control

6. Press Save Changes and the iNet will set the IP address and automatically restart.
7. Close the iNet IP Utility.

Click Here: For further details on how to use the iNet IP Utility or how to configure it to
work on Windows Server Operating systems
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4.6 Step 6. Add IP Controller(s)

1. Within Identity Access, select System, then Controllers in the ribbon bar.

P
Home  View Reporting User Admin || System | Advanced Tools

26 t= B|EW « »% &

Operators | Controllers} Doors Card Readers Morpho Readers | Cameras Elevators | Configuration | Rebuild Update Quick Setup

Operators Access Control Settings Engineer

Controllers

MName Metwork Address Master 1 2 3 4 5 &
Contains: ¥ Contains: v

2. Click on the Scan button Q then click [Next].

3. If there are multiple network ranges, highlight the network range which has been
programmed into the iNet Controller(s) and click [Next]

£12 5can Metwork

Scan the network for IP controllers

Select IP Range to scan

I Address Network Mask Start Address End Address Number of addresses
@I 192.168.57.128 255.255.255.0 192.168.57.1 192.168.57.254
b%-r 192.168.52.128 255.255.255.0 192.168.52.1 192.168.52.254 254

@f 10.0.1.200 255.255.255.0 10,011 10.0.1.254 254

[JEnter custom IP address range

Start IP Address
192.168.57.1

End IP Address
192.168.57.254

Ping timeout (sec)

v
5 10 15 20 25 30 35 40 45 50 55 60 [This is a VPN or Software Defined Network
‘ @ Back @ Mext x Close
4. Click [OK]
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5. Unselect any controller/s that you do not require by unchecking the tick box, then
select [Next], followed by [Finished].

£12 Scan Metwork

Scan the network for IP controllers

Total addresses scanned: 254 / 254
]
Total devices analysed: 3/ @
0000909090900

Select all controllers that must be added to the controller manager

Index IP Address CPU Type Wersion Mac Address Manufacturer

= || 0 192.168.57.10 M502 Multi Door Controller EMS V09.054 00:13:48:04: 3A:8F Artila Electronics Co
O

2|
1 192.168.57.23 DART 6UL Multi Door Contraller EMS V09.053 F&:DCTAB2:20:C4  Variscite

Hall 2 192.168.57.20 DART 6UL Multi Door Controller EMS V09.053 FE:DCTABZ2T:44  Variscite
2

3

= .168.57. oor Controller X :DCTASEBS: ariscite
.. 3 192.168.57.25 DART 6UL 1 Door Controll EMS V09,053 F&:DC:TASEBRCZ  Variscit

Ha 4 192.168.57.21 DART 6UL Multi Door Controller EMS V09.054 Fo:DC7ATR42AL  Variscite
3

3
5 192.168.57.24 DART 6UL 1 Door Controller EMS V09,054 F&:DCTAB22MCC  Variscite
6 192.168.57.22 DART 6UL Multi Door Controller EMS V09.054 F&DCGTATI42:92  Variscite

>

<
| 7
Check All ‘ “:‘ Clear All ‘ @ ‘ % Rescan

o .0 . X .

For information on manually creating a controller see the "7. System > Controllers"
section of the Identity Access Software Guide.[e:

4.7 Step 7. Add Downstream RS-485 Controllers

NOTE: This section is only applicable if Downstream RS-485 controller are being
used. Otherwise, click here to move to Step 8.[2]

1. Double Click on the IP Controller.

2. Click the RS-485 address to be added and select the type of device to add to the
RS-485 line:

Add a 2 Door iNet to the RS-485 bus
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Add a 1 Door iNet to the RS-485 bus

For other devices see the "7. System > Controllers" section of the Identity Access
Software Guideler)

Master Controller Settings

Mame

Entrance Controller]

— | Metwork Address MAC Address Controller Type
MKGE”E@ 192.168.57.22 f@dc7ab2:21:d4 Multi Door Controller -

%‘ Settings | 485 Network |
&

Tlmeouts @/’ é Hﬁ% e i S (S

& Sirene ‘ Rs435 ‘ ‘ R5435 ‘ ‘ RS435 ‘ ‘ R5435 ‘ ‘ RS485 ‘ ‘ Rs435 ‘ Rs]
Address 1 Address 2 Address 3 Address 4 Address 5 Address & Address 7 Add
& ||| Coow ] Coow ] Coow ] Coow | [Cwow | [wow | [

NONE NOMNE NOME NONE NOME

>
| Click on slave to select |

[#] Active

‘ ; Accept x Cancel

3. Click [Accept] to save the new Downstream Controllers.

For more information on Controller Settings, see Chapter 5.1 of the |dentity Access
Software Guide.
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Step 8. Add Doors / Readers using Door Wizard

Note: The Door Wizard is designed for easy setup if using Wiegand readers, click the
following links for setting up Aperio Wireless Devices or OSDP Readers

1. Highlight the IP controller and select the Quick Setup button.

| -
1

Home View Reporting User Admin | System | Advanced Tools

it B|Em & »W&

Operators | | Controllers| Doors Card Readers Morpho Readers | Cameras Elevators | Configuration | Rebuild  Update JQuick Setup

Operators Access Control Settings Engineer

Controllers

QOO 4 U » %8 iyl @ x

Drag a column here to group by

Name Metwark Address Master 1 2 3 4 5 &
Contains: ¥ Contains: T
¢’ Elevator Controller 192,168.57.20

» ..!'J & |Entrance Controller 192,168.57.22

2. Select either 1 door with an IN reader, 1 door with IN and OUT readers, or 2
doors with IN readers depending on your installation.

3. Enter the door name(s).

128 Door Configuration Wizard x

I Door Configuration Wizard ‘

Controller: Entrance Controller

R5485 R5485 R5485 RS485 RS485 R5485 R5485 R5485
Address 0 Address 1 Address 2 Address 3 Address 4 Address 5 Address 6 Address 7

1-NET [ mone | [ wome | [ mome | [ wowe | [ wome | [ mome |

G e e Qe e e

Create this door and readers

| O No Doors ‘ ‘O 1 Door - Reader IN ‘ | @® 1 Door - Reader IN & OUT || () 2 Doors - Reader IN |

(® Normal Door

O Turnstile

[c ’l b O airlock r : :
| [] Enforce APB | |

Door 1 name: Main Entrance{

‘ ; Accept x Cancel
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4. If you have any Downstream RS-485 controller: highlight the RS-485 address
and follow the same setup procedure.

£22 Door Configuration Wizard %

Door Configuration Wizard

Controller: Entrance Controller

R5485 R5485 RS485 R5485 R5485 R5485 RS485 RS485
Address 0 Address 1 Address 2 Address 3 Address 4 Address 5 Address & Address 7
I-HET m [ wone | [ womwe | [ wome | [ mome | [ mome | [ mome |
2) = .
~ -~ el el el el e‘ e‘
__ 4 i i i __
< >

[#] Create this door and readers

O No Doors O 1 Door - Reader IN || ® 1 Door - Reader IN & OUT 2 Doors - Reader IN

@ Normal Door

. O Turnstile

[Q "\ . Airlock ' ' '
| [ enfarce APB | |

Door 1name: | Staff Entrance Door{

‘ \\: Accept x Cancel

5. Click [Accept] and click [Yes] to the following message.

£18 (dentity Access Management %

Confirmation Required ‘

All doors and readers associated with this controller will be removed and
recreated. Are you sure you want to continue?

v % .

For information on changing Door Settings such as unlock times, see the "8. System >
Doors" section of the Identity Access Software Guide. [76]

For changing Reader Settings, see the "9. System>Card Readers" section of the Identity
Access Software Guide.[w ]

4.9 Step 9. Add Employee

NOTE: Programming screens for Employees, Visitors and Contractors are the
same.
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1. Select User Admin, then Employees from the ribbon bar

2. Select @J

A

Home  View  Reporting m System  Advanced Tools
9 3 WBBal =™ & e

Time Zones Public Holidays | Companies Groups JEmployeesf visitors Contractors | Identify ID Token Find Duplicates | MorphoManager Asure D | Bulk Enrol

Access Control Site Users Identify 3rd Party Tools Enrol

Employees

= e ,ﬂ’ -s ) gﬂ E -? (R >

Drag a column here to group by
Last Name First Mame Token Number Facility Code Temporary Token| Personnel Mumber Title
Contains: ¥ Contains: ¥ Contains: ¥ Contains: ¥ Contains: ¥ Contains: ¥ Contai.. T

3. Enter the First Name and Last Name of the user.

4. Enter Primary Token Number . This may be written on the card/keyfob or read via
an USB Desktop reader.

5. If using HID cards select the Facility Code from the dropdown list. Add New if
necessary. For further information on facility codes, see "27. Appendix D - Facility
Codes" of the Identity Access Software Guide

6. Select All Doors/All Hours under Groups that this user belongs to

7. Click Accept

4B Employee Settings

| ? Employee Settings

Title First Name Middle Name Last Name
Mr - Carl Wright
! Primary token number = Fadlity code
2 eneral 1057 |”-‘!—‘f-'ifﬁ' -
! 3 PIN Number I
Photo
Use for Token & PIN only | @? ‘
N Fingerprints Vvalid from [~ company Details
06Feb2023 - 11:03AM ® ;|| Comeeny
E| Mobile Access | | yaiid for <No Company>
Indefinite g [F|| Depariment
@ Tokens <No Department>
Lf[ Eetrs Data 30 Dec 1899 12:00 AM 2
- Groups that this user belongs to
37 Contact [F]
Contains: T
& evens 2 & @ anDoors /Al Hous
a [0 working Hours
<L Notes

Active

&

x Cancel

Accept
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4.10 (Optional) Configure Groups

(Access Levels)
|

Congratulations, you have now finished a basic setup. You can now test your readers
with this card.

Below are the next steps to follow after a system test.

Groups are used to provided each user with their relevant access levels. It is possible to
create multiple Groups. This step is optional, if further Groups are not required, click

here to move onto Step 8. Configure Time Zones[ 3]

On installation, 2 default groups are configured:

"All Doors / All Hours" is automatically assigned every door, elevator, anti-passback
door and Morpho Reader to make it easier to test on initial setup. This group can be
deleted but cannot be edited.

"Working Hours" is not assigned any doors automatically and has a "Working
Hours" time zone associated to it. By default this group can only gain access from
09:00 to 17:00, however the Time Zone and access permissions to this group can be
modified.

(Al A

I' ==—=’ Home  View Reporting Im System  Advanced  Tools
9 & ¥ (322 =| 2 & o

Time Zones Public Holidays | Companies Groups |Employees Visitors Contractors | Identify ID Token Find Duplicates | MorphoManager Asure [D | Bulk Enrol

MAccess Control Site Users Idenitify 3rd Party Tools Enral

Drag a column here to grou
MName Persons Card Readers | Morpho Readers APE Doars Description
Contains: ¥ Equals: 7 Equals: 7 Equals: " Equals: ¥ Contains:
> %; & All Doors / All Hours 0 2 0 0
g & Working Hours 0 0 0 0

Continued on next page
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1. To create a new Group, select the User Admin Tab, then select Groups from the
ribbon bar. Select the Add New button @ .

2. Give the Group a name. The Users tab can be used to assign users into this Group if
they are already added to the system.

22Group Settings

MName

Working Hours

List of users that belong to this group
- =
% Employees that belong to this group Employees that do not belong to this...
e o s {00 =)
— Drag a column here to group by this column. Drag a column here to group by this :‘
- <
Merpho Readers z Last Name First Flame Tokel Last lame -
> Contains: ¥ Contains: T Contains: Contains: 7 cor=|
a‘ APB Doors e & | Adams Dea
z I a
=) K | g Alexander Lily
* Elevators =
. = 2 Allen Lily
= =]
{5 Time7ones a Allen Niq
& Aten wiill
g Events & anderson che _
) B ¥ [ Gl
<Z&r Notes
[JTime and Attendance Group [Joverride Lockdown
[]Override Anti Passhack
[Requires extra time at door [¥] Active
[JRequire External Permission

‘ 6 Accept x Cancel

3. Select Card Readers in the side bar, use the tick boxes to assign this group access to
specific card readers:

g!;srnup Settings

| |

MName

Working Hours

Card Readers that this group has access to
g v .

h Card Readers
Morpho Readers
Q‘ APB Doors

i' Elevators
Qj} Time Zones
&

<7 Notes

* Contains: 7
Conference Room In Reader
Main Entrance In Reader

Main Entrance Out Reader
Office Lift

Production Door In Reader
Sales Office In Reader

Server Room In Reader

Staff Entrance Door In Readzr
Staff Entrance Door Out Reader
Tenants Door In Reader

Training / Presentation Room In Reader

(= = R E N N i i R ey ]

TTrFTFTTTFTTTTT

Warehouse Barrier In Reader

‘ \\; Accept x Cancel

For more information on this please see the "13. User Admin > Groups" Section of the
Software Guide.[+s)
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4.11 (Optional) Configure Time Zones

(Access Schedules)
|

This step is optional, if Time Zones are not required, click here to move onto Step 9.
Backups.[s+1 Time Zones can be used in 2 ways:

1. To use Time Zones, select the User Admin tab, then click Time Zones in the ribbon
bar.

The default "Working Hours" time zone is assigned to the Working Hours access
group. This can be edited by double clicking.

Alternatively it is possible to add a new time zone by pressing @.

\
—\e -
(Al 4

| -
=¥/ Home View Reparting IUserAdminI System  Advanced Toals

= e ki =
Gl B 2D T =|™ 2 & o
\ 4 |3 | @ & N\

Employees Visitors Contractors | Identify D Token Find Duplicates | MorphoManager Asure I | Bulk Enrol

Time Zones§Public Holidays | Companies Groups

Access Control Site Users Identify 3rd Party Tools Enral

Drag a column here to grot

Contains: 7
3 Jg) & Waorking Hours
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2. Select the Start and End Time for the Time Zone.

Mame

Working Hours

@1 Times |m Advanced View x

é Events Start Time 1 End Time 1 Start Time 2 End Time 2 Start Time 3 End Time 3
Monday 09:00 ® - |17:00 ® [0 /00:00 (= - 00:00 & - [0 /00:00 (2 - 00:00 (& -

SN Tuesday 09:00 ® 2 17:00 ® 2 01/00:00 ® - |l00:00 & - [0 00:00 © - |00:00 © -
Wednesday  [2] 09:00 = > |[17:00 ©® - [0 /00:00 2 - |00:00 & - [0 /00:00 (2 - 00:00 (& -
Thursday  [2] 09:00 & > |[17:00 ® - [0 /00:00 2 - |00:00 & - [0 /00:00 (2 - 00:00 (& -
Friday [ 09:00 & . 17:00 ® | O 00:00 ® . |[00:00 ® 00/00:00 = . 00:00 & .
Saturday O 00:00 2 . |00:00 & . O |00:00 (& . |00:00 &) . 00/00:00 = . 00:00 & .
Sunday O 00:00 (2 . |00:00 & . [ /00:00 ® . 00:00 & . 00/00:00 & . 00:00 & .

[1Enable access schedule in Sigma device (Intervals must be in 15 minute increments)
[ Disabled on public holidays
[#] Active

x Cancel

‘ C Accept

Adding a Time Zone to a Group

1. Click on the User Admin tab and select Groups. Double click the door relevant
Group.

2. Select the Time Zone tab.

3. Click Active and tick the relevant Time Zone to be added to this Group.
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Name
Working Hours

Times this group has access
Y e

Contains: T

b Card Readers * 5“5) [2]  working Hours

Morpho Readers
Q‘ APE Doors

i' Elevators
@ Time Zones
é Events

<Z_7 Notes

[ Active

‘ 6 Accept x gancel‘

4. Press Accept.

NOTE: With Identity Access it is only a requirement to add a Time Zone to a Group if
they require restricting. Any group with 24/7 access should not have any Time Zone
restrictions applied.

Adding a Time Zone to a Door
1. Click on the System tab and select Doors. Double click the door relevant door.

2. Select the Time Zone tab.

3. Click Active and tick the relevant Time Zone to be added to this door.
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{28 Door Settings -

l Door Settings ‘

Name

Main Entrance

- Automatic door open times
L,_/( General ]
‘Contains: '

Tok 11 e
{0k 1/0Settings | | & & | [ |working Hours
@ Tirne Zones
ﬁ Events
<Z&r Notes

[#] Active

[CIFirst swipe rule active

[ inactive on public holidays

‘ \\; Accept x gancel‘

4.12 (Optional) Backups / Installing Identity Access Client

Identity Access is automatically set to backup to "C:
\ProgramData\Controlsoft\ldentityAccess\Backup" daily at 13:00. By default it is setup
to keep the last 7 days of backups. To adjust these settings, see the "23.14 IA
Configuration > Backup" of the Identity Access Software Guide.[2r1)

To manually backup the system:

1. Click on the Tools tab and select Backup.
k!

1 I i
L]

WIEES Home  View Reporting User Admin  System  Advanced
P

® % C (o8 '

Import Data Export Data| Export T/A | Backup | Morpho Configurator | iMNet IP Utility

L

Impaort / Export Backup MMarpho iMNet

2. Select "Backup".
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Select backup set
Identity Access Backup

Backup
@ Backup
All the IA databases in the selected backup set will be backed-up to the
"'g Restore backup folder

3
Start Backup @

Backup Status: |dle

Log Service: Connected x Close

3. Once the Backup is completed the files can be obtained from "C:
\ProgramData\Controlsoft\ldentityAccess\Backup".

| E] = | Backup
Home Share View
« v 4 » ThisPC » Local Disk (C:) » ProgramData » Controlsoft » IdentityAccess » Backup
~
Name Date modified Type Size
#F Quick access )
I Deskt # i |AAccesslog-20240406040001- (bf15ab64-bb83-41ab-95f4-4e7652e5044)-Full 0 Compressed (zipp... 460 KB
eskto h
e i 1AMain-20240406040000- (bf1 5ab64-bbB83-41ab-95f4-4e7652e5544f)- Full Compressed (zipp... 3436 KB
‘_’ Downloads  # 8| 1ASystemLog-20240406040001- (bf15ab64-bha5-41 ab-95f4- 4676525944 -Full Compressed (zipp.. 607 KB
[ Documents £l IATALog-20240406040001 - (b1 5ab64-bb85-41ab-05f4- 167632 €5944f) - Full Compressed (zipp... 451 KB
| Pictures b

fa Controlsoft
@ OneDrive - Controlso

E This PC
"} 3D Objects
[ Desktop
|‘:T:-‘] Documents
‘ Downloads
J” Music

& Pictures

B Videos

i Local Disk (C:)
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Installing Identity Access Client

For further information or the setup of other functions of Identity Access, please see

the Identity Access Software Guide

Identity Access can be run from a second PC using the Identity Access Client software.

Click here, for information on how to configure the Identity Access Server for a Client
connection and installing the Identity Access Client.
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5 Identity Access Software Overview

5.1 Identity Access Header and Footer

At the top of the screen, the header provides the Menu bar and the Ribbon bar:

Home  View Reporting User Admin System Advanced Toals

HGat=B|Ew « ~R&

Operatars Controllers Doors Card Readers Morpho Readers | Cameras Elevators | Configuration | Rebuild Update Quick Setup

Operatars Access Control Settings Engineer
.ll @ : . . . .

— Use this icon to quickly return to the Dashboard from anywhere in the
software.

At the bottom of the screen is the footer bar:
@ Version 9.1.83 (SERVER) £ |.¢"J Database Tools ||af5 Diagnostic Toals & Administrator |“_-j Default v|

The various icons represent the following conditions:

Database Tools |, | . .
|4"§ | indicates the status of the connection between the Identity Access

software and the Log Service. Clicking the button will bring up the Database Tools. For
more information see Engineer Tools and Serviceslzul

Di ticTools |. . . .
|"‘*"'; i | indicates the status of the connection between the Identity Access

software and the Download Service. Clicking the button will bring up the Diagnostic
Tools. For more information see Engineer Tools and Services|zs)

& Admin | . . .
indicates which Operator is currently logged into the software

‘!_j Default ~

indicates which colour theme is selected.

@ VErsen 3188 BERVER The software version number and whether the install is Server
or Client software is displayed in the bottom left hand corner of the screen

1‘ shows / hides the Events Viewer window
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5.2 The Option Wheel

The Option Wheel is accessible at a variety of screens throughout the Identity Access
software. When options are available, right click to display the Option Wheel

Filters

Position the mouse for the required option and click to select.

NOTE: The Option Wheel is context sensitive, so may offer different options to
those shown above, depending on where the Option Wheel is invoked.

5.3 The Dashboard

The Dashboard displays a useful summary of the status of the system. Each section is
dynamically updated, without the need to press a refresh button or similar.

To access the Dashboard, select the Home tab, then select Dashboard (or click the
dashboard iconi = in the top left hand corner of the screen from anywhere in the
software):

User Status: Indicates the number of users on site and off site. This section is updated
as readers programmed with Location as "Inside to Outside" or "Outside to Inside" are

operated (see Card Reader General)[sr]

Controller Status: Indicates the number of controllers online and offline. This is
updated depending on whether the Download Service can communicate with each
controller

Offline Controllers: Click this option to see which controllers (if any) are offline.
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befeTelee

The central section of the dashboard is the main viewer area, where one of four
windows can be viewed:

Access Log: Displays a live view access control events, as they happen. Whenever the
software is closed, this viewer will be cleared. Where the event shows a green tick the
controller has granted access, where the event shows a red cross someone has been
denied access. Scrolling the viewer window to the right will show the Reason for an
access denied event

Alarms: Displays system alarms (e.g. Door Forced Open, Door Forced, BreakGlass
Activated or Fire Alarms). When an alarm condition has been investigated, it needs to
be accepted by highlighting the alarm and clicking the [Accept] button. It is possible
to configure the system so selected alarms require the operator to enter text before
the alarm can be accepted. Once accepted, alarms can be removed from the list by
highlighting the relevant alarm/s and click the [Clear] button. If the alarm condition is
still active, the alarm will reappear in the Alarm Tab.

NOTE: To reduce clutter on the Alarms screen, if an alarm has not been
accepted, any subsequent alarms from the same source will overwrite the
original entry. Every activation of these alarms are stored in the System Log for
future analysis.

Doors: Allows doors to be controlled by the Operator. To manually grant someone
access through a door, highlight the relevant door in the list and click the [Grant
Access] button. The door will then unlock for the predefined Unlock Time or
Extended Unlock Time (whichever is the longer), then relock automatically. To unlock
the door for a longer period, click the [Remote Release] button. To subsequently
override the release command, simply click the [Re-lock] button. Using the 'Ctrl' and
'Shift' keys on the keyboard, it is possible to select multiple doors and release them all
in a single command.

The symbols next to the doors indicate the last event at that door. The options are:

2
‘ .‘3 Access Granted via Operator: This symbol indicates that access was granted
through the software by the operator.
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*ﬁ Door Forced Open via Operator: This symbol indicates that the door was forced
open through the software by the operator.

& Door Forced Closed via Operator. This symbol indicates that the door was
closed through the software by the operator.

®

Pushbutton. This symbol indicates that the door was accessed by pressing a
Request to Exit pushbutton.

F

Access Granted. This symbol indicates that access was granted via the reader to
unlock the door.

k Access Denied. This symbol indicates that access was denied via the reader and
the door was not unlocked.

HE Door has not been accessed since the software has been opened.

The Doors tab also allows operators to activate "Lockdown". This feature is a security
measure which operates as follows:

e Green - Lockdown is OFF

e Amber - Users are denied access at all readers if they are NOT in a group with
"Override Lockdown" selected.

e Red - All users are denied access at all readers, Request to Exit buttons do not
release doors, if selected (see Controller Settingsrssbi).

To activate Lockdown, click on the Amber or Red block on the screen, or activate the
relevant input (see Controller Settingsle1). The only way to deactivate Lockdown, is to
select the Green block on the screen.

If the Lockdown icons are grey, Lockdown is Disabled

System Status: This screen provides an overview of whether the Log Service and the
Download Service are connected, whether Asure ID is licensed and available to use,
and whether the HID Mobile Portal (if used) is available.

Cameras: This screen allows a single IP camera to be monitored. Choose the required
camera from the dropdown list and click the [Connect] button.

Floorplan: This tab shows a floorplan of the building with icons to indicate the status
of doors, readers, etc.
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To the right of the Dashboard are two Reader Monitors.

To use the Reader Monitor, select the Card Reader to be monitored. When someone
accesses that reader, their photograph will be displayed in the Reader Monitor display
alongside their name and date & time of access:

Reader Maonitar 1 »

| 71
Arun Pandhya
2024/03/28 14:57:00
Access Allowed
Select Card Reader

Main Entrance In Reade -

©

NOTE: It is possible to 'undock’ a tab such as the Floorplan, and resize it to get a
larger view on the screen. Simply click on the tab and drag it out of position,
then resize the windows as required. IA can then be minimised, leaving the
desired tab visible.

Before closing Identity Access, always ‘redock’ the window by right clicking and
selecting "Tabbed Document".

5.4 Identity Access Home Tab

The Home tab contains 4 options:

View  Reporting User Admin  System  Advanced  Tools

EX e @ =

Logoff Exit Dashboard|| About Support| Manual

Current User Dashboard | About Help

Current User: Allows the current Operator to Logoff (log out and restart the program
for the next Operator to log in) or Exit (log out and close the program)

Dashboard: displays the system Dashboard (See The Dashboard)[

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Identity Access Software Overview

About: This screen shows information about the software, such as the licence applied,
version number and installation date.

»
v Identity Access
& System Professional License: Valid

\-fersfon: 9 SP1.75
Installation Date: 6/17/2022 11:51:42 AM

Copyright © 2014-2022 Controlsoft Ltd
This P prog is p d by ight law and i
ies. Unal ized repr or di: of this prog or any
portion of it, may result in severecivil and criminal penalties, and will be
Prosecuted to the maximum extent possible under the law.

controlsoft ::=

Select the [System] tab to view an overview of how many controllers, doors, readers
etc are on the system:

About Identity Access

Type Total Entries —
Version

@& Controllers

% System ! Doors

'g Card Readers
ﬁ Morpho Readers
B Cameras

i- Elevators

Groups
& Group

& Employees

& Visitors

)

. Contractors
&) Time zones
il | Companies

B Counters

o o O o o O O O O O O O O

‘ : Close
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Support: This shows details of the installation including the Integrators details, version
data, database statistics. It is also possible to view our extended [Support Articles]
including Knowledge base and Application. [Teamviewer Support] can be used to
start a remote session with Controlsoft technical support.

g!gldentityAccesshpport - = X

Identity Access Support

‘ Contact ‘ IA Version Database

Integrator Details Controlsoft Technical Support
Company Name: Controlsoft LTD UK/ROW: +44 (0)1451 844896
Phone Mumber: 014531 2844896 US: 1-800-340-1407
Website: www.controlsoft.com Z8: +27 ()10 595 1266
Email Address:  support@controlsoft.com Email: support@controlsoft.com

Contract Number: 012345

License: Professional
License Type: Trial (Expires on 01 Jul 2024 at 10:06)

www.controlsoft.com Support Articles TeamViewer Suppaort

‘ x Exit

Manual: This option will open the Identity Access Software Guide.

5.5 Identity Access ViewTab

The View tab contains 4 buttons for viewing logs and the dashboard:

Viewer Windows

Access Log|System Log T/ALog ER Log | |Dashboard

Show Realtime Logs Dashboard
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Show: When the Viewer Windows option is selected, the lower half of the display
shows Access Control events, System events, Time & Attendance events or ER Logs as

required (see Event Viewers)[ s}

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
Heatner ou ved outside.

JJJJJJ

AR R R R R

AAAAA

Realtime Logs: Allows the Operator to view live Access events, System events, T/A
events or ER Logs in the Viewer window. NOTE: These buttons do the same as the
side tabs in the viewer window.

Dashboard: Allows the Operator to view a summary status of the system (see The

Dashboard)[ s
NOTE: The Dashboard can also be accessed at any time by clicking the

Dashboard quick access icon —— in the top left hand corner of the screen.

5.6 Identity Access Reporting Tab

The Reporting tab is used to generate a variety of reports:

O%e =

Fire Rollcall | Access Log System Log T/A Log | Access Control Groups Inactivity | System Log

Emergency Access Status Viewers

Emergency: In the event of a Fire Alarm, this icon will generate a fire roll call report,
showing users who are on site. This report can be triggered from the Server or a Client
machine. In addition, the server can be configured to automatically generate a Fire
Roll call report when a fire alarm has been activated (see Server Configuration -
Download Server[-7). NOTE: This facility is not available in Identity Access

unless a Professional or an Enterprise Features Licence is applied.

Access: Allows the Operator to run and view reports based on Access events, System
events or T/A events from the database.

Status: Allows the Operator to run an Access Control report (which users have access
to which readers), a Groups report (which users and readers are allocated to a group)
or an Inactivity report (users who have not used their tokens for a defined period).

Viewers: Allows the Operator to view events in the System log
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5.7 Identity Access User Admin Tab

The User Admin tab contains a number of buttons required for day to day

management duties such as creating & editing new users:
Nt - }= Identit

22 @™ & e

Employees Visitors Contractors | Identify ID Token Identify User Find Duplicates | MorphoManager Asure I | Bulk Enrol

Time Zones Public Holidays | Companies | Groups

Access Control Site Users Identify 3rd Party Tools Enral

Access Control: Allows Time Zones (times when users are allowed through defined
doors) and Public Holidays (days when time zones are not active) to be created or
edited.

Site: Allows Companies and Departments to be created & edited which help to
create meaningful reports which filter out irrelevant data.

Users: Allows Groups, Employees, Visitors and Contractors to be created & edited.

Identify: Identify ID Token will show who any given token belongs to, Identify User
will display the name stored against a given fingerprint and Find Duplicates will
search the fingerprint database looking for duplicate entries.

3rd Party Tools: Options used to run the MorphoManager software and Asure ID
(HID badge printing software).

Enrol: Bulk Enrol provides a simple way to enrol multiple users. For more infomation
see User Admin > Bulk Enrolment/)

5.8 Identity Access System Tab

The System tab contains buttons required to commission the Access Control system
hardware:

(am E -

L

e

Home  View Reporting User Admin S}stem Advanced  Tools

2 E0¢6= B En & Q&

Operatnrs Controllers Doors Card Readers Morpho Readers | Cameras Ele»atnrs Configuration | Rebuild Update Quick Setup

Operators Access Control Settings Engineer

Operators: Used to define who can log into the Identity Access software, and who has
access to defined features within the software

Access Control: Used to commission the Controllers, Doors, Card Readers, Morpho
Readers, Cameras and Elevators installed on site.
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Settings: The Configuration option is used to launch the Identity Access
Configuration utility. For further information on the IA Configuration utility, please

refer to Identity Access Configuration@

NOTE: The System tab is always accessible to Operators with Administrator
rights. Other Operators will only have access to this menu if enabled in the
Operator Permissions.

5.9 Identity Access Advanced Tab

The Advanced tab will only be enabled if an Enterprise Features licence is installed.

il : r/
/) [ cance |
y Home  View Reporting Management Setup | Advanced | Tools

d a T N & =
(i. HER £ D) \j;gj " ﬂ

Object Groups |Counters Timers Inputs  Outputs || Graphics Designer Events

Advanced Control Graphics Events

Object Groups allow various objects (Controllers, Doors, Card Readers etc) to be
grouped together to allow a single command to be sent to multiple devices. By
grouping objects, it is possible to simultaneously change the status of every object in
the group.

Counters can be used to count the number of times an event occurs. The counter can
be incremented, decremented or reset, and it is also possible to check whether the
counter is less than, equal to, or greater than one of 3 programmable set points.

Timers can be used to introduce time delays in events and actions. For example: if an
input activates, wait 10 seconds then activate an output.

Inputs can be defined for use with the Advanced functions.
Outputs can be defined for use with the Advanced functions.

The Graphic Designer allows a floorplan of the site to be imported, and objects
superimposed onto the image. Objects can be IA Objects such as doors, readers or
controllers or Custom Objects such as squares, circles, images or text boxes.

Events and Actions allows the system to react to predefined activity such as triggering
a specific output when a specific input activates.

For further information on the Advanced features, see The Advanced Tab|ws]
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5.10 Identity Access Tools Tab

The Tools tab is used for importing or exporting user data

-

(B —

|
-
= Home  View Reporting Management Setup  Advanced | Tools
- 4
¥ %@ 9
L L \ > :
- - = =t am

Import Data Export Data) Export T/A| || Backup || Morpho Configuratar | |i-Met Configurator

-
ALl

LY

Impart / Export Backup MMarpho i-Met

Import / Export: Used to Import Data and Export Data relating to the user database.

Export T/A: Exports Time & Attendance data to third party systems such as Astrow,
Clockwatch and Kronos

Backup: Backups are configured within the IA Configuration utility (see 1A
Configuration - Backuplz1) and will run automatically and/or can be initiated
manually as described below. In A User Interface, click the Backup button in the
Tools menu.

Identity Access Backuy (=1 4
p

i & | |dentity Access Backup ‘

Select backup set

Daily backup - |@|

Back
o B2

All the IA databases in the selected backup set will be backed-up to the
'& Restore backup folder

@?
e Start Backup

Backup Status: Idle x
Log Service: Connected Close
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Select the required Backup Set (if more than one have been configured) and click the
[Start Backup] button. The window under the button will show progress:

8 Identity Access Backup o B®x

Identity Access Backup ‘

Select backup set
Daily backup - Q|
\
Backup
All the IA databases in the selected backup set will be backed-up to the
™ neciore backup folder
@ |
- Start Backup
26/03/2021 16:50:38 Backup job 'Daily backup' completed -

26/03/2021 16!
26/03/2021 16
26/03/2021 16
26/03/2021 16
26/03/2021 16
26/03/2021 16
26/03/2021 16!
26/03/2021 1

Database backup compressed: 'C\ProgramData\Controlsoft\identit
Database backup created: 'C\ProgramData\Controlsoft\identityacc
Backing up datzbase 'IATALog'

Database backup compressed: 'C:\ProgramData\Controlsoft\identit
Database backup created: 'C:\ProgramData\Controlsoft\dentityAcc
Backing up database 'IASystemlLog"

Database backup compressed: 'C!\ProgramData\Controlsoft\ldentit
Database backup created: 'C\ProgramData\Controlsoft\identityAco
26/03/2021 1 Backing up database 'laAccessLog’

26/03/2021 16 Database backup compressed: 'C:\ProgramData\Controlsoft\ldentit «

TE—— 5|

Backup Status: |dle x
Log Service: Connected Close

To restore a database, select Restore in the side bar:

£ Identity Access Backup -\ x
| 3 Identity Access Backup ‘
Select backup set
Daily backup - U|
Restore
’g Backup
- Select the backup set that must be restored
B e
‘ @ Start Restore @ Refresh
Backups | Results X
Name. [ Modified (w) -
! 1aTALog 29/03/2021 03:21
! 1asystemLog 29/03/2021 03:21
! I8Accesslog 29/03/2021 03:21
! 1AMain 29/03/2021 08:20
! 14TALog 26/03/2021 16:50
! 1asystemLog 26/03/2021 16:50
! I8Accesslog 26/03/2021 16:50
! 1AMain 26/03/2021 16:50
! 14TALog 26/03/2021 16:24 .
[ Show all backups in the selected backup set destination folder
Backup Status: Idle x
Log Service: Connected Close
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Select the database to be restored and click the [Start Restore] button.

'IdentityAccess Management x

Identity Access Backup

The IA databases can not be restored while 1A is running. All other running
Identity Access applications and services will be terminated. Do you want to
continue?

v L% .

Click [Yes] to automatically close IA and continue. The window below the [Start
Restore] button will now show the progress of the Restore:

ss Backup - = x

Identity Access Backup ‘

Select backup set
Daily backup B U‘
Restore
@ Backup
- Select the backup set that must be restored
@ Restore
Backups | Results | x

29/03/2021 10:48:55 Database 'lATALog' has been restored successfully

29/03/2021 10:48:35 File 'C:\ProgramData\Controlsoff\ldentityAccess\Backup\|ATALog-2:
28/03/2021 10:48:54 Attempting to restore database 'IATALog'

29/03/2021 10:48:54 File 'C:\ProgramData\Controlsoft\identityAccess\Backup\IATALog-2
29/03/2021 10:48:54 File 'C:\ProgramData\Controlsoft\|dentityAccess\Backup\IATALog-2
29/03/2021 10:48:54 Extracting backup file from archive: C:\ProgramData\Controlsoft\id
29/03/2021 10:48:54 Copying zip archive from 14 machine to SQL machine

29/03/2021 10:48:34 Copying zip archive from destination folder to IA machine
29/03/2021 10:48:54 All Identity Access applications were stopped successfully
29/03/2021 10:48:30 Attempting to stop all Identity Access applications...

L ——— .

Show all backups in the selected backup set destination folder

Backup Status: Idle x
Log Service: Disconnected
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Followed by:

!_!;IdentityAccess Management

Identity Access Backup

The database restore process was successful. Do you want to start the Identity
Access services?

v X .

Click [Yes] to end the Restore process and restart Identity Access.

Morpho Configurator: runs the utility to configure a Morpho fingerprint reader (see
Appendix L - IA Morpho Configuratorm

iNet IP Utility: runs the utility to configure an iNet controller (see Setting Controllers
Network Addresses)
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6 System > Operators

On Identity Access V9.1.83 and newer, an Administrator Group and Operators Group
are predefined. Anyone given access via the Administrators Group has full control over
the software. The Operators Group is user defined on first setup, for further
information see Adding an Operator|s 1

Multiple Operators Groups can be configured, giving different restrictions from system
functions (e.g. “Receptionists” can enroll visitors to the system whereas “"Human
Resources” can enroll Employees, Contractors and Visitors).

Select Operators from the Admin tab to view the Operators window:

Igentity Access Management a

1] o7 | simpited ayout - &

woneuLoI | v

, | summary

@ versionsass seRveR) | | ostavase To0s [ Diagrostic Tooss | B system ntegrator g oetaut |-
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6.1 Editing the Default Operators

On first installation the default "Administrator" and "System Integrator" passwords are
requested. To change the credentials for these operators:

1. Double click on the Administrators group.

2. Double click on operator that requires changing.

!!; Operator Group Settings

‘ Operator Group Settings

Name

Administrators Group

Operator Level
aMEmbEI’S
.(5?[»-..”--.:\... @ @@ [ | %
Name
LA Contains: s
+| 2| @ administrator
a @  System Integrator
| E—T— ,
[ Active

x Cancel

‘ ; Accept
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3. Change the Username and/or Password as required.

118 Operator Group Settings = %

ii Operator Settings

Display Name

iis
x

Administrator

5 Username Password
= Profile .. —
S Administrator T YT YT YY Y Y

Settings | Link to user

| Title: <Nobody Selected>
& First name: <Nobody Selected>

Last name: <MNobody Selected>

Q

[ Must change password at next logon

[ Active

v % L
¥ X

4. If the option Must change password at next logon is selected, the operator will
be forced to change their password when they next log on to increase security.

5. Tick the option Active to make the operator active. Un-ticking this at any time will
stop the Operator from working, without having to delete the Operator's details.
NOTE: The Administrator user cannot be unchecked.

6. Click [Accept] when done.
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6.2 Adding an Administrator

To Add a new Administrator to the group:

1. Double click on Administrators in the Operators window and click the Add icon:

® <
i I Operator Settings
Displzy Name
|
& Username Password
=| Profile Py
d
Settings Link fo user
1 | Title: <Nobody Selected> |&|
& First name: <MNobody Selected>
Last name: <Mobody Selected=

[ Must change password at next logen
[ Active

x Cancel

2. Enter a name for the new Administrator under Display Name.

‘ C Accept

3. Enter a Username and Password as required.

4. If the Operator is also a User, it is possible to use their fingerprint to log onto the
Identity Access software. To link the Operator to a User, click on the magnifying
glass under Link to user and select the User from the list that appears.

5. If the option Must change password at next logon is selected, the operator will
be forced to change their password when they log on to increase security.

6. Tick the option Active to make the operator active. Un-ticking this at any time will
stop the Operator from working, without having to delete the Operator's details.

7. Click [Accept] when done.
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6.3 Adding an Operator

To Add a new Operator's Group to the software:

1. Double click the Operators Group or click the Add New button to create a new

Group.
;!;Operator Group Settings - =X
i Operator Group Settings
Mame
- Operator Level
b ] Mermbers Operator hd
%PEFI’NSSIDI’\S @ @ @ 4 AR
o Mame
S AR Contains: T
) E—— .
[#] Active
‘ ; Accept x Cancel
2. Select the Permissions tab.
g!;oDEratorGruup Settings _ = x
Operator G i ‘
Mame
Operators Group
- Operator Level
& Members Operator s
E‘%Permlsslons @ @ @ E| 2 L3
= Mame
S AN Contains: T
) E—— .
[#] Active

‘ : Accept x Cancel
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3. Double clicking an item will change the green tick to a red cross indicating that the
item has been disabled. Double clicking the item again will enable it.

g!goperatorGruupsﬁtmgs - = X

Operator Group Settings

MName
Operators Group

Permissions of this operator group

=
liEL Permissions Ela Management -
B {5) Time zones

% Members

Wiew

'-.;/ Notes
Add / Modfy

BEE

Remove

ic holidays

T
88
&

o

<

=

Wiew
Add / Madify

Remove

o
3

BEE

panies
WView

<]
& | Add / Modify
Ad

Remove

x LCancel

‘ ; Accept

V will enable all items, selected items or all items within a permissions group

x will disable all items, selected items or all items within a permissions group
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4. Select Members in the side bar, then select the Add icon @ to add a new
member within the group:

@ x

il Operator Settings ‘

Display Mame

Username Password

)
....J Profile

Settings Link to user

Title: <MNobody Selected= |g|

First name: <Mobody Selected>

% | Last name: <Nobody Selected>

[IMust change password at next logon
[#] Active

x Cancel

‘ : Accept

5. Enter a name for the new Operator under Display Name.

6. Enter a Username and Password as required. To check the password while
entering it, click the 'eye’ symbol to the right of the Password box. Once a
Password has been entered, it can no longer be viewed.

7. If the Operator is also a User, it is possible to use their fingerprint to log onto the
|dentity Access software. To link the Operator to a User, click on the magnifying
glass under Link to user and select the User from the list which appears.

8. Tick the option Must change password at next logon to force the operator to
enter a new password when they next log on.

9. Tick the option Active to make the operator active.

10.Click [Accept] when done.
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7 System > Controllers

Within Identity Access, select the System tab, then click Controllers in the ribbon bar.

[ o | simpified tayout &

o Doors GrdReders Moo Readers | Camers Betors | Corfuras
= e

Operators

aaaaaaaa

Summary

Controller Status

ON LINE | OFF LINE

<

EEEEES

<

The option buttons are:

@ Refresh: Updates the list of controllers

@ Add: Creates a new controller in the list

=

- Delete: Removes the selected controller/s from the list

B Edit: edits the selected controller

4 Duplicate: Creates a new controller in the list using the selected controller as a
template

]
}) Rebuild: initiates a full download to the selected controllers
b )
- Update: initiates an incremental download to the selected controllers

Door Configuration Wizard: Helps configure the doors on the controller (see

Step 8. Add Doors / Readers using Door Wizardm.

% Scan: Starts the Find IP Controller Wizard. Using the Find IP Controller Wizard,
simply specify the Start IP Address and Stop IP Address and Identity Access will scan

for all Master iNets in that IP range (see Step 6. Add IP Controller(s)m.

| i |
ﬁ'i) Opens the controllers internal web page for the selected controller.

I"III: Shows and hides the statistics for the selected controller (see Appendix M -
Controller Status[s7)

Show/Hide Active: This button will show or hide Controllers selected as Active.

Show/Hide Inactive: This button will show or hide Controllers not selected as
Active.

If a controller icon is surrounded by a red box, this indicates that the controller is
offline

If a controller icon is shown with a red cross, this indicates that the controller has
object confirmation errors. For further information on object confirmation errors see

Appendix M - Controller Status/sm]
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7.1 Controller General
]

The General tab in the Controller Settings window displays the basic properties of
the Master Controller

M - o8 x

| Master Controller Settings

Network Address MAC Address Controller Type
J General 10.0.1.230 1 Door Controller
'& Settings | 485 Network

S NSO HUWMEmS | P b

A sien ‘ RS485 ‘ ‘ Rs485 ’ RS485 ’ RS485 ‘ [ R5485 ‘ ’ RS485 ‘ Rs4

Address 1 Address2 | | Address3 Address4 | | Addresss Address6 | | Address7 | | Adar

& IS [ vone | [ wowe | [ wowe | [ mnowe | [ wone | [ wome | [ wo
vents

NENE

>

- |99 eSS

[ Click on slave to select |

Active ‘

‘ ; Accept x Cancel

Enter a Name to identify the controller (e.g. Ground Floor)

Enter the Network Address (IP Address) previously programmed into the controller
(this will be already populated if the controller was added via the Find IP Controllers

Wizard).

Entering the MAC Address is optional, this will be already populated if the controller
was added via the Find IP Controllers Wizard.

Enter the Controller Type (this will be already populated if the controller was added
via the Find IP Controllers Wizard).
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It is then possible to define the type of expansion used on that Master Controller. For
example, to add a Downstream iNet which has Address 1 on the RS485 bus, highlight
RS485 Address 1 then click on the icon fora 1 Door or 2 Door iNet.

“| Master Controller Settings

Name

Controller Type
1 Door Controller

Network Address MAC Address

|f Genest = 11001230
% Settings | 485 Network
H Timeouts ‘:é/’ Q @ ﬂ E % ° '
A siens ‘ RS485 ‘ [ Rs485 ’ R5485 ’ RS485 ‘ [ R5485 ‘ ’ RS485 ‘
PYPIRTY | fcdress2 | | address3 Address4 | | Addresss Address6 | | Address7
) wone | [ mowe | [ wone | [ wome | [ mome | [ mowe |
#E\-ents
| @@ @@ @@
ot 4 y y y 4 4
< >
|

[ Click on slave to select

Active ‘

‘ ; Accept x Cancel

The expansion options available are as follows:

E)
Removes all devices from the RS485 bus

P

Removes the selected device from the RS485 bus

]

Add a Downstream 2 Door iNet to the RS485 bus

|

Add a Downstream 1 Door iNet to the RS485 bus
Add an I0C IO Expander Board to the RS485 bus

Add an AC-1100 reader to the RS485 bus

Add an HID OSPD reader to the RS485 bus. For further information on HID

OSDP readers, please refer to Knowledge Base - HID OSDP Readers
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Add an Aperio AH15 (1:1) hub to the RS485 bus. For further information on
Aperio Wireless Locks, please refer to Knowledge Base - Aperio Wireless Guide

AH
Add an Aperio AH30 (1:8) hub to the RS485 bus. For further information on
Aperio Wireless Locks, please refer to Knowledge Base - Aperio Wireless Guide

This information will then be used during the programming to define which inputs,
outputs etc. are available for use. NOTE: Different device types cannot be
combined on a single RS485 bus. Selecting a Downstream iNet greys out other
types of expanders (and vice versa) reducing the possibility of configuration
errors.

When the Active box is ticked, data for that channel will be sent to the hardware
during a Full Download.
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7.2  Controller Settings
|

From the Controllers window, double click the required controller to open the Master
Controller Settings window, then select Settings in the side bar.

i}
]

Master Controller Settings

Mame

Ground Floor

> General | Fire Sensor PSU fault Tamper Battery Fault Mains Fail Lockdown
J‘ﬁ/ General
- Log settings
Settil
'& ings [#]Log Access Allowed Events
[¥] Log Access Denied Events
Timeout [#]Log System Events
[#] Overwrite old logs when full
g Sirens
Download settings
é Events [#] Automatically download changes
UTC Zone for this controller
<7 Notes (UTC+00:00) Dublin, Edinburgh, Lisbon, London =
9/25/2020 3:03:03 PM

‘ ; Accept x Cancel

Log Access Allowed Events, Log Access Denied Events and Log System Events
ensures the controller logs all the relevant events. Only deselect these for the rare
occasion that the controller is to be used as a stand-alone controller with no
connected Identity Access software.

When ticked, Overwrite old logs when full will act as a ‘cyclic buffer' with the newest
event overwriting the oldest. If unticked, the controller will stop logging events when
its memory is full.

Automatically download changes ensures that changes are downloaded to the
controller as they happen rather than having to remember to perform a Rebuild at the

and of the programming.

UTC Zone for this controller allows different controllers to operate in different
international time zones.

The remaining tabs allow for inputs to be programmed as Fire, Mains fail etc.

NOTE: When programming Inputs and outputs, the graphic is colour coded on
the screen as follows:

o = Input/Output is available to use (e.g. 0 and 2 in the example below)
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e Yellow = Input/Output already programmed elsewhere (e.g. 1 in the example
below)

o - = Input/Output programmed to two different functions which needs to be
resolved (e.g. 3 in the example below)

e Grey = Input/Output not present (e.g. 4, 5, 6, 7 and 8 in the example below)

L]

oo ee eeeee

Furthermore, the 'wire' connected to the input will be green if the selection is

acceptable orred if it is unacceptable

Fire Sensor:

General FireSensor‘PSUhult Tamper Battery Fault  Mains Fail Lockdown

[ Active Input Input State

N/C

[]5ound buzzer while alarm input is active

[JRequire user response on alarm accept

Controller

m Master Controller ~

If doors on this channel are to be released during a fire alarm, tick the Active box,
then select the Input the Fire Panel is connected to, and whether the Fire panel
contacts are N/C (Normally Closed) or N/O (Normally Open). The option Sound
buzzer while alarm input is active will activate the iNet sounder during the fire alarm.

If Require user response on alarm accept is ticked, the operator must enter text
before the fire alarm can be accepted and subsequently cleared.

Ensure that the controller is shown as Master Controller - NOTE: NEVER
CONNECT A FIRE PANEL TO A DOWNSTREAM DEVICE.
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AC Mains Fail (Pre-cabled on 2DR-ACU):

General Fire Semsor  PSU fault  Tamper Battery Fault ‘ Mains Fail ‘ Lockdown

[+] Active S Input State
[JSound buzzer while alarm input is active I ’ T|
[]Require user response on alarm accept ! ' S I
Controller e

-

Select all devices on the 485 network where the alarm is active

G | (6] x| 5| x| 5|5 5] 5| x]x]x]|x]x
Master | | 1

To monitor the power supply for AC Mains Fail, tick the Active box, then select the
Input the AC Mains Fail signal is connected to, and whether the AC Mains Fail contacts
are N/C (Normally Closed) or N/O (Normally Open). The option Sound buzzer while
alarm input is active will activate the iNet sounder during the fault condition.

If Require user response on alarm accept is ticked, the operator must enter text
before the alarm can be accepted and subsequently cleared.

Select all devices on the 485 network where the alarm is active defines which
devices are monitored for this fault. In the example above, the Master monitors for
Mains Fail however the Downstream device does not. This is useful if you have
multiple controllers per power supply/enclosure.

Battery Fault (Pre-cabled on 2DR-ACU):

General  Fire Sensor  PSU fault  Tamper ‘ Battery Fault ‘ AC Mains Fail  Lockdown

[#] Active Input Input State

[[1sound buzzer while alarm input is active l ’ T
[JRequire user response on alarm accept OIOICIOICHOOIOH | :I\I: |
Controller m E | e |

Zy
o
Select all devices on the 485 network where the alarm is active

| (B x| % x| x| x| x|x|x|x|x|x|x|x|x

Master 1
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To monitor the power supply for battery fault, tick the Active box, then select the
Input the battery fault signal is connected to, and whether the contacts are N/C
(Normally Closed) or N/O (Normally Open). The option Sound buzzer while alarm
input is active will activate the iNet sounder during the fault condition.

If Require user response on alarm accept is ticked, the operator must enter text
before the alarm can be accepted and subsequently cleared.

Select all devices on the 485 network where the alarm is active defines which
devices are monitored for this fault. In the example above, the Master monitors for
battery fault however the Downstream device does not. This is useful if you have
multiple controllers per power supply/enclosure.

PSU Fault (Pre-cabled on 1DR-ACU):

General  Fire Sensor | PSU fault | Tamper Battery Fault  AC Mains Fail  Lockdown

[+] Active Input Input State
[[1sound buzzer while alarm input is active I l | :I | |

[JRequire user response on alarm accept ﬁ. 8 8. ﬁ A

MN/C
Controller | |
r -

Select all devices on the 485 network where the alarm is active

G | x| x| x| x|x|x|x|x|x x| x| x| x| x| x

Master

To monitor the power supply for fault, tick the Active box, then select the Input the
fault signal is connected to, and whether the contacts are N/C (Normally Closed) or
N/O (Normally Open). The option Sound buzzer while alarm input is active will
activate the iNet sounder during the fault condition.

If Require user response on alarm accept is ticked, the operator must enter text
before the alarm can be accepted and subsequently cleared.

Select all devices on the 485 network where the alarm is active defines which
devices are monitored for this fault. In the example above, the Master monitors for
PSU fault however the Downstream device does not. This is useful if you have multiple
controllers per power supply/enclosure.
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Tamper (Pre-cabled on 1DR-ACU / 2DR-ACU):

General  Fire Sensor  PSU fault ‘Tamper| Battery Fault  AC Mains Fail  Lockdown

[#] Active Input Input State
[[1sound buzzer while alarm input is active l ’ | :I | |

[JRequire user response on alarm accept ﬁ. 8 E A

MN/C
Controller | |
o~
Select all devices on the 485 network where the alarm is active

ol | [ % x| x| x| x| x|x|x|x|x|x|x|x|x x
Master

To monitor the enclosure for tamper, tick the Active box, then select the Input the
tamper signal is connected to, and whether the contacts are N/C (Normally Closed) or
N/O (Normally Open). The option Sound buzzer while alarm input is active will
activate the iNet sounder during the tamper condition.

If Require user response on alarm accept is ticked, the operator must enter text
before the alarm can be accepted and subsequently cleared.

Select all devices on the 485 network where the alarm is active defines which
devices are monitored. In the example above, the Master monitors for tamper
however the Downstream device does not. This is useful if you have multiple
controllers per power supply/enclosure.

Lockdown:

Click here: for full information on how to setup Lockdowns in Identity Access.

General Fire S5ensor  PSU fault Tamper Battery Fault MainsFail‘Lockdown‘

‘ Level 1 [ Active Input Input State
Level 2 [[JRequire user response on alarm accept % | ‘

“ NI".C
Controller
m Master Controller -
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To activate Lockdown level 1 (Amber) from a push button or keyswitch, tick the Active
box, then select the Input the button is connected to, and whether the button's
contacts are N/C (Normally Closed) or N/O (Normally Open).

If Require user response on alarm accept is ticked, the operator must enter text
before the Lockdown alarm can be accepted and subsequently cleared.

NOTE: If no inputs are selected for Lockdown on any controller (default), and
the Show lockdown buttons on dashboard even if no lockdown inputs are
configured is deselected (default), Lockdown will be disabled and the Lockdown
icons in the Dashboard 'Doors’ tab will be greyed out.

General Fire Sensor  PSU faut  Tamper Battery Fault MainsFaiI|LDckdm-m

Level 1 [] Active Input Input State
‘ Level 2 [] Disable all exit buttons

[]Require user response on alarm accept “ —ll“

Controller

m Master Contraoller =

To activate Lockdown level 2 (Red) from a push button or keyswitch, tick the Active
box, then select the Input the button is connected to, and whether the button's
contacts are N/C (Normally Closed) or N/O (Normally Open). The option Disable all
exit buttons will ensure that Request to Exit buttons will not operate during Level 2
Lockdown.

If Require user response on alarm accept is ticked, the operator must enter text
before the Lockdown alarm can be accepted and subsequently cleared.

NOTE: DURING LOCKDOWN, THE ONLY WAY TO RETURN TO LEVEL 0 (GREEN) IS
TO SELECT THE ON-SCREEN BUTTONS. ALWAYS ENSURE THAT ACCESS TO THE
PC IS POSSIBLE DURING LOCKDOWN.

7.3 Controller Timeouts
]

Controlsoft recommend that all entries in the Timeouts tab in the side bar are left
unchanged.
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NOTE: Changes should only be made on advice from Controlsoft Technical

Support.

Ground Floor

L,/{ General
‘;i Settings
Timeouts
g Sirens
g Events

<27 Notes

Master Controller Settings

Mame

Connect Timeout (m/s)

@

Keep Alive Interval (m/s)

00—

Message Timeout (m/s)

@—v— ®

‘ @ Default Values

1
o
®

Reconnect Time (m/s)

@

Keep Alive Timeout (m/s)

oo @

Download Interval (m/s)

ev—

®

‘ ; Accept

x Cancel

NOTE: All the timers in this window are in milliseconds.

If changes are inadvertently made, use the [Default Values] button to restore all
timers to their correct values.
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7.4 Controller Sirens

It can sometimes be useful to trigger an output at certain times of the day to activate
a sounder (e.g. 'class change' bells in a school). This can be achieved simply using the
Sirens section in the sidebar:

1
i}
®

.
Master Controller Settings

Mame

Ground Floor

@ siren Settings

L’( General Relay Relay State

[ Active

N
‘,/%Settings
Controller == ]

Tz m Master Controller =

g Eoxmc Start Time OM Duration Week Day

<27 Notes

<« M 3

x Cancel

[Jsiren is not active on public holidays

‘ ; Accept

Tick the Active box under Siren Settings to enable the function.

Controller defines which device will be connected to the siren, either the Master
Controller, or RS485 Address 1 for the device with bus address 1 etc.

Relay defines which output relay is connected to the siren (e.g Relay 3 in the example
below).

Relay State defines whether the selected relay will be Normal (energises to sound the
siren) or Inverted (de-energises to sound the siren)
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To add times that the siren is to be activated, click the Add button @

{18 Siren Time Settings ==

Siren Time Settings

M//G | Start time - Day of week
o 08:59:ﬁ Q (® Monday
Hour Minute O Tuesday
|;13||§14||z15| Loo JLos 10 | | \ednesday

Sulaid mimlm] | o,

|m19|| 2o||21|| 30 |35 |[ 40 | O Friday
|. ::==':2'2||.1::1=“:2'3||.1:£':'0| | 45 H 50 ” 55 | O Saturday

(O Sunday

Siren Duration (seconds)

X

C]

‘ ; Accept x Cancel

Select the Start time using the Hour buttons and the Minute buttons, or the up and
down arrows. Set the Siren Duration and Day of the week as required (e.g. 8:59am
for 10 seconds on Mondays).
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Click [Accept] to update the Master Controller Properties

.
Master Controller Settings

Mame

Ground Floor

. a Siren Settings
% General e Relay l Relay State
; 4 Settings ‘ ‘
"% [ Mormal |
Controller

Timeouts m RS485 Address 1 - INET Controller "

| Q©©|4
é Eoms Start Time OM Duration Week Day
— + a 0.8:59:00 10 Seconds Monday

<27 Notes

a4 | ]

[Jsiren is not active on public holidays

‘ ; Accept x Cancel

Finally, tick the box Siren is deactivated on public holidays if the siren is not to sound
on certain days.

7.5 Controller Events

The Events tab will indicate whether any Events have been configured for the selected
controller.
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Master Controller Settings

Mame

Ground Floor

% General

List of available events

#4 Connect -
w@ Settings #£ Disconnect
# Lockdown Level 1
Timeouts # Lockdown Level 2
= # Lockdown cleared
& Sirens ¥ Fire sensor on
. ¥ Fire sensor off
&P cvents % Mains fail on
= 4 Mains fail off
<27 Notes € Battery fault on .

Actions that are performed when the controller connects to Identity Access

‘@ Add @

‘ ; Accept x Cancel

In this example, no Events have been created for the selected controller. Clicking the
[Add] button will allow Events to be created, although this is more easily done via the
Events button in the Advanced tab, where all Events and related Actions can be
viewed,
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7.6  Controller Notes

The Notes section, accessed from the side bar, provides 2 text fields called
Description and Notes to help a Service Engineer during their first visit.

1
i}
*

Master Controller Settings

Mame

Ground Floor

- Description
% General

i-Net covering all doors on East Wing Ground Floor
MNotes

b 4 Settings
"& . The Master i-Net hs mounted in the East Wing Reception Cloakroom. The Slave i-Net is
Ao mounted in the kitchen cupboard next to the Back Door.

Imecuts

g Sirens
g Events

<27 Notes

x Cancel

’ ; Accept
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8 System > Doors

Doors can be configured using the Door Configuration Wizard (see Door
Configuration Wizard), or this can be done manually. Within Identity Access, select the
System tab, then click Doors in the ribbon bar.

Qe
z 3

uuuuuu

. [ o roms [ Dansictons | emin| gocon -

The option buttons are:

Refresh: Updates the list of doors

Add: Creates a new door in the list

©

Delete: Removes the selected door/s from the list

B Edit: edits the selected door

L

Duplicate: Creates a new door in the list using the selected door as a template

v Show/Hide Active: This button will show or hide Door selected as Active.

Show/Hide Inactive: This button will show or hide Doors not selected as Active.

To manually create a new door, click on the Add button @

NOTE: Doors can be created using the Door Configuration Wizard in
the Controllers screen.
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8.1 Door Properties General

The General tab in Door Properties defines the overall configuration of the door.

{18 Door Settings - =X

Door Settings

MName

Main Entrance

! Door Type

L){K General Normal Door =

P On master controller network

e .
I/ Sett
1@' e Entrance Controller

A Controller which manages this door
@ Time Zones

Master Controller )

é [Eie I/0 Overview of the door controller

INPUTS
\'_/Notes Exit button Aon door ‘This Door’

QUTPUTS
Electronic lock on door ‘This Door’

ontroller’ Main fail alarm on controll
roller’ Tamper alarm on controller 'Ei
ce Controller_Battery fault alarm on [

[ override all lockdown levels

[l override Lockdown Level 2

[l Eenforce Anti Passhback

[¥] Force door open if fire is detected
[]Dropbox

[¥] Active

‘ : Accept x Cancel

Enter a Name (required) to identify the controller.

Enter the Door Type selectable between Normal, Turnstile, Airlock and Aperio Door.
For more information on Door Types, please refer to Appendix A - Types of Doorlzss]
For simplicity, we will describe the programming required for a Normal Door.

Select On Master Controller Network to be the Master Controller for the channel
(e.g. Ground Floor)

The option Controller which manages this door is the device which is connected to
the door (e.g. Master Controller or RS485 Address 1). The icon shows whether the
controlleris a 1 Door or 2 Door device

The 1/0 Overview of this door gives a quick overview of the inputs and outputs used
for the door (not yet configured in this screenshot). NOTE: If using Aperio locks, no I/0
is allocated as the functions of lock and REX are handled by the Aperio lock itself. For
further information, please refer to Appendix A - Types of Door|zs]
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The option Override all lockdown levels allows this door to continue to operate
during Lockdown Level 1 and Level 2

The option Override Lockdown Level 2 allows this door to continue to operate
during Level 2

Select the Enforce AntiPassBack option if Anti-Passback is required on this door

If the door needs to be released during a fire alarm, tick Force door open if fire is
detected.

The Dropbox option defines that the door operates in conjunction with a dropbox
card collection device.

Data for this door will only be downloaded to the controller if the Active option is
ticked. Un-ticking this option allows doors to be configured where the hardware has
not yet been installed.
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8.2 Door Properties I/0 Settings

The 1/0 Settings tab, allows door hardware to be configured:

To configure the relay connected to the lock, tick the Electronic Lock option, then
click on the lock icon:

g!;DoorSettings - 4

Door Settings

Mame

Main Entrance

7 Mormal Door

|4 Generl Click, Here
p [+ Electronic Lock
/0 Settings [#] Door Contact

[JLock door when door opens

%ﬂ Tz Zass Exit Button A ﬁ N

Exit Button B
# Events

<7 Notes

Door Alarm
Break Glass

| B
I ®

Electronic lock | SOOI
Unlock Time Relay State

[ 4F

Normal
|E)rtended Unlock Time | | - |

‘ : Accept x Cancel

The Unlock Time is the duration that the door will remain unlocked, in this instance 5
seconds. If the relay time is set to 0 seconds, the door will “latch”, meaning the door
will release when a valid token is presented and will re-lock when the next valid token
is presented.

The Extended Unlock Time is the duration that the door will remain unlocked for
users in a group selected as Requires Extended Unlock Time. In this example it will
be set to 10 seconds.

If Relay State is Normal, the relay will be a standard Normally Open / Closed relay.
Conversely, Inverted will energise the relay and will de-energise the relay on
command.

Relay defines which relay is connected to the lock, relay 0 in this instance. If the
output has been allocated to another device, the graphic will show orange.
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To configure the input connected to a door contact, tick the Door Contact option,
then click on the icon:

{18 Door Settings - =X

Door Settings

MName

Main Entrance

Click Here

“ Mormal Doar

L,ﬁ/ General
[#] Electronic Lock

Jfﬁ\f -
108 /0 Settings Door Contact

[JLeck door when door opens

R

%1 iz Zawes Exit Button A
[+ Exit Button B

é Events
- [¥] Door Alarm Q

. [#] Break Glass
&7 otes

Door contact | e e &)
Timeout | Debounce Input State  |[0 4(5]e

-
er——=e 200 m/s |

o0-—wll_¥

@
O

~
[ss]

‘ : Accept x Cancel

If the Lock door when door opens option is selected, the door is re-locked as soon as
the door opens, overriding any remaining Unlock Time.

Timeout is the duration that the door is left open before generating a Door Held
alarm (30 seconds in this instance). Maximum value being 1800 seconds (60 minutes)

Debounce is a short delay between the door contact opening and the system
processing the information. The default for this delay is 200 milliseconds, which should
be suitable for all but the noisiest of environments.

Input State should be selected as N/C for a Normally Closed door contact, or N/O for
a Normally Open door contact.

Finally, select the Input which is connected to the door contact. If an input has been
allocated to another function, the graphic will show yellow, or red if more than one
function has been allocated to the input.
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To configure the input connected to a Request to Exit (REX) button, tick the Exit
Button A option, then click on the icon:

{18 Door Settings _

Door Settings

Name

Main Entrance

3 Mormal Doar

Jij// General
[“] Electronic Lock

."‘5} .
10 1/ Settings Door Contact

[JLeck door when door opens

Q_ﬂ w2 Zan= [ Exit Button A Click Here ﬁ '

[#] Exit Button B
é Events
- [#] Door Alarm Q
\',./ Motes

[#] Break Glass

Exit button A  BIEOBEIERIE
| Debounce || Input State | H 4)5]e]7|8
e

200 m/s
oo @l w |

‘ 3 Accept X Cancel

Debounce is a short delay between the door contact opening and the system
processing the information. The default for this delay is 200 milliseconds, which should
be suitable for all but the noisiest of environments.

Input State should be selected as N/C for a Normally Closed push button, or N/O for
a Normally Open push button.

Finally, select the Input which is connected to the push button. If an input has been
allocated to another function, the graphic will show as yellow as shown above, or red
if the input has been selected with more than one function.

NOTE: The Identity Access software can support 2 Request to Exit buttons for a
single door. This can be useful in a reception area where one is fitted next to the
door and another on the receptionist’'s desk to release the door for visitors.
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To configure a door alarm relay, tick the Door Alarm option, then click on the icon:

l_!;Door Settings

Door Settings

Mame

Main Entrance

- Mormal Doar
/ General

pos Electronic Lock
1/ Settings [#] Door Contact

[JLock door when door opens

%’J Time Zones | | 5] Eyit Button A
Exit Button B

# Events
= [l Door Alarm

, Break Glass
e Notes

Click Here

Door alarm | "
Relay State  ||0

L d4F |

| Marmal |

‘ ; Accept x Cancel

If Relay State is Normal, the relay will energise to activate the sounder. Conversely,
Inverted will de-energise the relay to activate the sounder.

Relay defines which relay is connected to the sounder, relay 2 in this instance.
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To configure a Break Glass monitoring input, tick the Break Glass option, then click
on the icon:

{18 Door Settings

Door Settings

Name

Main Entrance

L;/{ z I Mormal Doar
e Click Here
[“] Electronic Lock

o
1/ Settings Door Contact
[JLeck door when door opens

%’J Tz Zemss Exit Button A
[#] Exit Button B
;é Events

. [#] Door Alarm

[#] Break Glass

\'__/ Notes

[
e

=]
~
[ss]

Break glass |OO o]
| Debounce || Input State |_i5 b

ﬂ_‘ A ‘
o
200 m/s

CRUEESC

we |

‘ 3 Accept x Cancel

Debounce is a short delay between the contacts opening and the system processing
the information. The default for this delay is 200 milliseconds, which should be
suitable for all but the noisiest of environments.

Input State should be selected as N/C for a Normally Closed contacts, or N/O for
Normally Open contacts.

Finally, select the Input which is connected to the Break Glass.
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8.3 Door Properties Time Zones

The Time Zones tab in the Door Properties windows allows the Operator to allocate
a Time Zone to a door.

{28 Door Settings B

Door Settings

Mame

Main Entrance

Automnatic door open times

2
J_é/ General [F]
Contains: F

o 3
I/0 Settings o n}l}-) [#] |working Hours

CE;;:! Time Zones
é Events

\'_/ Motes

Active

[JFirst swipe rule active

[Jinactive on public holidays

‘ ; Accept x Cancel

When a Time Zone is allocated to a door, the door will remain unlocked for the
duration of that Time Zone.

When one or more Time Zones have been created, they will appear in the Automatic
door open times window. Simply select the relevant Time Zone to allocate it to that
door.

The option Active must be selected for the Time Zone to release the door. The door
will then release automatically at the selected start time, and relock automatically and
the selected end time.

If selected, the First swipe rule active option will delay the door from releasing until a
valid user opens the door after the start of the Time Zone.

If selected, Inactive on public holidays will stop the door from being unlocked by the
Time Zone on predetermined days.
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8.4 Door Properties Events

The Events tab will indicate whether any Events have been configured for the selected
door.

{22 Door Settings _

Door Settings
Mame
Back Door
- List of available events
L/f General

# Locked

-
/0 Settings Unlocked
i Opened

A

_ b4
Q::} Time Zones # Closed

b4

p 4

b4

Forced open
é Events Did not open

\.'..‘/ Motes

Door did not close

Actions that are performed when the door is locked

|@ Add @

‘ ; Accept x Cancel

In this example, no Events have been created for the selected door. Clicking the [Add]
button will allow Events to be created._ For more information, see Events Section.|1ss]
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8.5 Door Properties Notes

The Notes section, accessed from the side bar, provides 2 text fields called
Description and Notes to help a Service Engineer during their first visit.

{18 Door Settings

Door Settings
Mame
Back Door
- Description
L/f Generl Rear door by kitchen

i Motes
{0 1/0 Settings

Connected to monitored standard double maglock

Qj} Time Zones
ﬁ Events

&.:.'/ Motes

x Cancel

‘ ; Accept
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9 System > Card Readers

Within Identity Access, select the System tab, then click Card Readers in the ribbon
bar.

. \dentty Access Management
(8|S 4 o
==/ Home View Reporting UserAdmin | System | Advanced Tools o | Simplified Layout &

zzzzzzzzzzzzzzzz

Zn
HHE
4
Fl
-

Elevator Controler

B
3

Tenarts Door Cortraler

FTrFTFTFFTTrFTTT T
IR I I R R R IR

zzzzzzzzzz
SE55 55 55
3

H
3

»
@) versionsass seRver) | | patavase To0ss [ Diagrostic oois | Z aamin et -

The option buttons are:

Refresh: Updates the list of readers

f W}

©

Add: Creates a new reader in the list

©

Delete: Removes the selected reader/s from the list

Edit: edits the selected reader

Duplicate: Creates a new reader in the list using the selected reader as a
template

v Show/Hide Active: This button will show or hide Card readers selected as Active.

Show/Hide Inactive: This button will show or hide Card readers not selected as
Active.

To create a new reader, click on the Add button @ If doors were created with the
Door Configuration Wizard, the readers will have been created as well.
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9.1 Card Reader General

The General tab in Card Reader Properties windows defines the overall configuration
of the card reader.

!_!;Card Reader Settings - =X

Card Reader Settings

Mame

Main Entrance In Reader]

| On master controller network Reader

/j General Entrance Controller T

JE" Select slave network
k=l Time 2 .
_J 1me.cones RS485 network device =

G .. ;
lt% ings =4 Master Confroller T 1]
= 1
a Events This reader controls
Door - || Main Entrance i
<7 Notes

[ This is a dropbox reader
(O Reader controls dropbox only
(O Reader controls dropbox and door

[Jignore user time zones

[JReader has a PIN pad attached

[#] Allow shunting

[JReader is used for Time and Attendance

Location

Reader leads to the inside =

x Cancel

[¥] Active

‘ ; Accept

Enter a Name for the reader
On master controller network defines which Master Controller controls the reader

Select slave network defines the connection type for the device connected to the
reader. For Identity Access V9, this must be set to "RS485 network device". The
dropdown box underneath is then used to select the device that the reader is
physically connected to (e.g. master Controller, RS485 Address 1).

Reader is the reader port on that device that the reader is connected to

This reader controls defines what the reader controls, a door or an elevator and
which door / elevator it controls.

Select This is a dropbox reader if the reader is used to activate a Dropbox card
collector. This has options for Reader controls dropbox only (i.e. simply opens the
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Dropbox) or Reader controls dropbox and door (i.e. releases the door once card has
been collected)

Ignore user time zones should be ticked for OUT readers to ensure that employees
can exit the area outside any relevant time zones.

Reader has a PIN pad attached must be ticked if the reader has an integral keypad
and two factor authentication is required. NOTE: When using a keypad reader with
a PIN of 4 or fewer digits, use the # key to denote then end of the PIN. Example
if your PIN is 1234, enter 1234#. If your PIN is 12345, enter 12345 with no #
key.

Allow shunting speeds up the operation of the reader by not having to wait for the
door to close before the reader can be used a second time.

If the card reader is to be used for Time & Attendance, select the Reader is used for
Time and Attendance option and select Location as "Inside to Outside" or "Outside
to Inside" as appropriate.

Location defines whether the reader transfers the user from being Inside to Outside, or
from being Outside to Inside. This information is used to update the Dashboard, for
fire roll call reports to define who is inside the building in the event of a fire alarm and
for Time & Attendance.

Active must be ticked if the hardware is fitted. If this is not ticked, data for the reader
will not be transmitted to the controller.
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9.2 Card Reader Time Zones

The Time Zones tab in the Card Reader Properties windows allows the Operator to
allocate a Time Zone to a reader.

!_!;Card Reader Settings - =X

Card Reader Settings

Mame

Main Entrance In Reader

P Time zones when reader is active
J{j// General [P
. Contains: T
Qj! Time Zones * .E;J []  working Hours
v
»t% Settings
é Events
\_:/ Notes
[¥] Active

‘ ; Accept x Cancel

When one or more Time Zones exist, they will appear in the Time zones when reader
is active window. Simply select the required Time Zone to allocate to the reader.

NOTE: Controlsoft do not recommend allocating a Time Zone to a card
reader except in exceptional circumstances, as during the Time Zone,
NOBODY would be able to access the door. It is preferable to allocate
Time Zones to Users, whereby some users (e.g. Keyholders for the
Intruder Alarm system) can access the door at any time in the event of
an emergency.
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9.3 Card Reader Settings

The Settings tab allows an input to be configured to disable the reader when an
external contact activates (e.g. to disable a reader if the intruder alarm on the other
side of the door is armed).

#18 Card Reader Settings —

Card Reader Settings

Mame

Main Entrance In Reader

/.;. Intruder Alarm Owerride Input
General .
Lj/ [#] Active Input Input State

H

@TimeZones ) ) ) ) ) ) |‘|: ‘
o sle ?i [ v ]
Controller

"K Settings
-
& Events

<7 Notes

x Cancel

‘ : Accept

Select Active to allow the input to disable the reader
Select the appropriate Input connected to the external contact.

Select the Input State as N/C if the input is connected to a Normally Closed contact,
or N/O if the input is connected to a Normally Open contact.

Controller defines which controller's input is used.
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9.4 Card Reader Events

The Events tab will indicate whether any Events have been configured for the selected
reader.

1!; Card Reader Settings

Card Reader Settings

Mame

Main Entrance In Reader

- List of available events
K’( General

3 Allow

Qj} Time Zones * Deny

#£ Duress
Y <
ﬁ% Settings
ﬁ Events

-J‘j Notes

Actions that are performed when access is allowed at this reader

© .@

‘ ; Accept x Cancel

In this example, no Events have been created for the selected reader. Clicking the

[Add] button will allow Events to be created. For more information, see Events
Section.[es!
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9.5 Card Reader Notes

The Notes section, accessed from the side bar, provides 2 text fields called
Description and Notes to help a Service Engineer during their first visit.

!!gCard Reader Settings

Card Reader Settings

Mame

Back Door

-// Description
G |
L/K e IA-R10P reader]

Notes

@ Time Zones

b;@ Settings
é Events

«Z_7 Notes

This reader has been configured for 34 bit Mifare

x Cancel

‘ ; Accept
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10  System > Morpho Readers

Within Identity Access, select the System tab, then click Morpho Readers in the
ribbon bar.

For full information on how to setup Idemia Morpho readers within Identity Access,
see IDEMIA Morpho Readers with Identity Access 9

[omen | s

eporting  User Admin

mmmmmm

]
= . = 9
@ versionsass seRver) | | Dataase Toois [ dianostic oois | G Admin (B oetaut| -

The option buttons are:

Refresh: Updates the list of readers

FETR

©

Add: Creates a new reader in the list

©

Delete: Removes the selected reader/s from the list
14 o
Edit: edits the selected reader

}> Rebuild: Initiates a full download to the selected Morpho readers

o
Incremental Download: Initiates an Incremental Download to the selected
Morpho readers

P

&

Morpho Configurator: Opens the Morpho Configurator utility

Show/Hide Active: This button will show or hide Morpho Readers selected as
Active.
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Show/Hide Inactive: This button will show or hide Morpho Readers not selected
as Active.

10.1 Morpho Reader General

H;MorphoReaderSettings = x

Morpho Reader Settings

MName

Entrance IN Reader

— Device Type
L,{ General . . . .
MA Sigma, MA Sigma Lite, MA Sigma Extreme b

.g Settings IP Address Port
10.0.1.236 11010
%ﬁ Time zones Device Profile Facility code
22. Biometric and HID iClass 26 bit - ACU mode. - | | Controlsoft, 100 -~
<7 Notes Location

Not applicable v

Link to a Wiegand reader

Entrance Controller =

Main Entrance In Reader =

Use reader for fingerprint enrolment

[#] Reboot reader after full download

[ Reader is used for Time and Attendance
[#] Active

x Cancel

‘ : Accept

Enter a Name to identify the Morpho reader

Device Type identifies the type of Morpho reader in use, for example an MA SIGMA or
J-Series

Enter the IP Address of the Morpho Reader and its Port

Select the relevant Device Profile from the dropdown list. Options have been
provided to cover all common configurations. For custom Device Profiles, see |1A

Configuration - Biometrics] 2l

Facility Code should be set to the relevant Facility Code for that site.
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Location defines whether the Morpho reader transfers the user from being Inside to
Outside, or from being Outside to Inside. This information is used to update the
Dashboard, for fire roll call reports to define who is inside the building in the event of
a fire alarm and for Time & Attendance.

Use the Link to a Wiegand reader section to link the Morpho reader with a card
reader on the system. If a Standalone device (i.e. without the need of an iNet access
control unit) profile is selected, this section will not be displayed.

Use reader for fingerprint enrolment is used if the reader is to be used for enrolling
fingerprints.

Reboot reader after full download will reboot the reader following a download.

If the Morpho reader is to be used for Time & Attendance, tick the Reader is used for
Time and Attendance option and select the relevant Location option.

Active must be ticked if the hardware is fitted. If this is not ticked, data for the reader
will not be transmitted to the controller.

NOTE: With Identity Access v9 and later it is not necessary to edit the Default
Morpho profile in the Server Configuration utility for Morpho readers to work
correctly.

NOTE: Following an upgrade from Identity Access v8 or earlier, the profiles for
the Morpho readers may default to "02. Biometric Only - Standalone Mode".
Please ensure that you check the profile for each Morpho reader and select the
appropriate profile.
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10.2 Morpho Reader Settings

The Settings section, accessed from the side bar, allows options for the MA Sigma
and MA Sigma Lite to be selected .

ﬂEMorpho Reader Settings

|
i
-

Morpho Reader Settings

IMA Sigma, MA Sigma Lite, MA Sigma Lite+

P
L:I// General Volume

o A A e e e e e e A e e A et e e
[+

\ & : |T|

,& Settings 0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 —
- MA Sigmia Only

Q‘-" Time zones L :

_J [IPlay audio file when access is allowed

-..._’__/Notes [JPlay audio file when access is denied
[IPlay audio file when user's attention is required
Admin Settings

[ Enable web server

[ Enable LCD admin button

[]Enable LCD Screen power saving mode

UTC Zone for this reader
Local time =

[]Observe daylight saving

‘ : Accept

The Volume setting adjusts the volume of the selected reader

x Cancel

The MA Sigma allows audio files to be played under various conditions. These can be
enabled or disabled by slecting Play audio file when access is allowed, Play audio
file when access is denied and Play audio file when user’s attention is required.

The Admin Settings enable the web server and admin screen as required

UTC Zone for this reader allows for readers to be used in different International Time
Zones.

If Observe daylight saving is ticked, the Morpho reader will change its internal time
based on daylight saving rules.

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd




System > Morpho Readers

10.3 Morpho Reader Time Zones

The Time Zones tab allows the Operator to allocate a Time Zone to a Morpho reader.

EEEMDrpho Reader Settings

Morpho Reader Settings

MName

- Time zones used on this reader
L,{/ General

B X

Contains:

[
“"§ Settings
@ Time zones

t-._:/ Motes

MName

‘ : Accept

x Cancel

NOTE: Controlsoft do not recommend allocating a Time Zone to a Morpho
reader except in exceptional circumstances, as during the Time Zone, NOBODY
would be able to access the door. It is preferable to allocate Time Zones to
Users, whereby some users (e.g. Keyholders for the Intruder Alarm system) can
access the door at any time in the event of an emergency.
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10.4 Morpho Reader Notes
|

The Notes section, accessed from the side bar, provides 2 text fields called
Description and Notes to help a Service Engineer during their first visit.

{28 Morpho Reader Settings - B x

Morpho Reader Settings

- Description
u// General

Notes

;% Settings
'%}) Time zones

ﬁ-..:_"/Notes

x Cancel

‘ : Accept
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11 System > Elevators

Identity Access is capable of interfacing with a Elevator Controller to provide
restricted access to individual floors. The elevator must be fitted with a reader inside
the cab, connected to a Master controller and 1/0 expanders to provide one relay
output per floor. These relays are then connected to the Lift Control Unit. The
maximum number of floors per Master controller is 64. For more information on

setting up elevators, see Elevator Controls in Identity Access 9

Within Identity Access, select the System tab, then click Elevators in the ribbon bar.

Summary

mmmmmm

‘ ]
@ versionsass seRver) | | pstavase To0is [ pragnosticoors | & aamin (Bgoerur -

The option buttons are:

@ Refresh: Updates the list of readers

o h

&

Add: Creates a new reader in the list

©

Delete: Removes the selected reader/s from the list

= Edit: edits the selected reader

Duplicate: Creates a new reader in the list using the selected reader as a
template

v Show/Hide Active: This button will show or hide Card readers selected as Active.

Show/Hide Inactive: This button will show or hide Card readers not selected as
Active.
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11.1 Elevators General

H.EEEIE\.'atDrSEttings —

Elevator Settings

Mame

| On master controller network

\ﬁ’/ General Elevator Controller i

a;% Settings
@ Floors
@ Time Zones

<7 Notes

Active

x Cancel

‘ : Accept

Enter a Name to identify the Elevator

On master controller network defines which Master Controller controls the Elevator.
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11.2 Elevators Settings

The Settings tab, certain attributes of the Elevator to be defined:

.=;Ele»ator Settings - B X
Elevator Settings
Mame
Office Lift
P Fireman free access switch
General .
Lj/ [ Active Input 1 Input State
5 ‘t .
. MN/C
@ RS485 network device EH | |
: Floors
Master Controller &
%”‘J Time Zones
' [#]Enable free access on mains fail alarm
<7 Notes Lift controller relay pulse time (ms) Lift controller relay level
\ N \
Inverted
Elevator button labels
Reset Edit
< >
‘ : Accept x Cancel

A Fireman's free access switch will allow access to all floors when the switch is
operated. The options available are:

¢ Active enables the switch
¢ Input defines which input the switch is connected to

¢ Input State defines whether the switch uses Normally Closed or Normally Open
contacts

¢ RS485 network device defines which device the switch is physically connected to

Enable free access on mains fail alarm will allow access to all floors when the system
detects a Mains Fail.

Lift controller relay pulse time (ms) defines how long the relay pulses for to activate
the lift controller. NOTE: This timer is in milliseconds, so a value of 1000 will
pulse the relay outputs for 1 second
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Lift controller relay level defines whether the relay outputs are Normal or Inverted

Elevator button labels allows text to be entered to make the next stage in the
programming easier (e.g. change '1' to Gnd')

11.3 Elevators Floors

The Floors tab, defines the relay outputs are used for each floor:

{28 Elevator Settings - = X

Elevator Settings

Mame
Office Lift
Controller network
L//( General
RS485 RS485 RS485 RS5435 RS485 RS485

Address 0 Address 1 Address 2 Address 3 Address 4 Address 5

AC4311 | wowe | | mome | [ wowe | [ wome |

Master Controller

w& Settings
@ Floors

Q_j} Time Zones

\_’._,‘/ Notes

‘ : Accept x Cancel

Select each output and its associated floor will be the next available floor. This can be
changed if required by using the + and - symbols

11.4 Elevators Time Zones

Time Zones can be allocated to the elevator to provide free access to all floors during
the time zone period.
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g!; Elevator Settings

Elevator Settings ‘

Mames
Office Lift

- Times when elevator is in free access mode

/ General [P

Contains: '8

3 ‘* . W

b’% Settings 7 i Wiarking Hours

@ Floors

@ Tirme Zones

--._'_;/ Notes

[¥] Active
Inactive on public holidays

x Cancel

‘ ; Accept

Active must be enabled for the time zone to work.

If Inactive on public holidays is ticked, the elevator will not provide free access
during the time zone period during any defined public holidays
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12 System > DropBox

A DropBox is a device usually used in conjunction with a Turnstile to collect cards
when users (usually Visitors or Contractors) leave site at the end of the day. The
operation is as follows:

On egress, the Visitor present their card to the DropBox reader. This then opens a flap
in the DropBox to allow the visitor to deposit their card . When the internal card
sensor sees the card enter the DropBox, the turnstile is activated to allow egress.

For further information on configuring DropBox, please contact Controlsoft Technical
Support.
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13 User Admin > Time Zones

Time Zones is a useful facility as it modifies the operation of the system at given
times. Time Zones can be used in the following ways:

If a Time Zone is allocated to a Group, all Users in that Group will have access through
the relevant doors only within the Time Zone period

If a Time Zone is allocated to a Door, the door will provide free access within the Time
Zone period

If a Time Zone is allocated to an Elevator, the elevator is on free access within the
Time Zone Period.

For general setup advise, Time Zones in the Express Commissioning section[s')

To use Time Zones, select the User Admin tab, then click Time Zones in the ribbon
bar.
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The option buttons are:

Refresh: Updates the list of Time Zones

©

Add: Creates a new Time Zone in the list

©

Delete: Removes the selected Time Zone/s from the list
B Edit: edits the selected Time Zone

&

Show/Hide Active: This button will show or hide Time Zones selected as Active.
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Show/Hide Inactive: This button will show or hide Time Zones not selected as
Active.

To create a Time Zone, select the Add New button '\Q"

13.1 Time Zones Times
|

Use the Time Zone Properties screen to configure the Time Zones:

Name

Working Hours

@1 Times | Standard View | Advanced View x

é Events Start Time 1 End Time 1 Start Time2 End Time 2 Start Time 3 End Time 3
Monday [ 09:00 @ . |17:00 ® _ [J/00:00 ® . 00:00 & . 0/00:00 ® . 00:00 & .

SN || Tuesdsy [ 09:00 ® :[17:00 ® 0 00:00 © : 00:00 © ° Oloo:00 ® : o000 ® :
Wednesday [] 09:00 ® . [17:00 ® O 00:00 & . |[00:00 ® O/00:00 & - 00:00 & -
Thursday [ 09:00 & > |[17:00 ® O /00:00 & . 00:00 & - O/00:00 & - 00:00 & -
Friday 09:00 ® . ||17:00 ® O 00:00 & . |jo0:00 @ O/00:00 & - 00:00 & -
Saturday O 00:00 (3 . |00:00 & - O |00:00 (® - |[00:00 (& - O/00:00 & - 00:00 & -
Sunday O 00:00 3 . |00:00 & - [0 /00:00 & . 00:00 ® . 0/00:00 & . 00:00 &

[JEnable access schedule in Sigma device (Intervals must be in 15 minute increments)
[1Disabled on public holidays
[¥] Active

x Cancel

‘ ; Accept

Enter a Name for the Time Zone

Each Time Zone can have up to 3 segments, each with its own Start Time and End
Time. Time Zones can be entered with 1 minute resolution.

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd




User Admin > Time Zones

Time Zones can also be created graphically rather than entering times by selecting the
[Advanced View] tab

ggngme Zone Settings

Time Zone Settings

Name
Working Hours

.@ = Standard View | Advanced View
$-©Qu UL

Mon Tue Wed Thu Fri Sat Sun

'D‘Oo"‘-.

< s 5 g

10%
1

12

)

-
(9%

sy
E=Y
]

o
w

o
N

o
i)

18::
.]9::

[JEnable access schedule in Sigma device (Intervals must be in 15 minute increments)
[1Disabled on public holidays
[#] Active

‘ 6 Accept x Cancel

The following buttons are available in Advanced View:

@ " The display can be adjusted to show 1 hour, 30 minute, 15 minute, 5 minute or
1 minute resolution

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd




User Admin > Time Zones

@J Adds a time entity. Drag the mouse to select a time period, then click this
button. Once created, the display will show the relevant Start Time and End Time
Example:

Standard View | Advanced View |

- @@ 4| UL
Maon Tue
Foo
! 0700
to
0745
a::
0800
to
09:00

| £ h

@ Deletes the selected time entity
Edits the selected time entity
Copies the selected time entity

~— | Pastes the selected time entity

In either view, if Disabled on public holidays is selected, the Time Zone will not be
active during defined public holidays.

Ensure that Active is ticked otherwise it will not be possible to use the Time Zone.

he Notes section, accessed from the side bar, provides a text field which could
provide information help a Service Engineer during their first visit to understand the
function of the Time Zone.
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ﬁg‘ﬂmeZoneSettmg; — = x

Time Zone Settings ‘

Mame

\.’\fpekd ays

Notes

Q&’! fimes || This Time Zone covers normal working hours, Monday to Friday, 9am to 5pm
é Events

<7 Notes

x Cancel

‘ ; Accept

NOTE: Remember to associate Time Zones with the relevant Users /
Doors, otherwise they will not be operational.

The iNet controller can support up to 63 Time Zones when fitted with the latest
firmware. iNets fitted with firmware version 98.33.21.9 or older can only support 16
Time Zones.
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13.2 Time Zones for Morpho Readers
|

If using Time Zones with Morpho Readers, ensure that the option Enable access
schedule in Sigma device is enabled. Morpho can only support 2 Start Times and 2
End Times per Time Zone as shown below:

a
e

{18 Time Zone Settings B

Time Zone Settings

Name

Weekdays

[
@ Times | Standard View x
é EaEric Start Time 1 End Time 1 Start Time 2 End Time 2
Monday 07:00 ® 7 0045 @ 00000 ® 7 [00:00 ®
2 . . . .
o NS Tuesday O/00:00 ® % 0000 ® 3 O /00:00 ® 0000 @ 2

Wednesday | [] 00:00 ® 0000 ® 00000 ® 7 [00:00 ® ¢
Thursday | [] 00:00 ® I 0000 ® 2 00000 ® 7 [00:00 ® -
Friday [0/00:00 ® ; |00:00 ® [0/00:00 ® ; |00:00 ®
Saturday [1/00:00 ® ; |00:00 ® [1/00:00 @ ;|00:00 ®
Sunday 0/00:00 ® 2 00:00 ® 2 0/00:00 ® 2 00:00 ® 2

[#]Enzble access schedule in Sigma device (Intervals must be in 15 minute increments)
[ Disabled on public holidays
[#] Active

x Cancel

‘ : Accept

13.3 Time Zones Events

Events section, accessed from the side bar, will indicate whether any Events have been
configured for the selected time zone
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Mame

List of available events

@1 = 3¢ Active

¥ Inactive
g Events

<57 Notes

Actions that are performed when the time zone is active

o

‘ @ Add

‘ ; Accept x Cancel

In this example, no Events have been created for the selected time zone. Clicking the
[Add] button will allow Events to be created. For more information, see Events
Section.[+es]
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14 User Admin > Public Holidays

To configure a Public Holiday, select the User Admin tab, then select Public Holiday

in the ribbon bar. To create a new Public Holiday, click the Add New button '“Q"

Summary

uuuuu

@) versionsass server) | | ostavase 100 [ DagrosticTooss | G system ntegrator g oeaut |-

Enter a Name for the Public Holiday
Select date of the Public Holiday from the calendar

Select This is a recurring holiday if appropriate (e.g. New Year's Day)
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422 Public Holiday Settings I 4

Public Holiday Settings

Mame
New Year's Day{

Select date
I;/KGE”E"" “ 4 October 2020 F»
5 it T W T F S
27 28 23 30 1 2 3
4 5 g 7 3 9 10
" 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31

[#] This is a recurring holiday
[¢] Active

x Cancel

’ ; Accept

Click [Accept] when done.
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15 User Admin > Companies and Departments

Companies and Departments can be a useful tool when running reports to filter out
unwanted data. It would be possible, for example, to run a report only on users in the

Finance department.

To configure Companies and Departments, select Companies from the User Admin
tab:

Igentity Access Management

=
@

Bulk Envol

mmmmm

Refresh: Updates the list of Companies / Departments

fo

&) Add: Creates a new Company / Department in the list

©

Delete: Removes the selected Company / Department/s from the list

4 Edit: Edits the selected Company / Department

Show/Hide Active: This button will show or hide Companies / Departments
selected as Active.

< Show/Hide Inactive: This button will show or hide Companies / Departments not

selected as Active.

NOTE: When allocating a User to a Company / Department, simply choose the
relevant option from the pull-down lists (see User General)[+1]
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15.1 Creating Companies and Departments

Select the Add button @ to display the Company Properties screen below:

!!;Campan}' Settings

Company Settings

QDepadments @ @@ 4
Drepartment

-‘L/( Notes Contains: T

x Cancel

l ; Accept

Refresh: Updates the list of Departments

e

Add: Creates a new Department in the list

©

Delete: Removes the selected Department/s from the list

— Edit: Edits the selected Department

Name: Add a name for the new Company
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Click the Add button @ to create a Department for the Company

g!;Departmenthttings N I 4

Department Settings

!
— MNotes
M’/ General

x Cancel

‘ ; Accept

Name: Add a name for the new Department

Notes: Add any notes which could make the configuration easier to understand in the
future.

NOTE: The system supports multiple Companies and each Company can
support multiple Departments.
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16 User Admin > Groups

Groups are useful for speeding up the process of adding users to the system. Each
Group is allocated combinations of Readers and Time Zones, so each new user is

simply allocated to the relevant Group.

To create a new Group, select the User Admin Tab, then select Groups from the
ribbon bar.

mmmmmm

N ——

The option buttons are:

Refresh: Updates the list of Groups

i h

@

Add: Creates a new Group in the list

©

Delete: Removes the selected Group/s from the list

4 Edit: edits the selected Group

= Show/Hide Active: This button will show or hide Groups selected as Active.

s Show/Hide Inactive: This button will show or hide Groups not selected as Active.

Select the Add New button @/'
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16.1 Groups Properties Users

The Group Properties window is used to configure the group.

H;GI'C-LD Settings ——

Group Settings

Mame

Working Hours

List of users that belong to this group
a Users —
Q Employees that belong to this group Employees that do not belong to this...
= — — — —
flam oo Rescers : Q0 (=)
| Drag a column here to group by this column, Drag a column here to group by this ¢
E Morpho Readers 2 Last flame First flame Toke Last lame -
= Contains: ¥ Contains: ¥ Contains: Contains: 7 Con=|
g APB Doors z & Adams Dea
- o T
—_— = ‘| ggm Alexander Lily
£
.' Elevators 3 P
@ Allen Lily
@) 2 Allen Mice
@ Time Zones o
)
n ;
g Allen Will
n
é Events @y Anderson Che _
] [ al
<27 Notes
[1Time and Attendance Group [Joverride Lockdown
[ Override Anti Passback
[JRequires extra time at door [¥] Active
[JRequire External Permission

x Cancel

‘ C Accept

Enter a Name for the Group

Employees that belong to this group displays all users who are currently allocated to
the group.

Employees that do not belong to this group displays all users who are NOT currently
allocated to the group

To allocate or de-allocate users to the Group, simply select one or more users and

click @ or @ to move them between the windows. Alternately, click @ or @
to move all users between the windows.

Tick the Time and Attendance Group box if members of this Group are to be
monitored for Time & Attendance.

Tick Overide Anti Passback if members of this group are to be excluded from APB
constraints.

Tick Requires extra time at door to use the Extended Door Open Time for members
of this group
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Tick Override Lockdown for users in this group to operate doors during Lockdown
Level 1

Tick the Active box to ensure that users in this Group are operational.

16.2 Groups Properties Card Readers

Select Card Readers in the side bar:

g!;Group Settings _ =3 X

Mame

Working Hours

Card Readers that this group has access to
% Users O

* Contains: 7
Conference Room In Reader

Main Entrance In Reader

E Meorpho Readers
g APE Doors

.' Elevators
'@_}1 Time Zones

é Events

\..'.;/ MNotes

Main Entrance Out Reader
Office Lift

Production Door In Reader
Sales Office In Reader

Server Room In Reader

Staff Entrance Door In Reader
Staff Entrance Door Out Reader
Tenants Door In Reader

Training / Presentation Room In Reader

I 5 T T T T e

‘Warehouse Barrier In Reader

'RARARARRRRRE

x Cancel

Select one or more card readers or Aperio locks that members of this Group will have
access to. To select all readers, tick the All box (highlighted above).

‘ ; Accept
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16.3 Groups Properties Morpho Readers

Select Morpho Readers in the side bar:

g!;Group Settings

Ii Group Settings

Mame

Working Hours

Morpho Readers that this group has access to

% Users ]
T

Contains:

h Card Readers * E [?]  Entrance IN Reader

E [#]  Entrance Out Reader
Morpho Readers

Qg APB Doors

.' Elevators
@ Time Zones
\:é Events

'-...'.;/ Notes

x Cancel

Select one or more Morpho readers that members of this Group will have access to. To
select all readers, tick the All box (highlighted above).

‘ ; Accept
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16.4 Groups Properties APB Doors

Select APB Doors in the side bar:

g!;Group Settings

Ii Group Settings

Mame

Working Hours

Anti Passback doors that this group has access to

% Users O
T

Contains:

h Card Readers * ! []  Production Door

Morpho Readers
g‘ APB Doors

.' Elevators
@ Time Zones
\:é Events

'-...'.;/ Notes

x Cancel

Select one or more AntiPassBack Doors where members of this Group will be subject
to AntiPassBack. To select all APB doors, tick the All box (highlighted above).

‘ ; Accept
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16.5 Group Properties Elevators

Select the Elevators tab to define which floors are accessible to users in this group:

g!;Group Settings

y Group Settings

Mame

Working Hours

Elevators and floors that this group has access to
a Yeers B [ | Office Lift
h Card Readers E@ 1
[ @ 2
Morpho Readers - [] @ 3
= @ 4 Tenants
APB Doors
Qg -B@s
.‘ Elevaters E@ 6
. [ @ 7
@ Time Zones @ 8
\:é Events
'-...'.;/ Notes

x Cancel

‘ ; Accept

Tick the elevator and all the floors to be accessible to these users.
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16.6 Groups Properties Time Zones

Select Time Zones in the side bar:

8 Croup Settings

Mame

Working Hours

% Users

h Card Readers
E Morpho Readers
g APB Doors

.' Elevators
@ Time Zones
# Events

'-..:.;/ Notes

Ii Group Settings

Times this group has access

|

Contains:

» Q&J [¢]  Working Hours

Active

‘ ; Accept

x Cancel

Select the Time Zone that members of this Group will be constrained by. NOTE: For
additional flexibility, multiple Time Zones can be allocated a single group.

16.7 Group Properties Events

The Events tab will indicate whether any Events have been configured for the selected

group.
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!E;Group Settings

) Group Settings

Name

List of available events

a Users

h Card Readers
Meorpho Readers
Qg APB Doors

.' Elevators
fE Time Z
J ime Zones

#£ Swipe at any reader

¥ Access allowed at any reader

¥ Access denied at any reader

# Swipe at specific reader

¥ Access allowed at specific reader

# Access denied at specific reader

é Events

'-..:‘/ Notes

Actions that are performed when a member of this group swipe their token at any reader

‘@ Add @

‘ : Accept x Cancel

In this example, no Eve

nts have been created for the selected group. Clicking the

[Add] button will allow Events to be created. For more information, see Events

Section.[ 1)

16.8 Allocating Users to Groups

A user can be allocated to a Group in one of 2 ways:

1. From within the User Propertiesm Window.

2. From within the Group Properties|1_s$1 Window.

Controlsoft Identity Access Management Software

© 2024 Controlsoft Ltd




Enrolment Readers




Enrolment Readers

17 Enrolment Readers

The type of Enrolment reader required will depend on the type of cards used on site.
The options are:

IA-DTR. Thisis an Omnikey 5427G2, pre-configured to read Controlsoft 47 bit iCLASS
and HID Proximity cards and fobs

OMN-1051. This is an Omnikey 5427G2, pre-configured to read Controlsoft Proximity
26-bit cards and fobs

OMN-1052. This is an Omnikey 5427G2, pre-configured to read MIFARE 32-bit and
34-bit cards and fobs
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18  User Admin > Employees / Visitors / Contractors

"Users" is a collective term for Employees, Visitors and Contractors. These user types
have been separated as they often have different requirement for Access Rights, for
example:

Employees may have very flexible access to the premises for long periods of time.

Visitors may have limited access to the premises and may be heavily managed on a
day to day basis.

Contractors may have flexible access to the premises but only for short periods of
time.

Furthermore, separating Employees, Visitors and Contractors makes reporting on each
criteria easier and more flexible.

NOTE: Programming screens for Employees, Visitors and Contractors
are the same. Programming screens for Visitors and Contractors are not
shown for brevity.

Select the User Admin tab, then select Employees from the ribbon bar:

© OO 4 sim|gH o lelx| s

H
woneuoul| v

zzzzz

1200 a18124 “Landlord - ABC Healt.. Practioners

o
1075 ez e “Landlord - A5C Healt.. HR
1033 20127 T “Landlord - A8C Healt. Accounts
1109 ssss3 T “Landlord - A5C Healt.. Directors
10355 245504 e
1032 a3ers e

13 sares2 M

ssssss

8
HEIEIGIE H

@) versionsass seRver) | | patavase To0ss [ agnosticToois | G Admin [Bgoenut-

The option icons are as follows:
@ Refresh: Updates the list of Users

e

@J Add: Creates a new User to the list
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[}
- Delete: Removes the selected User/s from the list

= Edit: edits the selected User

Enrol fingerprint using MorphoManager: This icon will be greyed out if
MorphoManager is not enabled.

1)
suso Print: Prints a card for the selected user. This icon will be greyed out if Asure ID is
not installed.

[Loz]

& Report: Run an access log report for the selected user

= Temporary Token: Assign or remove Temporary Token for a User

———
=

Import: Adds a new User to the list from a vCard
Show/Hide Active: This button will show or hide Users selected as Active.
Show/Hide Inactive: This button will show or hide Users not selected as Active.

Paging Mode: Splits the list of users into manageable pages to avoid too much
scrolling up and down.

For Visitors, two additional buttons are available:

o Re-activate Visitor: If a Visitor token is set to deactivate at the End of Day,
simply selecting that visitor the next day and clicking this button will reactivate the
token until the end of the current day.

'

) Show Expired Visitors: Filters the display to show visitors whose tokens have
expired and can be re-activated.

NOTE: Any changes made to Users (Employees, Visitors and
Contractors) will automatically be downloaded to the Controllers /
Biometric Readers, it will not be necessary to perform a "Rebuild"
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18.1 User General

To create a new Employee, select the Add New S putton:

g!;Employee Settings B e
Employee Settings
Title Eirst Mame Middle Mame Last Mame
Mr ~ | Carl Wright
! Primary token number — | Fadility code
% General 1057 ‘ ||||Illﬁﬁ ‘ .
™ BIM Mumber —
@Pho’co
Use for Token & PIMN only
‘aFingerprints valid from [~ Company Details
06 Feb 2023 | 11:03 AM (& || Comeany
EI Mobile Access valid for <No Company:a B
- { Department
Indefinite - |[f| ~Erarimen
E Tokens <MNo Department = =
3 - ANA (TY *
]j Ewira Data 30 Dec 1899 12:00 AM (&) |
Groups that this user belongs to
i
&2 Contact [F
Contains: hTg
# Events s 2 All Doors / All Hours
& [] waorking Hours
\;/Notes
[+] Active
‘ Q? Accept x Cancel

Enter the First Name and Last Name of the user (Title is optional).

Enter the Primary Token Number of the card allocated to this user. This may be
written on the card, read via an Enrolment reader, or may be a sequential number in
systems using fingerprint only. If enabled, pressing the icon to the right of the Token
Number field will automatically generate the next available token number. This is
useful when using fingerprint readers.

The Facility Code dropdown list displays all the Facility Codes relevant to this system,
simply select the appropriate one for this employee (in this instance, the employee
works at the Head Office). This ensures that another card with the same number
(1036928) but a different Facility Code will not be granted access. NOTE: If Facility
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Codes are not enabled in the IA Configuration utility (see |A Configuration -
Cards & Readers[2), this field will be greyed out.

To add a new Facility Code, select the Facility Code field an select Add New

Facility code

Add Mew Ik

Cantrolsoft, 100

Fill in a Description for this facility code (this can be the same value as the facility
code itself) and the Facility Code value. You can set the facility code to default, so it
appears by default for all new user by ticking Set as Default.

{22 Facility Code Settings _ = x

Facility Code Settings

Description

Mew York

Code
101]

[]set as default

‘ ; Accept x Cancel

If the system has readers with a keypad, enter a PIN Number for the user. Pressing the
icon to the right of the PIN Number field will automatically generate a PIN. NOTE: If
you are using keypads in 'PIN Only' or 'PIN OR Proximity' modes, the required
PIN Number must be added as a Token Number.

The user will have no access to the system until the Valid from date and time (the
default is the date that the user profile was created). Similarly, the user will have no
access to the system after the Valid for expires (default is Indefinite, but this can be
changed in the IA Configuration utility).

Allocate the user to a Company and a Department (if used). Companies and
Departments can be a useful filter when running reports on users.

Groups that this user belongs to lists all the available Groups within the system. To
allocate the user to one or more groups, simple tick the boxes for the groups.

Ensure that the Active box is ticked for this user to have access to the system
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18.2 User Photo

Allocating a photo to a user can be useful when identifying a lost card as it is possible
to read the card and display the photo and other details of the relevant user. As
standard there are two Reader Monitors located in the Dashboard to view the photos
of people entering and exiting the premises.

Ig; Employee Settings

Employee Settings
Title First Name Middle Name Last Name
~ will Evans

@General = @ H 4

'\‘Fingerprlnts

a. Mobile Access

E Tokens

L.j Extra Data

-

¢:‘!¢ Contact

° Events

<7 Notes

| : Accept x Cancel

Select the import icon H to import a previously saved image, or the camera icon

B
to capture a photo from a webcam:
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. gggfmplayee Settings = x

Capture Photo ‘

Webcam source
Integrated Webcam -

[¥]Use as video container

‘ v Accept x Cancel

The left hand window shows a live display from the webcam. When the "Yellow Face"
is clicked, a snapshot is taken and displayed in the left hand window:

a
»

gggfmplayee Settings

Capture Photo

Webcam source
Integrated Webcam -

[¥]Use as video container

& O u

‘ Q? Accept x Cancel
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It is possible to capture multiple images, then scroll up and down to select the best
image to use. To optimise the image, it is possible to zoom in on the main area of

interest by clicking the edit button g
i QZ‘ namic .NET '_— _'_TC' - — O x
!E\E Scan Edit View A on Help
HH DO te | iai x| B a(es=gaeq (MM NOoOE| ¢ ad
el 24 |
o]

Draw a marquee around the area of interest and click the Crop button
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File Scan Edit View Annotation H
HHDOo e | haiEeXx BGaq(eaegeQ |y NOoOd| 2| ad

o2l |

Close the window and click [Yes] to save the image. Finally, click [Accept].
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18.3 User Fingerprints

To enrol a fingerprint for a user, first define the enrolment device to be used. This
could be an "MSO Takeon Device" such as an MSO-300 or MSO-1300, or, if configured,
a fingerprint reader at a particular door.

ﬂ;Employee Settings

i Employee Settings

Title First Mame Middle Name Last MName
- | Will Evans

Select enrolment device

%General MA Sigma -

=
-fu'l rs
q:. \

v W w
] w ]

\a Fingerprints

EI Mobile Access

tl':!}l Centact
# Events
<57 Notes ‘; a
_1\\ Check for Duplicates

‘ : Accept x Cancel

NOTE: If Facility Codes have been specified for the Morpho reader, the
screen will include a prompt to ensure that the Facility Codes entered
for the user matches the Facility Code of the relevant Morpho readers
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l!; Employee Settings

Employee Settings

Title Eirst Mame Middle Mame Last Mame
> will Evans

Select enrolment device

% General MSO Takeon Device a

\# Fingerprints

gl Mobile Access

';'!‘..!__/ l’g Contact

Ensure that the facility code set for the primary token number matches

# Bronts the facility code set for the Morpho readers that this user has access to.
"':-Jr' MNotes é_,
% Check for Duplicates

‘ : Accept x Cancel

Next, specify the finger to be enrolled by left-clicking on the required fingertip, then
select Assign from the Option Wheel:

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd




User Admin > Employees / Visitors / Contractors

- Wil

Title First Mame

Middle Mame

"'a Fingerprints

EI Mohbile Access

E Tokens
ﬂ, Extra Data

,ﬂﬁl Contact

é Events

--,:J MNotes

Select enro

Assign

Settings

Download

Last Mame
Evans

Check for Duplicates

<

Accept

x Cancel
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Place the selected finger on the enrolment reader 3 times, following the on-screen
instructions where necessary.

Mo finger

Stop

Assign a second finger. Qualify that both fingers have been enrolled and the score is
satisfactory.

NOTE: The higher the enrolment scores the better the biometric reader
will perform on a day to day basis. It may be necessary to enrol
multiple fingerprints and use the fingerprints with the highest score.

Finger Prints

B KK

195H 0 1]

oY
NOTE: If enrolling a Duress Fingerprint f ﬂ the system will
automatically update the relevant token number into the appropriate
Secondary Token field.
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18.4 User Mobile Access

If you have a Mobile Access account, you can easily allocate mobile credentials
directly from within the Identity Access software.

i}
b

H;Employee Settings —

Employee Settings

Title Eirst Mame Middle Mame Last Mame
T | Gary James

HID Mobile Access - Find User

Email Address

\-ﬂ Fingerprints |

al Mobile Access %
Find Me

t‘."\i;ﬁl Contact

é Events

<7 Notes

‘ : Accept x Cancel

Enter the employee's email address (this field will be already filled in if the email
address has previously been entered in the Contact section) and click the [Find Me]
button.

If the employee has never been issued with a Mobile Access credential, the following
screen will be displayed
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Title First Mame Middle Mame Last Mame
T | Gary James

HID Mobile Access - Create New User

An HID Mobile Access profile has not yet been assigned to this person.

\e Fingerprints

al Mobile Access

Select part number
Default part number v

=
ﬁ Extra Data (i; Create Profile
@ Contact

é Events

<Z57 Notes

G ’
'\\ﬁ Start Again

v . %K ..

Leave the part number as Default part number and click on the [Create Profile]
button. Once the system has created the profile for this employee, the invitation code
will automatically be emailed to that employee (assuming that the option is selected
in the IA Configuration utility, see IA Configuration - HID Mobile Access[zs)

Accept
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ﬁ;ldentity Access Management x

Information

A new Mobile Access invitation has been created

BBAY-F4QH-VZKP-BG4M

Invitation expires on: 30 Oct 2020 at 08:24:53

x [y lose

Click [Close] and the next screen shows the Invitation Status as PENDING
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Title First Mame Middle Mame Last Mame
" | Gary James

HID Mobile Access - User Information @
™ Refresh
Photo
User Details | Mobile Devices x
\a Fingerprints -
Full name Gary James a
] Status ACTIVE Delete user
EI Mobile Access -
UserlD 13869435-40e3-4511-9fce-fSddabd46oe3
Email gary.james@ controlsoft.com
@ Tokens
Copy Invitation Code ‘Lﬂ Creste Invitat -
§ H 1 reate Invitation
Lﬂf S Invitations
Sent Invitation Code Status
@ Contact 2020 Oct 23 08:24:53 EAY—F‘IQH—VZKP—BG‘IM PEMDIMNG
‘jé Events
<Z» Notes
£ >

‘ : Accept x Cancel

NOTE: This invitation code is time limited and must be activated
promptly.

The employee now needs to download and install the HID Mobile Access app on their
phone. This is a free app available from the Google Play Store for Android phones, or
from the App Store for Apple phones.

Open the app and select “Start using the services”
Enter the invitation code and click [REGISTER]
Look through the instruction on how to use HID Mobile Access or click [Skip]

In the Identity Access User Information screen, click the [Refresh] button
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Title First Mame Middle Mame Last Mame
" | Gary James

%General
HID

obile Access - User Information ‘ @
Refresh

| User Details | Mobile Devices x

Full name Gary James Qa
Status ACTIVE Delete user

UserlD 13868435-40e3-4511-9f6e-foddabd46cel

\a Fingerprints

EI Mobile Access

Email gary.james@ controlsoft.com
@ Tokens
Copy Invitation Code Lﬂ T — ~
§ Invitations reate Invitation
ﬂ Extra Data
Sent Invitation Code Status
" 2020 Oct 23 03:24:53 BBAY-F40H-VZKP-BGAM ACKNOWLEDGED
M Contact
‘jé Events
<Z» Notes
£ >

‘ : Accept

The Invitation Status is now showing as ACKNOWLEDGED.

x Cancel

NOTE: An option exists in the IA Configuration utility called “Issue
Mobile Credential ID with invitation” (see IA Configuration - HID
Mobile Access|-). If this option has been selected, the invitation Status
will now show as ISSUED and the next few instructions can be ignored.

Select the Mobile Devices tab
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Title First Mame Middle Mame

Last Mame
James

User Details  Mobile DE\f\\ies

HID Mobile Access - User Information

‘ @ Refresh

\a Fingerprints

EI Mobile Access

samsung SM-G970F
Android 10

App Version: HID Mobile Access
EMULATED:; Bluetooth;

ACTIVE
E Tokens

=
Ll 1
%I
Remove Device

101 ‘@

L4

il
Revoke Credential ID

J-\m ;
— Issue Credential ID

ﬁ, Extra Data Mobile ID's
Part Mumber Name
'ﬂﬁl Contact
# Events
--,;'/ MNotes

Acess Control Mumber Status

‘ : Accept x Cancel

Now click the [Issue Credential ID] button and select the type of credential required,
either Default part number or a specific type if different credentials are available.

lssue {,\\,;edential D

Select Part Mumber

Default part number
Controlsoft Mohbile

Controlsoft Mobile 26bit

An information box will now show the credential number issued
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ﬂ; Identity Access Management x

Information

A new Mobile Credential ID has been issued

437

‘ x Close

Click [Close] and the screen will be updated showing the status of credential 437 as
ISSUED.
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Title First Mame Middle Mame Last Mame
" | Gary James

HID Mobile Access - User Information @
™ Refresh
Photo
User Details | Mobile Devices x
'\aFingerprints —
samsung SM-G970F -Eﬁi < 1Rl @\
. 1 1
I . RO T Remaove Device \,_/} '\,_/J
| Mobile Access App Version: HID Mobile Access -

EMULATED:; Bluetooth;

(=)
E Tokens ACTIVE =l Revoke Credential ID

- =
ﬁ, Extra Data Mobile ID's r;,_—l' Issue Credential ID

Part Mumber Name Acess Control Mumber Status
,I_-'\Iﬁ Contact Controlsoft Mobile 2., 437 ISSUED, ICLASSSEQS
# Events
--,;'/ MNotes
£ >

‘ : Accept x Cancel

Finally check that the credential has been allocated to the employee. In this
screenshot below, it has been allocated to Secondary Token 1, although this can be
configured in the IA Configuration utility (see 1A Configuration - HID Mobile Access[z3)
)
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Middle Mame

Last Mame
James

\a Fingerprints

EI Mohbile Access

"."!ﬁl Contact

# Events

--,;'/ MNotes

Secondary token 1

E
-

Secondary token 2

Secondary token 3

Secondary token 4

Secondary token 5

0

Accept

x Cancel
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18.5 User Tokens

Each user can be given more than 1 token to allow for multiple credential types (e.g.
an Employee may have a card, a mobile credential and a windscreen tag for the car
park). The Tokens tab allows these secondary credentials and their Facility Code to be
allocated to the user. Whichever credential is used, it will be recognised and the same
user, hence Fire Roll Call, AntiPassBack etc. will continue to operate correctly.

ﬂ;Employee Settings

I
o
b

Employee Settings
Title First Mame Middle Mame Last Mame
- will Evans
Secondary token 1 Facility code
e@ General -
@ Photo Secondary token 2 Facility code
\aF' int:
LA Secondary token 3 Facility code

E| Mobile Access

Secondary token 4 Facility code

E Tokens -

Lé'/]’ Crimlibe HIK Wision AMPR number Mumber plate

4138416 OK123VEH

é?g’ Contact

a Events

<7 Notes

‘ : Accept x Cancel

The titles Secondary token 1, Secondary token 2 etc. can be renamed in the IA
Configuration utility to provide more meaning titles such as "Mobile Credential” or
"Windscreen Tag" (see 1A Configuration - Cards & Readersgﬁ).

If Duress is enable in IA Configuration, other fields will be renamed accordingly.

If the Use HIK Vision ANPR option is enabled in the IA Configuration utility (see 1A
Configuration - Cards & Readers[2)), then Secondary Token 5 will automatically be
renamed to HIK Vision ANPR number as in the above screenshot. This field will be
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filled in automatically when a vehicle number plate is entered into the Number plate
field.

NOTE: The ANPR number plate must be unique

18.6 User Extra Data

It is sometimes useful to have additional information logged against a user,
depending on the work environment. For example, a Courier company may want to
log whether a driver has a valid driving licence, store the expiry date of the licence or
even store a scan of the licence itself.

The Extra Fields are configured within the IA Configuration software (see 1A
Configuration - Extra Fieldslz2).
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To use the Extra Field previously configured, select the Extra Data tab:

i.!;Employe&SEttings - o«

Employee Settings

Title First Mame Middle Mame Last Mame
- will Evans
Extra Data
% General Index Extra Field Value
) ¥ 0 Walid Driver's License
Photo
\9 Fingerprints

EI Mebile Access

@ Tokens < >

-

off

u Extra Data
e Valid Driver's License
'L"_I_ﬁ Contact
(") Yes
E Events 2l
<7 Notes
‘ v Apply |

} : Accept x Cancel

In this instance, the Extra Data Field has been configured to record whether the user
has a valid driver's license. Simply select Yes or No as appropriate, followed by
[Apply] and [Accept].

The Extra Data tab can display a variety of information as the data fields can be text,
numeric, lists, checkbox, date, time, or image.
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18.7 User Contact

The Contact Details in this tab are not mandatory, but can be recorded if required:

{18 Employee Settings .= X

Employee Settings

Title First Mame Middle Mame Last Mame
- will Evans

Address
% General
@ Photo
\a Fingerprints .
Suburb City Code

al Mobile Access

Phone Mumbers

E Tokens @

[ ewore | @
@

Email

é?ﬁ Contact
ﬁ Events

<7 Notes

x Cancel

} : Accept

18.8 User Events

The Events tab will indicate whether any Events have been configured for the selected
user.
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Title First Mame Middle Mame Last Mame
- will Evans

List of available events

#£ Swipe at any reader

@ Photo #£ Access allowed at any reader

¥ Access denied at any reader
'\aFingerprints # Swipe at specific reader

# Access allowed at specific reader
Ei Maobile Access ¥ Access denied at specific reader

'ﬂﬁl Contact

g Events

--,;'/ MNotes

Actions that are performed when this person swipe their token at any reader

@ ..JO

: Accept x Cancel

In this example, no Events have been created for the selected user. Clicking the [Add]
button will allow Events to be created, although this is more easily done via the
Events button in the Advanced tab, where all Events and related Actions can be
viewed.
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18.9 User Notes

Information in this tab is not mandatory, but can be recorded if required:

i!; Employze Settings

o
X

Employee Settings

Title First Mame Middle Mame Last Mame
- will Evans
Personnel Number Personnel Number Alias

@ Photo Date of Birth

Tuesday, January 1, 1980 -

\a Fingerprints Motes

al Mobile Access

t.‘:ll‘ﬁ Contact
a Events

<7 Notes

‘ : Accept x Cancel

The Personnel Number is displayed in the Employee Properties screen and can be
selected to be unique via the IA Configuration utility.

[

‘ % is used to automatically assign a Personnel number. This is useful if using the
database for membership data. To set the parameters for the automatic assignment,
see IA Configuration - Cards and Readers.

18.10 Importing Users

It is possible to import multiple users into Identity Access from another Controlsoft
application (Controlsoft Lite, Controlsoft Pro or CWBio), or any other application
capable of exporting its user database to a .csv file.
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When importing from a Controlsoft application, Identity Access knows the data layout,
so it is only necessary to point to the database.

When importing from a .csv file, it is also necessary to map the fields in the file to the
correct fields in Identity Access.

To import data, select Import Data from the Tools menu to start the Import Wizard,
then click [Next]

Under Select Import Source, select the appropriate source, for example, to import
from a csv file, select Text File from the dropdown list and click [Next]

Under Source File, click the [...] button to browse to the .csv file, then click [Open].
Select Delete old data before importing new data if required. Click [Next].

Select Destination should be set to define the types of user being imported
(Employee, Visitor or Contractor). Select Ignore duplicate names to avoid duplicate
entries. Click [Next]

NOTE: While this will stop a User appearing in the list twice, it will also stop a
new User from being imported if they have the same name as an existing User.
To avoid this, always ensure that each user has a unique name (e.g. Fred Smith,
Fred A Smith and Freddie Smith)

Selecting the source file's format defines how the .csv file is configured (the actual
settings required will depend on how the .csv file has been configured). Click [Next]
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Under Delimiters, choose which character has been used in the .csv to separate data
(usually commas or tabs).

Under Data Preview, link each column in the .csv file to the corresponding database
field. Click on each column header and select the required field from the dropdown
list:

. !!; Import Wizard

|
]

| User Type
| Title
| First name
{ Middle name
. 4 Last
Mapping the source data { astname
| Mick name
Delimiters
| Gender .
() Tab define the field mapping)
i 1 h "
() Semicolon f Birth date A
(® Comma 47D number
Ooer [ e umber

| General notes
| Token number
4 PIN

| Company

| Department

| Address line 1
| Address line 2
4 Address line 3 v
{ Suburb :
| City

| State

4 Country

x Close

| Postal code Back

I Hame nhnne niimbher

When complete, click [Next], followed by [Import] to start the import process and
[Close] when the import is complete.

Identity Access also has the facility to import a user via a "vCard" which can be created
from some email clients such as Microsoft Outlook. To import a vCard, select

| ]
=
i

Employees from the Management tab, then select the Import icon
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NOTE: it is not possible to import vCards for Visitors or Contractors.

{18 vCard Importer - o x

B a3 '
Pl vCard Importer ‘
"i A

Select vCard...

Select fields to import
Field Value

[Jimport photo

4 Ll 2

‘ s Accept x Cancel

Use the [...] button against Select vCard option to browse to the vCard and click
[Open].
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!!;\.{ard Importer

vCard Importer ‘

Select wCard...

CA\Users\GaryJames\DesktopJim Smith.vcf II\

Select fields to import Photograph
Field Walue

& Title Mr

&  First name Jim

& Last name Smith

V3 Company

V3 Department

& Cell phone 07712-345678 [limport photo

& Work phone 01234-567830

&  Email jim@smith.com

£ >

‘ : Accept x Cancel

Once imported, the Employee Settings screen automatically opens for that user.
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\a Fingerprints

EI Mohbile Access

,ﬂﬁl Contact

é Events

--,;'/ MNotes

|
&

PIN Mumber

Use for Token & PIN only

’_(Zom|::|ar13-I Dietails |

Valid from

050ct2020 - [920aM O -
Valid for :
Indefinite = [
30 Dec 1899 12:00 AM ® 3

Groups that this user belongs to

Title First Mame Middle Mame Last Mame
Mr - Jim Smith
! Primary token number Facility code

Company

<No Company = v
Department

<No Department= =

O

Contains:

» | B O Anstan

Active

Accept ‘ ‘ x Cancel
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19 User Admin > Bulk Enrolment

This feature makes it easy to enrol when cards have been ordered with sequential
numbering. Bulk Enrol allows you to add all the numbering, the end user can then
simply edit the user with their name and access levels rather than requiring them to
manually add each card to the system.

To start a Bulk Enrolment select the User Admin tab and select Bulk Enrol from the

ribbon bar:
rg;gaulkEnr-:.||nf.-=_~|~rt . =m x
.H_;J, Bulk Enrollment
Uszer Type
Employees ~

Start Token Mumber
10000

Quantity
200

Facility code
Controlsoft, 100 &

Progress

k3

‘ x Cancel

Enroll

Select the User Type from the dropdown box.
Enter the Start Token Number

Enter the Quantity to add in this batch

Select or Add a new Facility Code.

To add a new Facility Code, select the Facility Code field an select Add New

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



User Admin > Bulk Enrolment

Facility code
Controlsoft, 100 -

Add Mew L}

Controlsoft, 100

Fill in a Description for this facility code (this can be the same value as the facility
code itself) and the Facility Code value. You can set the facility code to default, so it
appears by default for all new user by ticking Set as Default.

{22 Facility Code Settings o= X

Facility Code Settings

Description

MNew York

Code
101]

[]set as default

x Cancel

‘ : Accept
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20 Advanced Tab

The "Advanced” tab introduced in v9 software provides a variety of new and exciting
options to further enhance the flexibility of the Identity Access system. These
Advanced features require an Identity Access licence as described below:

Professional Features Licence for Medium Systems (Part No. IA-PRO) Enables all
Advanced features, limited to 64 doors & readers

Enterprise Features Licence for Large Systems (Part No. IA-ENT) Enables all Advanced
features and not limited in size

The type of Licence applied will be indicated in the About screen in the Home tab:

e
%

About Identity Access

- Identity Access

@ System Professional License: Valid

Version: 9 SP1.75
Installation Date: 6/17/2022 11:51:42 AM

Copyright © 2014-2022 Controlsoft Ltd

This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this-program; or any
portion of it, may result in severe civil and criminal penalties, and will be
prosecuted to the maximum extent possible under the law.

1]

controlsoft == |

i

Q/ Close

The Advanced features allow you to program inputs and outputs of controllers across
the network for custom features. Object groups allow control of multiple controllers
with a single command e.g. your Main building controllers and a secondary building’s
controller which may be geographically separate. The graphics designer allows you to
see events such as doors being opened in a graphical plan of your environment. And
finally, Events — simple “If / Then” type programming using the Events wizard — e.g. a
battery failure on a controller can generate an email alert.

Click on the Advanced tab to view the options available:
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Ay ¥/
A
e Home  View Reporting Management Setup | Advanced | Tools

4 < El - ?‘l\ '{f—:\ 2
= g T Dy w &

Object Groups |Counters Timers Inputs Outputs || | Graphics Designer Events
Advanced Control Graphics Events

Object Groups: Object Groups allow various objects to be grouped together to allow
a single command to be sent to multiple devices.

Counters: Counters can be used to count the number of times an event occurs.
Timers: Timers can be used to introduce time delays in events and actions.
Inputs: It is possible to define an input for use with the Advanced functions.
Outputs: It is possible to define an output for use with the Advanced functions.

Graphics Designer: The Graphic Designer allows a floor plan of the site to be created,
with interactive icons on the floor plan to represent doors, readers, outputs etc.

Events: Events and Actions increases the flexibility by allowing the system to react to
predefined activity such as triggering a specific output when a specific input
activates.

20.1 Advanced > Object Groups
|

Object Groups allow various objects to be grouped together to allow a single
command to be sent to multiple devices. Objects that can be grouped include
Controllers, Doors, Card Readers, Counters, Timers, Inputs or Outputs.

By grouping objects, it is possible to simultaneously change the status of every object
in the group. Typical examples for this feature would be:

e To detect a fire alarm for a specific controller in the main building, then trigger a
fire alarm to all other controllers in the same building, but not in any of the
outbuildings.

e To reset all the counters in a group
e Disable all card readers in a group
To create an Object Group, select the Advanced tab, click on the Object Group button

in the ribbon bar and click the Add button "E}"
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-

!!E Select Object Group Type x

Select Object Group Type

Object group type

<No object group type selected>

<Mo object group type selected >
Counters

Timers ==
Inputs
Outputs
Doors

v | “ Cancel

Enter the object group type (controllers in this example) and press [Accept]

{18 Object Group Settings B

Object Group Settings

— | Object group type: Controller
« Controllers
Controllers that belong to this group
71 Name
Contains: F

* ﬂ ]  First Floor Controlier
ﬁ ] Ground Floor controller

Active

x Cancel

‘ ; Accept

Name: Enter a meaningful name for the Object Group
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Controllers that belong to this group: Select the controllers which will be included in
the group

Ensure that the Active option is selected for the Object Group to work.

Press [Accept] to save the object group which will then be displayed in the Object
Groups window

,lll‘ ',l' y;
| -

NE®S  Home View Reporting Management Setup | Advanced | Tools
3 ™ A () o5
: (@R ) & e &
- -

Object Groups |Counters Timers Inputs Outputs | |Graphics Designer Events
Advanced Cantrol Graphics Events

Object Groups

© OO v ix

Mame Type Objects Description
Contains: SF Equals: S Equals: % Contains:

* | 4| @ MainBuilding Controller 1

20.2 Advanced > Counters
]

Counters can be used to count the number of times events occur. The counter can be
incremented, decremented or reset, and it is also possible to check whether the
counter is less than, equal to, or greater than one of 3 programmable set points.

Example: to limit the number of people in an area, create a counter with initial value =
0 and threshold = 10 then create following Events and Actions

For Event “entry reader = grant access”, Action = “increment counter”

For Event “exit reader = grant access”, Action = "decrement counter”

For Event “counter = threshold”, Action = "disable entry reader”

For Event “counter < threshold”, Action = “enable entry reader”

To create a counter, select the Advanced tab, click on the Counter button in the

ribbon bar and click the Add button '\"‘:}/‘
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. I!; Counter Settings X

Counter Settings

12
[+¥]
=)
m

= On master controller network
|4 General. | <No Controller> -

I,g Settings
é Events

\.;/ Notes

[¥] Active ‘

Accept Cancel

Name: Enter a meaningful name for the counter

On master controller network: Select the master controller that will run the counter.
It does not matter which Master controller is used for the counter so we recommend
allocating multiple counters to different master controllers to “share the workload”

Ensure that the Active option is selected for the counter to work

Next, select the Settings tab
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. I!; Counter Settings X

Counter Settings ‘

Name
_ Minimum
\J General 0 :
K Sutivays Maximum
1024 B
6 Events .
Initial Value
) 0 B
<~ Notes
[] set Point 1 []5et Point 2 [] set Point 3
0 ) -0 B

x Cancel

Minimum: enter the minimum permitted value for the counter. If the counter is at the
minimum value and is decremented, no change will occur.

‘ v Accept

Maximum: enter the maximum permitted value for the counter. If the counter is at
the maximum value and is incremented, no change will occur

Initial Value: This is the value that the counter will be set to when the counter is reset

Set Points: Up to 3 set points can be configured which will allow analysis of the state
of the counter within the Events & Actions programming

NOTE: The maximum value for any counter is 2,147,483,647

The Events tab in the side bar will indicate whether any Events have been configured
for the selected Counter.

The Notes section, accessed from the side bar, provides 2 text fields called
Description and Notes to help a Service Engineer during their first visit.

Press the [Accept] button to save the counter which will then be visible in the Counters
screen:
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Name Controller
Contains: ¥ Contains:
+ EM & Occupancy counter First Floor

20.3 Advanced > Timers
]

Timers can be used to introduce time delays in events and actions. For example:

If an input activates, wait 10 seconds then activate an output. A timer can have a
maximum value of 2,147,483,647 milliseconds (24 days)

To create a timer, select the Advanced tab, select Timers from the ribbon bar and

click the Add button &2

g!;Timer Settings X

Timer Settings

Name

timer 1

On master controller network
#| General\  Ground Floor -

Active ‘

x Cancel
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Name: Enter a meaningful name for the timer

On master controller network: Select the master controller that will run the timer. It
does not matter which Master controller is used for the timer so we recommend
allocating multiple timers to different master controllers to “share the workload”

Ensure that the Active option is selected for the timer to work

Next, select the Settings tab

£28 Timer Settings -

Timer Settings

Name
timer 1
, Duration (ms)
\] General | o 2
§ Settings [JAuto Start
[JAuto Restart
é Events
\L/ Notes

‘ W Accept x Cancel

Duration: Enter the duration period for the timer. NOTE: this time is in milliseconds so
for a 5 second timer, you must enter 5000.

Auto start: If selected, the timer will start automatically when the controller powers
up

Auto Restart: If selected, the timer will restart automatically when it expires

The Events tab in the side bar will indicate whether any Events have been configured
for the selected Timer.

The Notes section, accessed from the side bar, provides 2 text fields called
Description and Notes to help a Service Engineer during their first visit.

Press the [Accept] button to save the timer which will then be visible in the Timers
screen:
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Drag a column here to group by th

Name Controller Interval (ms)
Contains: ¥ Contains: W Equals: v
» I @ timeri Ground Floor 5000

=

20.4 Advanced > Inputs
|

It is possible to define an input for use with the Advanced functions. From the
"Advanced” tab, select "Inputs” from the ribbon bar, then press the "Add” button

g!;lnputSr_*ttings x
Input Settings
MName
- | On master controller network
|.\/{(7 General | <No Controller= =
i Controller which manages this input
.\*,% Settings T
m Master Controller &
# Events Input
Debounce (ms) Input
<y Notes [ Input State
) 200 m/s ) ‘7|k‘
@0 ®
[ Latched
[#] Active
‘ : Accept x Cancel

Name: Give the input a meaningful name
On master controller network: Define which master controller relates to the input

Controller which manages this input: Define whether the input is on the master
controller or specify which Downstream device it relates to.

Debounce: Defines the Debounce time for the input

Input: Defines which physical input is to be used
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Input State: Defines whether the input is connected to normally open or normally
closed contacts

Latched: It is possible to latch the state of the input until the latch is removed by an
Action.

Ensure that “Active” is selected for the input to work.

Next, select “Settings” in the side bar

{28 Input Settings

[
Input Settings
ki

MName

Inhibit

i ‘ Status
/ General

On Text
L
_v% Settings
Off Text
Events
i OFF
-\'_} Motes

x Cancel

"On Text"” and "Off Text" allows a label to be entered for the input to define the
required status to react to (e.g. if the input is to be used to monitor a temperature
sensor, it may make subsequent programming easier to refer to Hot and Cold rather
than On and Off)

‘ ; Accept

Select the “Inhibit” tab
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g!;lnput&ttings b4

Input Settings ‘

i Status | Inhibit |
/ General

inhibit
_’,% Settings

# Events

\:._'/ MNotes

x Cancel

When the “Inhibit” option is selected, this input will be inhibited when the specified
input or output is in the specified state. For example, this input can be disabled when
a different input called "REX Override" in on:

‘ ; Accept

g!;InputSettings x

Input Settings

L Status ‘ Inhibit ‘
General

[+ Inhikit
Inhibit Type

Input
ﬁ Events

Input
REX Override =

State
ON h

x Cancel
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The Events tab in the side bar will indicate whether any Events have been configured
for the selected Input.

The Notes section, accessed from the side bar, provides 2 text fields called
Description and Notes to help a Service Engineer during their first visit.

20.5 Advanced > Outputs
|

It is possible to define an output for use with the Advanced functions. From the
“"Advanced” tab, select “Outputs” from the ribbon bar, then press the "Add” button

{12 Output Settings x

Output Settings

— On master controller network
A General <No Controller= -

Controller which manages this output

.3% Settings v

m Master Controller -
& Events
- Output

Output

‘\'__/Notes l ' ON State
Active

x Cancel

‘ ; Accept

Name: Give the output a meaningful name
On master controller network: Define which master controller relates to the output

Controller which manages this output: Define whether the output is on the master
controller or specify which Downstream device it relates to.

Output: Defines which output physical is to be used

ON State: Defines whether the relay is Normal (i.e. normally de-energised) or
“Inverted” (i.e. normally energised)

Ensure that “Active” is selected for the output to work.
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Next, select “Settings” in the side bar

{12 Output Settings

Output Settings

MName

B | Status ‘ Pulse Settings  Inhibit
/ General

On Text
Ha
¢’ Settings OM
Off Text
é Events
- OFF

\.'..‘/ MNotes

‘ : Accept

x Cancel

On Text and Off Text allows a label for the output to be changed when defining the
required status to react to (e.g. if the output is connected to a heating element, it may

make subsequent programming easier to refer to Hotter and Colder rather than On
and Off)

Select the "Pulse Settings” tab:
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{18 Output Settings x

Output Settings ‘

T Status | Pulse Settings | Inhibit
/ General

Pulse duration (sec)

LWk
'& Settings
)

# Events i i
— Pulse on duration (sec) Pulse off duration (sec)
2o 7 Motes
=~ e——0
Pulse count

‘ ; Accept x Cancel

Within the Events & Actions programming, it is not only possible to turn an output on
or off in response to the event, it is also possible to pulse the output, the pulse width
defined by the “Pulse duration” setting. Furthermore, the output can be programmed
to give a pulse train which is a number of pulses defined by “Pulse count”, each pulse
with an on duration defined by "Pulse on duration” and the off duration defined by
“Pulse off duration”

NOTE: The maximum duration permissible for any of the pulses is 60 seconds. The
maximum number of pulses in the pulse count is 8,192.

Select the “Inhibit” tab:
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{18 Output Settings x

Output Settings ‘

Status  Pulse Settings | Inhibit |

Lg.? General
r;@ Settings
# Events

\:.,/ MNotes

inhibit

x Cancel

When the “Inhibit” option is selected, this output will be inhibited when the specified
input or output is in the specified state.

‘ ; Accept

The Events tab in the side bar will indicate whether any Events have been configured
for the selected Output.

The Notes section, accessed from the side bar, provides 2 text fields called
Description and Notes to help a Service Engineer during their first visit.

20.6 Advanced > Graphics Designer

The Graphic Designer allows a floorplan of the site to be imported. This image can be
in many popular formats, such as jpg, png or bmp. Multiple images can be imported
to provide floorplans for a building’s Ground Floor, First Floor etc.

Once a page has been imported, objects can be superimposed onto the image.
Objects can be IA Objects such as doors, readers or controllers or Custom Objects such
as squares, circles, images or text boxes. 1A Objects have predefined states (for
example a door can be open, closed, locked, unlocked, held open or forced open)
whereas states for Custom Object can be created as required.

Actions can be created to change the state of any object on any page in response to
an event.
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To import an image, select the Advanced menu, then click on Graphic Designer in the

ribbon bar and click the Add button '\Q—"'

] ]
L

Graphic Page Settings

Load Background Image

‘ Clear ‘

x Cancel

Enter a meaningful name for the page, click on the [Load Background Image] button,
browse to the required image and click [Open]

‘ ; Accept
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Graphic Page Settings

Name

Ground Floor

Load Background Image

Clear ‘

x Cancel

Q? Accept

Click [Accept] and repeat to create all the required pages.
Next, we will add objects to a page.

IA Objects

Select the required page so the floorplan is visible, then select the 1A Objects tab. A
list will appear showing all the controllers, doors, readers, inputs and outputs that have
been created.
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@)| H ‘@)‘ Current Page: Groun

9
=@ Controllers

& First Floor

@R Ground Floor

: . Fire Sensor
e

Mains Fail

spaiqo ydesn | a |
=

Custom Objects | A Objects ‘ Outline
m

PSU Fault

' Battery Fault
'

Tamper

?' Object Groups

Select the required object and drag it onto the image, positioning it as required.

@| =] |@| Current Page: Ground Floor

@

= gB Controllers
@ g First Floor
=@ Ground Floor

' Fire Sensor
' Mains Fail
‘ Battery Fault
Q rsuran
‘ Tamper

! Doors

h Readers

l Inputs

¥ Outputs

x Timers

EH Courters

w Object Groups

spafgo aydesn | a ‘

Custom Objects | |A Objects ‘ Outline
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With IA Object, all the Events and Actions required to support this object are created
automatically.

Place other objects onto the image as required, and click the [Save] button when
done.

Custom Objects

Select the required page so the floorplan is visible, then select the Custom Objects
tab. A list will appear showing the object types available. These include Image,
Oblong, Ellipse, Line and Textbox

@)| H \@\ Current Page: Groun

£
I Lh] —

=

£ =

= o

==

=
L%

. g

oy 2

a g —

b~ —
< ~
L*. ]
T
|1.
o
o
%
wr

Select the required object and drag it onto the image, positioning it as required.
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Select the placed object and click the Edit button in the Outline tab

i ]
®

ol Graph Shape Properties =

Graphic Shape Settings

Name
New Square

Type

States

@@ | ... | Border Color

DEFAULT ... | Background Color

... | Text Color

Border Width

-

1 -

Angle

(4] (]

0 45 S0 135 180 225 270 315 360

[JDisplay state description

z Accept x Cancel

Name: Give the object a meaningful name
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It is now possible to edit the object to change its border colour, background colour,
border width and angle of the object

To add another state, press the Add button and enter a name and description for the
new state, then configure the object for this state as described above

A typical example for this feature could be to add an oblong inside the building
outline which is green when the Intruder Alarm system is disarmed and red when it is
armed.

20.7 Advanced > Events
]

Events and Actions allows the system to react to predefined activity such as triggering
a specific output when a specific input activates. The decision-making for these
actions is made in the controller, thus the software does not need to be active. To
achieve this, every master controller communicates with every other master controller
over the LAN connection. Events are broadcasted which allows each controller to
decide whether it need to perform a resultant action.

Select "Events” from the “Advanced” ribbon bar, then press the “Add” button @ .

{2R Action Wizard *

Action Wizard ‘

Welcome to the Action Wizard

This wizard will assist you to create actions for various types of events

Select an EVENT for which you want to create ACTIONS = >
Q o |Q ne

x Cancel

EVENT
I~ Click on "NEXT to select the event

| x Cancel

‘ Q/} Accept

Now use the wizard to create the Event to be detected by clicking the [Next] button
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{2R Action Wizard

Action Wizard ‘

Select object type that will generate the event

Controller based objects PC based objects

@ Counter () g Door (3 a Person %Access Log

(@ Timer Oh Card Reader O% Group ] a P
(@ ’:?3} Input Oﬁ Controller O%Gmup
(@) \i/ Output

(@) Q_j} Time zone

Select an EVENT for which you want to create ACTIONS

© s

'@ Mext

x Cancel

EVENT
L SELECT TYPE

| x Cancel

‘ Q/} Accept

The Event can derive from a controller or, if the software is running, it can be derived
from the PC.

Controller events: detectable controller events includes
Counters:

Select the event for selected counter (counter 1)

{® Change

() Set Point 1 < () Set Point 2 =« () Set Point 3 <

() Set Point 1 = () Set Point 2 = () Set Point 3 =

() Set Point 1 » () Set Point 2 = () Set Point 3 »
Timers:

Select the event for selected timer (timer 1)

(®) Expire

Inputs:
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%ect the event for selected input (input 1)

®ON
O OFF

Outputs:

Select the event for selected output (output 1)

@®ON
O OFF

Time Zones:

Select the event for selected time zone (Time Zone 1)
(® Active
() Inactive

Select controller
Ground Floor

<MNo Controller Selected >
First Floor
Ground Floor

Doors:

Select the event for selected door (door 1)

(®) Locked

1 Unlocked

(O Opened

() Closed

() Forced open

(C) Did not open

() Door did not close

Card Readers:

Select the event for selected reader (door 1 In Reader)

(m Allow
) Deny
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Controllers:

Select the event for selected controller (192.168.3.231)

(&) Connect () Fire sensor on () PSU fault on
(") Disconnect () Fire sensor off ) PSU fault off
() Lockdown Level 1 () Mains fail on () Tamper on
() Lockdown Level 2 (1 Mains fail off () Tamper off

Lockd leared
() Lockdown cleare () Battery fault on

() Battery fault off

Persons:
Select the event for selected person (Smith, John)

(® Token swiped at any card reader

() Access allowed at any card reader

() Access denied at any card reader

(O Token swiped at specific card reader
(0 Access allowed at a specific card reader

() Access denied at a specific card reader I},

Groups:
Select the event for selected group (5taff)

(® Token swiped at any card reader

() Access allowed at any card reader

() Access denied at any card reader

(O Token swiped at specific card reader
(0 Access allowed at a specific card reader

() Access denied at a specific card reader

PC Events

Access Log — Person:
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Select the event for selected person (Smith, John)

(O Enters premises
() Leaves premises
(®) Arrives late

(O Leaves early

Enters premises after

09:00 ® °

Access Log — Group:

Select the event for selected group (Production)

(O Enters premises

(O Leaves premises

() Arrives late

(® Leaves early
Leaves premises between
16:00 ® _
and

17:00 ® _

Once the event has been defined, the resultant Actions can include
Controller actions:

Counters:
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Select the action for selected counter (counter 1)
(%) Reset
() Increment
) Decrement
) Set 1 -
(O Increment by 1

4 F

(O Decrement by 1

Timers:

Select the action for selected timer (timer 1)

(®) Start

() Stop
() Reset
() Restart

Inputs:
Select the action for selected input (input 1)

{(®) Clear Latch

Outputs:

Select the action for selected output (output 1)

(&) Set On

() Set Off

() Toggle

() Pulse

() Pulse On
() Pulse Off
() Pulse Train

Doors:
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Select the action for selected door (door 1)

®) Open

(_) Force Open
() Force Close
() Disable REX &
() Enable REX A
() Dlisable REX B
() Enable REX B

Card Readers:

Select the action for selected reader (door 1 In Reader)

@Allaw%ﬁccezz
() Deny Access
{1 Enable
") Disable

Controllers:

Select the action for selected controller (192.168.3.231)

(® Clear lockdown
() Set lockdown 1
() Set lockdown 2
{_J Set Fire State

() Clear Fire State

Object group:

The options available will depend on the type of objects in the group (Controllers,
Card Readers etc) as described above.

PC actions

Graphic objects:
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Select the action

(0 Set visible page: New Page
(®) Select State: ALLOWED
[]Reset the state to the 1st state in the list after 5 seconds

(O Select Next State () Select Prev State

¢ t New Page .
=
‘E- L" door 1 In Reader
o 15 UNKNOWN |2
s | .k E ALLOWED
: ol
. —
Lkliee- DENIED -
.
Camera:

Select the action for selected camera (camera 1)

(® Take picture

Custom message

System Log:
Select the action

(®) Add custom entry to system log

Tags
[COUNTER:NAME]

Custom message

Report:
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Select the action

(® Print report to printer
Select report
<NO REPORT SELECTED=>

<NO REPORT SELECTED>
Fire Roll-call Report

Access Log Report
System Log Report
T/A Log Report
Access Control Report

Email:
Select the action

(® Send email using template
<MNQO TEMPLATE SELECTED>

Tags [COUNTER:NAME]

Subject

Body

[C] Attach Report  Fire Roll-call Report

Report Query <No Query Selected>

Sound:
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»Select the action

(® Play SYSTEM sound
Asterisk

(O Play a WAV file

NOTE: the Events wizard allows multiple Actions for each event.

20.8 Typical Examples of Events & Actions

EXAMPLES:

Example 1: A security guard needs to press a pushbutton on a controller in the
security office to release a gate which is connected to a different controller.

Create an input called "Gate REX" on “Ground Floor” controller
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!!;Input Settings

Input Settings

MName

Gate REX

- | On master controller network
|Zr7 General | Ground Floor controller

"Q Settings
é Events

Controller which manages this input

m Master Controller

Input
; Debounce (ms) Input
o7 Notes l.l
I, TTHEEEEE
(=4 o]z
[ Latched
Active

Input State

N

MN/C

‘ : Accept

x Cancel

Create an output called “"Gate” on "Outbuilding” controller with a pulse duration of 5

seconds

{12 Output Settings

Output Settings

MName
Glate

| On master controller network

L/K General | Qutbuilding

.2 Controller which manages this output
‘,/% Settings

m Master Controller
# Events

Cutput
‘\'__‘/Notes DUtpult' ON State

Active

‘ ; Accept

x Cancel
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i Status | Pulse Settings | Inhibit
/ General

Pulse duration (sec)

r 4 Settings
L ) %

# Events

o7 Notes '@"U'—'— o

Pulse on duration (sec)

Pulse count

h—]

Pulse off duration (sec)

‘ ; Accept

x Cancel

Create an event to detect that "Gate REX" has been pressed, then create the action to

pulse the “Gate” output.

118 Action Wizard

Action Wizard

Select object type that will generate the event

Controller based objects

ey
) Input
® B o

(@) \f} Output

Oﬁ Controller

(@ @ Time zone

O Counter (@) n Door (@) a Person
o] Timer Oh Card Reader O% Group

PC based objects

Access Log

(2 a Person
C-@ Group

Select an EVENT for which you want to create ACTIONS

EVENT

L SELECT TYPE

¥ —

|'@ gackl '@ Next |‘ x Cancel

—

| x Cancel

‘ 7 accent
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{28 Action Wizard *

Mame

REX Override

4 | 1 | N

P ——

|I@ Qack[ I@ Hext lx Cancel

Select an EVENT for which you want to create ACTIONS

EVENT
Type: Input

L SELECT INPUT

‘ Q/ Accept | | x Cancel

ﬂgAmnnWizard x

Action Wizard ‘

Select the event for selected input (Gate REX)

QO OFF

Select an EVENT for which you want to create ACTIONS

x Cancel

EVENT
Type: Input
Gate REX

L SELECT EVENT

‘ Q/’ Accept || x Cancel
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Action Wizard

ﬂ;Act\oanarn x
Action Wizard ‘
Select object type that has to perform the action
Controller based objects PC based objects
O () h Card Reader Om Graphic objects
(@) Timer Om Controller OLF‘ Camera
5
(@) Eﬂ Input Oﬁ Object Group (32 u_'i Systemn log
x
(@) ! Door O% Group O@ Email
(@) El Sound
Select an Action for the event 'Gate REX = On N N
'@ Back '@ Mext x Cancel
EVENT ACTION
Type: Input I~ SELECT TYPE
Gate REX
Event: On
‘ Q/} Accept | | x Cancel
ﬂgAmnnWizard X

Select the QUTPUT that has to perform the action

Mame

Contains:

<

EVENT
Type: Input
Gate REX

Event: On

Select an Action for the event ‘'Gate REX = On"

ACTION
Type: Output

L SELECT OUTPUT

T p—

[<]

'@ Mext

x Cancel

Qackl

‘ Q/’ Accept || x Cancel
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418 Action Wizard x

Action Wizard ‘
-7

Select the action for selected output (Gate) |&

(1 Set On

(O Set Off

() Toagle

() Pulse On
() Pulse Off
(O Pulse Train

 —

Select an Action for the event "Gate REX = On’

(P $33
|@' Back "._;? Finish x Cancel
| ——
EVENT ACTION
Type: Input Type: Output
Gate REX Gate
Event: On L SELECT ACTION
‘Q}/ Accept |x LCancel

Press [Finish] followed by [Accept] to view the final result:

QL@ 4
MName Event Action
Contains: % Contains: % Contains:
*» :_ Gate REX on Pulse output ‘Gate

NOTE: It is possible to add more than 1 Action per event. For example, to create
an entry in the System log when the Gate has been released, simply open the event
and select the [Add] button, then create the additional Action:
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{28 Action Wizard *

Welcome to the Action Wizard

This wizard will assist you to create actions for various types of events

Select an Action for the event "Gate REX = On’

Iy \‘
.\_} )
I
Type Action
* | % | Output Pulse output 'Gate’
q4 I »
‘ Q/} Accept | | x Cancel
ﬂgAmnnWizard X

Action Wizard ‘

Select object type that has to perform the action

Controller based objects PC based objects
O Counter (i3] h Card Reader OE’ Graphic objects
(@ Timer Om Confroller (@ ;F’ Camera

@
(@ i.ﬂ Input O% Object Group ® System log

(@) \-\:/ Output (@) a Parson Og Report
(@ g Door O%Gmup O@ Email
(@) EI Sound

Select an Action for the event ‘'Gate REX = On"

© (O w

I x Cancel

k.
EVENT ACTION
Type: Input L SELECT TYPE
Gate REX
Event: On
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{28 Action Wizard *

Action Wizard ‘

Select the action |§|

(8) Add custom entry to system log
Tags
[DINAME] - [ o |

Custom message
Input [DI:NAME] used to open Gate

Select an Action for the event "Gate REX = On’ = =
|'\@E,J Qackl ‘3;;‘* Finish |x Cancel
S ———
EVENT ACTION
Type: Input Type: System Log
Gate REX SystemLog
Event: On L SELECT ACTION

4 X

Press [Finish] followed by [Accept] to view the final result showing the 2 actions
against the one event

Name Event Action
Contains: 7 Contains: ¥ Contains:
Gate REX on Pulse output ‘Gate’

Add custom message ‘Input [DI:NAME] used to release "Gate™ to system log

[ |EEH

EXAMPLE 2: Sound an alarm if someone has been in the walk-in food chiller for more
than 5 minutes.

Create a timer called Chiller Timer with value = 300,000mS (5 minutes)
Create an output called Chiller Alarm, which is connected to a sounder

Create the following Events and Actions:

QU@ 4
Drag
Name Event - Action
Contains: ¥ Contains: ¥ Contains:

Reset timer “Chiller Timer
Start timer "Chiller Timer

h Chiller In Reader Access allowed

tzu Chiller OUT Reader Access allowed Stop timer ‘Chiler Timer
b

o=

Reset timer "Chiller Timer

Chiller Timer Expire Turn on output ‘Chiller Alarm®
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When someone is granted access into the chiller, the timer resets and starts to run (if
the alarm is sounding, someone else entering the chiller will reset the timer which will
silence the alarm)

When someone leaves the chiller, the timer stops and resets (if the alarm is sounding,
resetting the timer on exit will silence the alarm)

If the timer expires, sound the alarm.

EXAMPLE 3: Detect a fire alarm from a controller connected to the main building fire
alarm, then trigger a fire alarm on all other controllers in the same building, but not in
the outbuildings.

Create an object group called ‘Main Building’ containing ‘Ground Floor’ and ‘First
Floor' controllers but NOT ‘Outbuilding’

{22 Object Group Settings

]
i}
b

Object Group Settings

Mame

Main Building

| e
; Object group type: Controller
q: Centrellers

Controllers that belong to this group

'\'_;/Notes O Mame
Contains: i
o ﬂ [¢] |First Floor controller
ﬂ [w] Ground Floor contraller
& O outbuiding
[+] Active

‘ ; Accept x Cancel

Create Events & Actions

If ‘Ground Floor’ fire = on, set fire for ‘Main Building’
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{28 Action Wizard *

Welcome to the Action Wizard

This wizard will assist you to create actions for various types of events

Select an EVENT for which you want to create ACTIONS

'.\_)) | @ Next Ix Cancel
EVENT
I~ Click on "NEXT to select the event
‘ Q/} Accept | | x Cancel
118 Action Wizard x

Action Wizard ‘

Select object type that will generate the event

Controller based objects PC based objects

O O ! Door O a Person sl Access Log
h )
() Timer Oh Card Reader O%Group O a Person

O%Gruup

(2 ’..::r) Input
) '\:3/‘ Output

C @ Time zone

Select an EVENT for which you want to create ACTIONS

‘@' QEC‘(I ‘ '@ Next u x Cancel

EVENT
L SELECT TYPE

‘ V Accept ‘ | x Cancel
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{28 Action Wizard *

Action Wizard ‘

Select the CONTROLLER that will generate the event
MName
Contains:

| First Floar controller

u Ground Floor controller

£l outbuilding

4 | 1 | N

x Cancel

Select an EVENT for which you want to create ACTIONS

EVENT
Type: Controller

L SELECT CONTROLLER

‘ Q/ Accept | | x Cancel

ﬂgAmnnWizard x

Action Wizard ‘

Select the event for selected controller (Ground Floor controller)

) Connect (O PSU fault on

() Disconnect (O Fire sensor off () PSU fault off
O Lockdown Level 1 (O Mains fail on () Tamper on
O Lockdown Level 2 O Mains fail off () Tamper off
Lockd I d

() Lockdown cleare O Battery fautton

(O Battery fault off

. F y——. 1
Select an EVENT for which you want to create ACTIONS =

©

'@ Mext

| x Cancel

EVENT
Type: Controller
Ground Floor controller

L SELECT EVENT

‘ Q/’ Accept || x Cancel
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{28 Action Wizard *

Action Wizard ‘

Select object type that has to perform the action

Controller based objects PC based objects
(2 h Card Reader Om Graphic objects

Oll;' Controller (@ QF‘ Camera

o
(@) Eﬂ Input @% Object Group (2 m Systemn log
(@ \‘;j Output (@) a Person Og Report
x
(@) ! Door O%Graup O@ Email

(@) El Sound

Select an Action for the event 'Ground Floor controller = Fire sensor on N N
'@ Back '@ Mext x Cancel
M——
EVENT ACTION
Type: Controller I~ SELECT TYPE

Ground Floor controller

Event: Fire sensor on

‘ Q/ Accept | | x Cancel

ﬂgAmnnWizard x

Action Wizard ‘

Select the OBJECT GROUP that has to perform the action
MName

P | Main Building

4 I | 3

”x Cancel

Select an Action for the event ‘Ground Floor controller = Fire sensor on’

EVENT ACTION
Type: Controller Type: Object Group
Ground Floor controller L SELECT OBJECT GROUP

Event: Fire sensar on

‘ Q/’ Accept || x Cancel
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{28 Action Wizard

Action Wizard ‘

Select the action for selected object group (Main Building) |&|
() Clear lockdown
() Set lockdown 1
() Set lockdown 2

(®) Set Fire State

() Clear Fire State

—

i
? Finish
| S

Select an Action for the event "Ground Floor controller = Fire sensor on’

©

x Cancel

EVENT ACTION

Type: Controller Type: Object Group
Ground Floor controller Main Building
Event: Fire sensor on L SELECT ACTION

‘ Q/ Accept | | x Cancel

Repeat above for: If ‘Ground Floor’ fire = off, reset fire for 'Main Building’

QVe 4
Drag a column here to group k£
Name Event Action
Contains: ¥ Contains: T Contains:
* @ Ground Floor Fire sensor on Set the fire alarm state on object group "Main Building”
@ Ground Floor Fire sensor off Clear the fire alarm state on object group "Main Building’
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Event Viewers and Reports

21 Event Viewers and Reports

The Event Viewer in Identity Access software is a powerful tool for analysing system
activity.

21.1 Event Viewers

Identity Access provides a live view of events, useful for trouble-shooting or tracking
users through the system. To view live events, ensure that the option Viewer Windows
is selected in the View tab.

ARy : r/

\ &2/ [view|

e’ Home | View | Reporting Management Setup  Advanced Tools
-

Viewer Wind u:uws] m

.

TLRLe
= "‘-.5{_‘:)
Access Log System log T/AlLog ERLog Dashboard

Show Realtime Logs Dashboard

When selected, the viewer window will be visible in the lower half of the screen:

| Date Time Last Name First Name Reader Location Token Number

'@ X

a TfAleg System Log ‘»’\-(cesﬂlog

4

x Clear Window: Clears all events in the Viewer Window. NOTE: This does not
delete the events from the database.

@ Pause/Run: Pause will stop the display from updating, Run will restart the
display updates. NOTE: Any events received while paused will not be
displayed but will be entered into the database.

Enable filters to selectively display required information. This can be useful to
display the movement of a single user through the system.
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The information to be displayed is controlled by the 4 tabs below the Viewer Window:

Displays events from the Access Log.

System Log | J Access Lag |

Displays events from the System Log.

|

T Log |

. Displays events from the Time & Attendance Log

ER Log

. Displays Events and Actions from each controller.

NOTE: The size of the viewer window can be adjusted simply by
dragging the top of the window up or down.

If an access allowed or access denied event for a user that exists in the database is
right clicked, the option wheel provides an option to edit that user:

00099 Employee 0 3
00100 Employee o c3

Smith Peter 45364 o

=N =N 2
¢ ¢ % ¢

-

-

@ Date Time Last Name First Name L=} Location Token Number Facility Code
b X K 24/Dec/2020 210322 Smith Peter Edit 45364
<« @ @  24/Dec/2020 2103113 00014 Employee 14
g * @ 24/Dec2020 210312 00002 Employee @ m 2
g & 24/Dec/2020 21:03:11 00007 Employee Report 7
=
. R 24/Dec/2020 210307 58335
o
= @  24/Dec/2020 21:0046 00014 Employee 14
é =
P 24/Dec/2020 21:00:45 00010 Employee Conyto Chipboank 10
- 4

@) version s (seRvER) |G

If an access denied event for a user that does not exist in the database is right clicked,
the option wheel provides an option to add that user as an Employee, Visitor or
Contractor:
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2 @ oooss Employes 0 =]

& @ oo Employes 0 s

& @ oo Employee 0 c3

g & Ssmith Peter 45364 0

4|

o Date Time Last Name First Name Reader Location Token Number Facility Code
% x & 24/Dec/2020 210322 Smith Peter Back Door In Reader
< @ @ 24/Decs2020 210313 00014 Employee Front Door In Reader 3 ct
E‘ N @ 24/Dec/2020 210312 00002 Employee Front Door In Reader Add Employee 1
E @7 24/Dec/2020 21:03:11 00007 Employee Back Door In Reader cl
- + X 24/Dec/2020 21:03:07 Back Door In Reader dl @ %
:gt' &  24/Dec/2020 21:0046 00014 Employee Back Door In Reader Copyto Clipboard Add Visitor c
= &  24/Dec/2020 21:0045 00010 Employee Back Door In Reader cl
. « :

o
Add Contractor

@) versions146 (SERVER) |

21.2 Fire Rollcall Report

P
Fire Rollzalll The Fire Rollcall is a report that indicates who is currently inside the
building. For the Fire Rollcall to be available there must be dedicated IN and OUT
readers that everyone uses when they enter and exit the building. The Fire Rollcall
report can be accessed by selecting Reporting and Fire Rollcall.

If the Fire Rollcall option is enabled to automatically run the Fire Roll Call Report, then
on activation of a fire alarm event on the master controller the report will
automatically be printed to the default printer (see IA Configuration - Reports|as).

If users are allocated to Companies and Departments, the Fire Roll Call report will
print all the users in the building from the first company/department followed by a
page break, then all the users in the building from the second company/department
etc.

NOTE: The Fire Rollcall report is NOT available in Identity Access unless
an Identity Access Professional or Enterprise licence is applied.

21.3 Access Control Reports
|

An Access Control report is a record of when people have used their token at a reader,
providing an audit trail of when someone entered or exited areas of the premises.
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Within Identity Access there are multiple ways to run Access Control reports. It is
possible to run reports based on specific date / times, specific readers, or specific
users. The Access Report menu can be accessed by selecting Reporting and Access
Log in the Access group

L2 P2e s

Fire Rollcall| | | Access Log System Log T/A Log || |Access Control Groups Imactivity || | System Log

Emergency Access Status Viewers

This then runs the Identity Access: Access Log Report form as shown below:

422 Identity Access: Access Log Report _ o0 x
Display First - | logs from Ignore dates - to showing [ Access allowed events
Access denied events
1000 - The reader is not configured = The user is nof =
[[] Zane changed events
[[]Zone did not change events.
where Anybody - from  Anycompany - swiped at  Anyreader
[J use Coordinated Universal Time ‘ a ‘ ‘ ‘
| Execute | == J e

The options on generating the report are as follows:

Display First -

1000 defines whether the report contains All events or the First or Last

100/500/1000/5000 events in the log.

logs from Ignore dates ki
defines the date that the report starts

(Example ignore dates, start of last month or 1st January 2016)

to End of last week =
defines the date that the report ends (Example today

or end of last month)

i Access allowed events
showing [~ _ @\l ¢
[~] Access denied events

The reader is not configured x Thei ~

[ ] Zone changed events
[ ] Zone did not change events

defines which events are to
be reported on, Access Allowed and/or Access Denied and any combination of events
from the drop down list. The Tick selects all events in the dropdown list and the Cross
deselects all events in the dropdown list. When AntiPassBack is enabled for a door,
the system will also log changes to zone (e.g. "Moved to Inside" or "Moved to
Outside"). These events can be included in the report if required.
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where Anybody - . .
defines which user/s to report on
from | Any company - ] ) ]
defines which Companies and Departments
to report on
swiped at  Any reader -

defines which reader/s to report on.

As an example, to generate a report to see if John Smith tried to get into R&D this
month, the configuration would look like:

Display Frirst -~ logs from Start of this month - to Now - | showing []Access allowed events
[7] Access denied events

The reader is not configured x The: ~

[[]Zone changed events
[[] Zone did not change events

1000 -~

where Specificemployees ~ | from Specific company ~ | swiped at  Specific readers
Smith, John x - Controlsoft (Technical) x - R&D In Reader =
[[JUse Coordinated Universal Time | [j
Save| .,,_J Load|

‘ Execute

Once configured, click the [Execute] button to generate the report.

saves the current query for later use

< 1929 |0ads a saved query

To run a report on a specific person it is also possible to go to Management and

Employee / Visitor / Contractor (depending on who you wish to run your report on).

Highlight the user by left clicking their entry and click the & icon. This will
automatically generate a report for this specific person. To run a report on several
people it is possible to hold down the [Ctrl] key and highlight multiple entries, then

[Log]

click the & icon.

21.4 System Log Reports

The System Log report is a record of all Identity Access system events, such as when
people have logged on / off the software, when doors have been forced open or when
database entries have been modified. The System Log Report menu can be accessed
by selecting Reporting and System Log.
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The way System Log reports are configured is similar to the Access log Reports, but
with fewer options:

{28 (dentity Access: System Log Report _ = X
Display First - 1000 ~ | logs from Ignore dates - to showing All events =
by operator <Any Operator>
for machine <ANY MACHINE>

[JUse Coordinated Universal Time

Display First =~ 1000 ~ ||
defines whether the report contains All events or the
First or Last 100/500/1000/5000 events in the log.

logs from Ignore dates ki
defines the date that the report starts

(Example ignore dates, start of last month or 1st January 2016)

to End of last week =
defines the date that the report ends (Example today

or end of last month)

showing All events z
defines which events are to be reported on, such

as startup & shutdowns, iNet events or which Operators have logged on.

Operatﬁl' Any Operator i
by <Any ©p g defines which Operator
to report on
for machine <ANY MACHINE> -
defines which Client machine
to report on.

Once configured, click the [Execute] button to generate the report.

21.5 Time & Attendance Report
|

A Time & Attendance (T/A) report (sometimes called a Timesheet Report) will list
each transaction when users 'clock in' and ‘clock out' to provide a total number of
hours that the user spent on site that day. To run a T/A Report, select Reporting and
T/A Log
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o

Fire Rallcall| | | Access Log System Log T/A Log

Emergency Access

—

—
Access Control Groups Inactivity || | System Log
Status Viewers

The T&A reporting screen is as follows:

428 (dentity Access: Time and Attendance Report

Display report for Al dates ~ | |all Dates

All Dates

where  Anybody - | swiped at

Options
[l Only use the 1st token read and last token read for each day

(") Use 1st token read for Start Time and last token read for End Time

(e Use 1st token IN read for Start Time and last token OUT read for End Time

[lignore entries less than 1 minutes apart

Round time entries to the nearest s minutes

[Juse Coordinated Universal Time

[ ot |

{<

_‘J Load

The options available when generating
Display: This option is greyed out in th

report for: Allows the report to be run

"o

options are available such as “Today”,

a report are as follows:
is version

between certain dates. Some predefined

This week”, "Last week”, “This month” etc.

Custom dates and times can also be entered for maximum flexibility.

where: The report can be further refined by selecting one or more users to include in

the report

swiped at: This field is preselected as “T/A reader” and cannot be edited in this

version
8

.

L9349 Opens a saved query

2= Allows the current query to be saved for later use

Options: The options allow the Time and Attendance data to be viewed in different
ways. To show how these options work, consider the following data from the Access

Log:
0
Date Time User Location Company Reason
[] os/10/2020  08:00:10 Gary James front door Qut Reader Group access allowed
[[] os/10/2020  09:14:14 Gary James front door In Reader Group access allowed
|:| 05/10/2020 09:14:20 Gary James front door Out Reader Group access allowed
|:| 05/10/2020 09:14:26 Gary James front door In Reader Group access allowed
D 05/10/2020 09:19:24 Gary James front door Out Reader Group access allowed
|:| 05/10/2020 09:19:33 Gary James front door In Reader Group access allowed
I:l 05/10/2020 09:19:42 Gary James front door In Reader Group access allowed
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If we run a T&A report with no options selected, we get the following report:

428 dentity Access: Time and Attendance Report

- B2 X
Display report for  This week ~ | |04 Oct 2020 Options
05 Oct 2020 [JOnly use the 1st token read and last token read for each day
(&) Use 1st token read for Start Time and last token read for End Time
where Specific employses - | swiped at

James, Gary (13) x b (O Use 1st token IN read for Start Time and last token OUT read for End Time

[Jignore entries less than 1 minutes apart

[JRound time entries to the nearest 5 minutes

[Juse Coordinated Universal Time ‘ a
Save

\J Load

[ oot | — -

@ 1 of 1 | (Aa[ed]S - | 00w BT\

T/A Log Report

IMonday, October 5, 2020

4:32:54 PM
‘ Date Start Time End Time Shift Total Day Total Grand Total |
‘ Gary James |
05 Oct 2020 09:14:14 09:14:20 00:00:06
09:14:26 09:19:24 00:04:58
00:05:04

The first OUT time is ignored as it has no associated IN time. The report then shows
the IN, OUT, IN and OUT activations. The final 2 IN times are also ignored as there are
no associated OUT times.

Only use the 1st token read and last token read for each day

(®) Use 1st token read for Start Time and last token read for End Time

If we
enable this option, the report will use the first and last transaction for that day:
428 Identity Access: Time and Attendance Report = x
Display report for  This week Options
05 Oct 2020 16:07:53 [F1Only use the 1st token read and |ast token read for each day
(@) Use 1st token read for Start Time and last token read for End Time
where | Specific employees ~  swiped at

James, Gary (13) = s (O Use 1st token IN read for Start Time and last token QUT read for End Time

[Tignore entries less than 1 minutes apart

[JRound time entries to the nearest |5 minutes

[Juse Coordinated Universal Time | rj
E— Save|

\J Load

Execute ‘

E] 1 of 1 IR BTN

E T/A Log Report

Monday. October 5, 2020

4:09:04 PM
‘ Date Start Time End Time Shift Total Day Total Grand Total |
| Gary James ‘
05 Oct 2020 08:00:10 09:19:42 01:19:32
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Only use the 1st token read and last token read for each day
() Use 1st token read for Start Time and last token read for End Time
(®) Use 1st token IN read for Start Time and last token OUT read for End Time

If we enable this option, the report will use the first transaction at an IN reader, and
the last transaction at an OUT reader for that day:

428 dentity Access: Time and Attendance Report _ =X
Display report for  This week i Options
[Z] Cnly use the 1st token read and last token read for each day
(O)Use 1st token read for Start Time and |ast token read for End Time
where Specific employees - swiped at
James, Gary (13} x - (@ Use 1st token IN read for Start Time and last token OUT read for End Time
[Jignere entries less than 1 minutes apart
[JRound time entries to the nearest 5 minutes
[JUse Coordinated Universal Time E
E—— Save| -HJ Load)|
Execute |
El 1 of 14 bl |M[@Y&S - 100% BT\
~
T/A Log Report
Monday, October 5, 2020
4:32:54 PM
Date Start Time End Time Shift Total Day Total Grand Total |
| Gary James
05 Oct 2020 09:14:14 09:19:24 00:05:10
v
< >
Ignore entries less than 1 minutes apart £ . . .
If the time between 2 transactions is less

that the specified time, neither transaction will be included in the report.

] R ] i i . . . .
ound time entries o the nearest |5 e This option will round the times up or

down, such as:
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428 dentity Access: Time and Attendance Report

Display report for  This week - Options
05 Oct 2020 16:32:35 Only use the 1st token read and last token read for each day
(O Use 1st token read for Start Time and last token read for End Time
where | Specific employees - swiped at
James, Gary (13) = -

(®) Use 1st token IN read for Start Time and last token OUT read for End Time

[Clignore entries less than 1

minutes apart

Round time entries to the nearest 5

minutes

[Juse Coordinated Universal Time

S|
Save|

Load|

)

Execute |

|| e | 0% - @

T/A Log Report

Monday, October 5, 2020

4:32:54 PM
‘ Date Start Time End Time Shift Total Day Total Grand Total |
| Gary James ‘
05 Oct 2020 09:15:00 09:20:00 00:05:00

21.6 Access Control Status Report

The Access Control Status report shows which readers are accessible to one or more

users. The report is generated by clicking Access Control in the Status area of the
reporting ribbon bar

a &)
%%

Access Control Groups Inactivity
Status

Options when running the report are as follows:

428 (dentity Access: Access Control Report

Display
Anybady =

from

who has access at | a
Any reader K

Any company

Execute

Display - selects specific users to report on
from - selects specific Companies and Departments to report on

who has access at - selects the readers to report on
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EXAMPLE: to report whether a specific user has access through a particular reader, the
report configuration would look as follows:

422 Identity Access: Access Control Report - =B X
Display from who has access at | H
S
Specific employees B Specific readers - o
| smith, sim (10001 = B Front Door In Reader = - | J _—
X o3
———

Clicking [Execute] would then generate the following report:

Access Control Report Monday, October 5, 2020

Access Control Report

Monday. October 5, 2020
4:48:56 PM

Front Door In Reader

All staff
Last Mame First Name Company Department
Smith Jim

This report shows that the reader called "Front Door In Reader" is accessible by the
group "All staff" which includes the user "Jim Smith"

21.7 Groups Status Report

The Groups Status report shows which users, card readers, fingerprint readers and
AntiPassBack doors are associated with one or more groups. The report is generated
by clicking Groups in the Status area of the reporting ribbon bar:

a &)
%%

Access Control Groups Inactivity

Status

Options when running the report are as follows

428 (dentity Access: Group Status Report _ = x

Show all
Persons Card Readers Morpho Readers APB Doors That belongs to
Anybody ~ | Any reader = | Any Marpho reader = | Any APB doar ' Any group

from

Any company -
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Persons - choose any combination of users to include in the report
Card Readers - choose any combination of card readers to include in the report

Morpho Readers - choose any combination of fingerprint readers to include in the
report

APB Doors - choose any combination of AntiPassBack doors to include in the report
That belong to - choose any combination of groups to report on
From - if configured, define the Company and Department to report on

When the above options have been configured, click [Execute] to run the report.

NOTE: This report can be run for a specific Group by selecting the
required Group in the Groups screen, then right click and select report
from the Option Wheel

1‘.

mL—
[ ]

=¥/ Home View Reporting | Management | Setup  Advamced  Tools
o 1"""‘"‘-H N B

|6B \J i ﬂ,j ‘1 \ !lf 2
) 4§ B e Y

Time Zones Public Holidays| | [Companies Groups |Employees Visitors Contractors| | ldentify

|

-
| J

Access Control Site Users

Mame Refresh o ra Read:

Contains:

» %; & | All staff

Filters Add

&) =)

Report " Remowe

21.8 Inactivity Report

The Inactivity report is used to identify users who are no longer using the system, to
allow an operator to effectively manage the user database.
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To run an Inactivity Report, select the Reporting tab.

(AN 'y > y/
\==/ | Resoctin |
\ - Home  View | Reporting | Management Setup Advamced  Tools

Fire Rollcall| | | Access Log System Log T/A Lo Access Control Groups Inactivity | | | System Log

Emergency becess Status Viewers

Now select the Inactivity button to run the report

428 dentity Access: Inactivity Report = =

Save|

Display from who showed no activity between | H
Anybody ~ | |Any company - 15 minutes ago T and Now

&
[] Do not show persons who have been removed from the system
[Jinclude all persons that have never accessed a reader

[Juse Coordinated Universal Time

| Execute |

Display - selects specific users to report on
from - selects specific Companies and Departments to report on
who showed no activity between - selects the time range to report on

Do not show persons who have been removed from the system will exclude any
users who have already been deleted.

Include all persons that have never accessed a reader will include users on the
system who have never used their token.

Use Coordinated Universal Time can be selected where controllers are configured
with different International UTC Zones to ensure that events in the report are displayed
chronologically

saves the current query for later use

< 1929 |0ads a saved query

EXAMPLE: to report inactivity on anyone in Controlsoft Sales or Technical within the
past year, the report configuration would look as follows:

Display from who showed no activity between
Anybody ¥ | Spedfic company T | |lyearago T and Mow ~
Controlsoft (Sales) = | Controlsoft (Tecl -
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21.9 System Log

To view events in the System Log, select the Reporting menu

@ L =
9 %% S

Fire Rollcall| | | Access Log System Log T/A Log ||| Access Control Groups Imactivity | | | System Log

Emergency Access Status Viewers

Now click the System Log button to start the viewer.

I.!gldentity Access Systemlog Viewer - =X
Display First ~ 1000 - logs from Ighore dates v to showing All events =
by operator <Any Operator>
for machine <AMY MACHINE >
[JUse Coordinated Universal Time
Date Time Type Description >

Display - defines whether the report contains All events or the First or Last
100/500/1000/5000 events in the log

logs from - defines the date that the report starts (Example ignore dates, start of last
month or 1st January 2020)

showing - which events are to be reported on, any combination of events from the
drop down list .

by operator - defines which Operator to report on
for machine - defines which Client machine to report on

When the report is configured, simply click the [Execute] button
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!_!gldentit}' Access Systemlog Viewer B X
Display First - | 1000 -  logs from Ignore dates T to showing | All events = 4
by operator <Any Operator> i
for machine <ANY MACHINE = hd
[Juse Coordinated Universal Time
Execute
Date Time Type Description - » )
d 24/5ep/2020 12:53:34 Startup / ShutDown Identity Access Download Service Started = I
d 24/5ep/2020 12:53:34 Startup / ShutDown Identity Access Log Service Started
L/] 24/5ep/2020 12:34:37 Log On Invalid Username or Password supplied
* |4 25/5ep/2020 110845 Startup / ShutDown Identity Access Log Service Started
d 25/5ep/2020 11:08:48 Startup / ShutDowin Identity Access Download Service Started
d 25/5ep/2020 12:49:20 Log On Invalid Username or Password supplied
|  25/5ep/2020 12:49:50 Log Cn Invalid Username or Password supplied | View
;ﬁi 25/Sep/2020 12:52:38 Log On Operator logged on
ﬂ 25/5ep/2020 12:52:42 Startup / ShutDown Identity Access Management Started
ﬂ 25/5ep/2020 12:56:56 Startup / ShutDown Identity Access Management Terminated -
< i
\

If an entry in the System Log contains an image (for example a snapshot generated as
an action from an event), the image can be viewed by clicking the [View] button
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22 Engineer Tools and Services

22.1 Database Tools (Log Service)

To load the Database Tools, log in to Identity Access as an administrator and select
the Database Tools option in the lower right corner. This will load the Log Service
user interface.

< Diagnostic Tools

The Log Service reads events from Log Buffers and stores them in the SQL database.

Identity Access Log Service User Interface O *

Hide

Hide
Database Queue Size Database Size  Status Next Maintenance
Access Log 0 28 Log Mode 17:31:50 | Start/Stop Maintenance Mode ‘
System Log 0 1048 Log Mode 17:46:50 | Start/Stop Maintenance Mode ‘
T/A Log 0 2 Log Made 18-01-50 | Stari/Stop Maintenance Mode ‘
ER Log 1] 1 Log Mode 18-16-50 | Start/Stop Maintenance Mode ‘

Next Backup: 11 April 2024 13:00:00 (0 Days, 3 hours, 31 minutes and 50 seconds)

|dentity Access Backup ed @ ‘

Run Backup MNow

Memory Queue 0

o
Q@
Cliert Computer Keep Alive Access Logs System Logs TA Logs ER Logs <
. |dentity Access Mana... MANUALS 22 ] 148 0 8
| Log Clients | Debug x
(@) version9sP183 &3 Stetus: RUNNING

The option buttons are:

X

192 Closes the Log Server.
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22.2

The upper window shows the size of the Access, System and T&A database and
queues and when the next system maintenance is due. Also shown is the date and
time of the next scheduled backup. The [Run Backup Now] button can be used to
initiate a backup at any time. NOTE: All backup activity is recorded in the IA System
log

The Log Clients window shows devices are connected to the Log Service, in this
instance the PC named MANUALS

Selecting [Debug] will show debug information on the communications between
different software modules.

X ©0
Date Time Who Name Data Message ol
'@ 2015/0ct/29 17:30:24 Log Client Identity Access Dow... 4 Keep alive message received l_l
g) 2015/0ct/29 17:30:24 Log Client Identity Access Dow... 4 Keep alive message received
'g) 2015/0ct/29 17:30:24 Log Client Identity Access Dow.., 4 Keep alive message received
'g) 2015/0ct/29 17:30:23 Log Client Identity Access Dow.., 4 Keep alive message received
'g) 2015/0ct/29 17:30:23 Log Client Identity Access Dow.., 4 Keep alive message received
'g) 2015/0ct/29 17:30:23 Log Client Identity Access Dow.., 4 Keep alive message received
(@0 nisinana 17272 Lna Cliant TAantibe Arrace Mo A Vaan aliva marcana raraivard S
1 i | +
Log Clients | Debug | x

Diagnostic Tools (Download Service)
|

To load the Diagnostic Tools, log in to Identity Access as an administrator and select
the Diagnotic Tools option in the lower right corner. This will load the Download
Service user interface.

|~j‘~'; Diagnostic Tools

The Download Service handles all the communications between the Identity Access
software and the network devices.

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd




Engineer Tools and Services

22.2.1 Home

Select the Home tab:

_‘_‘__' Identity Access Download Service User Interface O Y
- f Home | iNET Controllers  Biometric Devices €
Hide
Hide
€
Access Log Queue Size: On Site: 0 - |
O
System Log Queue Size: Off Site: 0

Controllers Online: 0

0
0
T/A Log Queue Size: 0
Log Buffer Count: 0

0

Controllers Offline: 0
ER-Log Buffer Count:

Concurrent downloads 0 Reset

Maximum concurrent downloads (0 = No Limit)

Value: 0

Cle ®
0

Next Time Synch: 16:44:31

Next Incremental Download:  17:29:31

Next auto reset APB: 00:00:00

Next Object Confirmation: 00:02:35 Pause

1A Maximum Protocol:  7.14

©
Client Computer Keep Aive
‘ Clients | Alarms x
= _ i 3
I@ Version 9 SP1.83 ¥ Status: RUNNING
Hide

Clears the Alarms.

The upper half of the screen provides a summary of the various logs. These will
increase in size if the Download Server is reading events from the controllers faster
than it can write them to the Log Buffers. Maximum Concurrent Download allows a
limit on the number of controllers that the Download Server can download to at any
given time. This can be useful to limit the bandwidth used on the network during a
Rebuild. Also shown is the time until the software next synchronises its clock with the
controller clocks. This happens at 02:15 each day, but this setting can be changed in
the Server Configuration utility.

In the centre of the upper half is an indication of the number of users On Site and Off
Site. Thisis a live display, updated as users enter and leave the building. These
counters can be reset to zero at any time by clicking the [Reset] button.
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22.2.2

Also displayed is an indication of the number of Controllers Online and Controllers
Offline.

The right hand side of the upper half shows the current Lockdown level.

The lower window has 2 tabs, Clients, (which shows the clients connected) and Alarms
(which displays current system Alarms).

iNet Controllers

Select the iNet Controllers Tab:

OB#H 00 @f&v‘g Ly @ R g@,@‘g

Refresn st | Connect Disconnect | top Logs Start Logs | Set Clock R Clear ire State | Format Rebuily Cancel Rebuila Update | | Start Smuiation

iNET Controller Manager -

Encnpted  Controller Satus Commands. Logs ER Logs Tosks  Next Confmation
Reasy o o o o 000105 (00r10:59)

EMs V09054 e Ready o0 o o 2 000tA7 O0:11:11)

DARTSUL  EMS V09,054 Yes Ready 0 0 o o 000131 (00:11:25)
DaRT-

EMs V03,053 Yes Ready o o 0 o 00013 (001

Reasy o ° o o 00155 (0011:50)

Ready o 0 o 0 00:02:09 (00:1203)

D) @) - [JShowKEEP_ALIVE messages
Conmend Send Row Data When Raw Data Conmand ecaved  Paramater D2a e
103635 0) Mo ack aMD_SET Locxpown 3
;;;;;; © o
CMD_SET.LOGKDOWN > 7D0001DC0000365.. 103635 611) o
10363419 CMD_ADD_EVENT 3

;;;;;; oy
CMD_ADD_EVENT  >GODIOEOOOIDCOI03... 103634 601 Eentsadcea® 0
1036330 amoAck CMD_4DD_TO0_ 0B E. 3
10363351)  <ESO00IDCO0003AT...  CMD_ENCRIPTED_D.. o
ADD_TO_OBIE..  >0001620001DC0000... 103633501 i

1036330 amoAck CMD_A0D_0BIECT. o
1036330)  <ES00TDCO0003AT..  CMD_ENCRIPTED.D.. o
1D_ADD_OBJECT.... >D7000IDCO000E3A... 103633 50) . Object Groups adde.. 0
1036330 amoAck Mo_400_TIER 0
10363350 <BSO0IDCO0DOAT..  CMD_ENCRIPTED.. 3

s Status Debug | Messagin |

@ versonsse1a3 o status:

The icons available are as follows:

@ Refresh the list of iNet controllers

)

connect Disconneet o nnact or disconnect the selected controller/s in the list

Q9

Stop Logs Start Logs

Stop and start logging events for the selected controller/s

setllock Set the clock in the selected iNet controller/s. The dropdrown list allows

the iNet clock to be set to Current Time or Custom Time
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Read Clack: Read the clock from the selected controller/s. The time will be displayed in
the Debug window.

Reboot  Reboots the selected controller/s

B

LI Allows a door on the selected controller to be Granted Access (opened for
the programmed door open time), Force Open and Force Closed.

>
'

ClearFire 53t | \anually clears the Fire state for the selected controller.

Format  Clears the database in the selected controller/s

%
Rebulld pownloads configuration data and user database to the selected controller/s

Cancel Rebuild  Cancels any current rebuild

99

UPdate | pownloads the most recent changes to the selected controller/s

If Show Debug Tools is enabled in the Server Configuration utility, the following
options will also be visible:

start simulation step SIMUEten gyo e and Stops "Simulation” on the selected controller/s.
When starting "simulation”, simply choose the frequency of event which will then be
sent from each of the selected controller/s. For example, a simulation every 10
seconds from 20 controllers will generate 2 events per second.

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Engineer Tools and Services

17563841

CREck TR | Checks each of the selected controller/s to see if they contain
the desired Token number. The results will be displayed in the Debug window.

The upper window is the iNet Controller Manager which displays the status of each of
the controllers on the system:

iNET Controller Manager

Controller displays the name of the controller, as configured in Identity Access
IP Address displays the IP Address of the controller, as configured in Identity Access

Protocol Level is an identifier between the software and the controllers which defines
commands and data transfer speeds available between the two.

CPU identifies the type of processor used on the iNet: M501 for older (green)
processor boards or M502 for newer (blue) processor boards

Version identifies the firmware version in the controller. For IA v9 to work correctly,
this must be v98.38 or higher.

Controller Status indicates whether the controller is "Disconnected" if the software
cannot ping the controller, "Connected" if it can ping the controller but not yet
communicating or "Ready..." when it is fully communicating.

Commands is the number of commands waiting to be sent to the controller
Logs is the number of events waiting to be read from the controller

ER Logs is the number of entries from the Events and Actions log waiting to be read
from that controller

Tasks is the number of tasks in the task queue for that controller.

Next Confirmation indicates when the system is due to confirm the validity of
downloaded data.
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The lower window will display a variety of parameters depending on the tab selected:

K| @ © . Dishowkeep AUVE messages

Controler Command Send Raw Deta Vinen Raw Data Command Received  Paramater Das Eror
@ e 103831019 <00DIEDODIDCOO0... CMD_SUAVE STATUS 0
@ 103831 (1125 <00016D00TDCON0..  CMD_ENCRIPTED_D. o
@ 103816(16  <000I6D000IDCO0.. CMD_SLAVE STATUS 0
@ 103816408 <000T6DOOTDCOND..  CMD_ENCRIPTED_D. o
@ 038010 <00DISDO0OIDCOO.. CMD_SLAVE STATUS 3
@ 103801 (1634 <00016D0001DCO00. 0
L1 ] 5) <0001 -000. 0
@ T6ss) <000 00, 0
@ 0373106 <00DI6D00OIDCO0..  CMD. 3
@ en 1037:31(102  <00016D000TDCDO0...  CMD_ENCRYPTED_D. 0
@ OIHEM  <000T6DOTDCOND..  CMD_SLAVE STATUS 3
@ 1037:16(1427)  <00016D000TDCOO0... CMD_ENCRYPTED_D. 3
(i CMD.STATUS_UPDAT... >790001DCO00034S...  1037:06 0) 0
@ 1037:08 15) €MD sTaTUS UpDATE 3

logs ERlogs Tasks EMSStatus Debug | Messaging

Logs: Displays access logs as they are received by Download Server

ER Logs: Displays the Events and Actions logs as they are received by Download
Server

Tasks: Displays the Task list of commands issued to the controller awaiting
completion

EMS Status: Displays the web page of the selected iNet controller (see Appendix D -
iNet webpage) /!

Debug: Displays commands and data being transmitted between the software and the
controllers, primarily for Controlsoft use only.

Messaging: This tab displays all data sent between the software and the controller.

22.2.3 Biometric Devices

NOTE: The Biometric Devices tab is only displayed if an Identity Access
Professional or Enterprise licence is installed.

Select the Biometric Devices Tab:

= Identity Access Download Service User Interface o X
%)

7 Hame INET Zantrallers o

QO BHOG

RefreshList| Fing Information Set Time

& » % iR |@3§

Format Rebuild Update Send Configuration|

b’
settogs| Reboot

1P Address Tope Status
192163.5082  MASigma, MASigm...  Ready

152168.50182  MA Sigma, MA Sigm..,  Ready.

T
0
Q
192163.5090  MASigma, MASigm...  Ready 0
192163.5091 M09, 1, 500, VP Ready Q

0

Q

192.163.50208  MA100, , 500, VP Reacy

192,168.50207  MA100, 1, 500, VP Ready

< >
X @0
Date Tine Reader Aoion Resull Messag ~
@ ket 104RSS LOGUPLOAD s
& 202478pr#11 10:48157 .. LOGUPLOAD s
@ ket 104600 o SETTIME Success
& 202478pr#11 10:45:57 .. LOGUPLOAD s
@ 20040hprtt 104352 . REBOOT B
& 202478pr#11 10:43:49 .. CONFIG DOWNLOAD S
@ 20040hprtt 1038
& 20278p111 104347
@ 20040hprtt 104337
& 20278p111 104337
@ obertl 04337 v
< >

@ verson s o st RUNNING
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The icons available are as follows:

Refreshes the screen to display the latest data

Pings the selected Morpho Reader/s to confirm availability

Infarmation Reads configuration data from the selected Morpho Reader/s

set Time  Sets the time in the selected Morpho Reader/s to match the PC clock.

Format  Clears the database in the selected Morpho Reader/s

4
Rebulld Sends all configuration data and user database to the selected Morpho
Reader/s

B 0/

=y

UPdate | Sends most recent changes to the selected Morpho Reader/s

%

send Configuration  Sends configuration data (without the user database) to the selected
Morpho Reader/s

Getlogs Reads event logs from the selected Morpho Reader/s

Reboot  Reboots the selected Morpho Reader/s
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The upper window is the Biometric Reader Manager, which displays information on
each of the Biometric Readers:

Biometric Reader Manager

Morpho Device IPAddess  Type Status ake
S Ciencester sener Ro
@ cirencest

T.

1921605092 M8 Sigms, MASigm..  Ready 0

o

S Chrencester tais o Training 1021635050 1A Sigms, MASigm..  Readly 0
0

[

0

192.162.50.182  MA Sigma, MA Sigm...  Ready

&

S series Test 192,168,50.208  MAICO, J, 500, VP Ready

ster WC Corridor to Office (M&100) 192.163.50.91  M&I0D, J, 500, VP Ready

A Mo Test 02150201 MAICD ) S0 VP  Ready

Morpho Device and IP Address shows the name and address of the reader as
configured in Identity Access

Type shows the type of reader (e.g. MA Sigma)
Status shows the current status of the device, such as whether it is offline

Tasks shows the number of commands to be sent to the reader

The lower window will display a variety of parameters depending on the tab selected:

X 00

Date Time

jeader Action Reeult Message [

@ 2023800 1055056 . LOGUPLOAD Success

& 2003/8py11 10457 - LOGUPLOAD Success
@ 202aapi11 1098157 e LOGUPLOAD Success
& 2003/8py11 104756 - LOGUPLOAD Success

@ 202aiapi11 1046157 ~  LOGUPLOAD Success

[ R e R

@ 0oyspytt 104800 . SETTIME Suceess

& wzaapy 1l 1045:57 - LOGUFOAD  Success
@ 0mspy 104352 . REBOOT
& wzaapy 1l 1043:49
@ 2028ihpy1t 10433

& 2024/ap111 10:43:47
<

CONFIG DOWNLOAI

(@) version asP1EE & Status: RUNNING

Tasks: Tasks waiting to be sent to the reader

Information: Displays detailed information of the device itself, such as the reader's
serial number.

Ping History: The Download Server constantly pings each reader to ascertain its
availability. This window will display the history of each ping to each reader.

Debug: Displays commands and data being transmitted between the software and the
readers.

22.3 Service Manager
|

The Service Manager is a small utility which provides access to the 2 Identity Access
services, the Log Service and Download Service. It also shows whether the Identity
Access SQL Server instance is running.

To access the Service Manager, right click on the Identity Access Service Manager icon
in the notification area and select Show
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Login using administrator details.

{22 dentity Access Management = %

Welcome to ldentity Access.

Please enter your username and password.

Username System Integrator -
Password
Language English )

IMPORTANT Using this program constitutes acceptance of the licence
terms and conditions as described in Help topics. © 2018 Controlsoft Ltd.

: Logon x Canicel

The Service Manager will now display which services are running as shown below:

,3. dentity Access Service Manage - B X
00 R
Service Status
Q' IA Log Service Running
@' IA Download Service Running
g SQL Server (IDENTITYACCESS) Running
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23 Identity Access Configuration

The Identity Access Configuration tool is used to configure certain features of the
Identity Access server software.

If Identity Access is already running, simply click the Configuration icon in the System

!'_.{(rl.
A

Configuration

menu: Settings

23.1 IA Configuration > System Info

This screen displays basic system information as described below:

!;; Identity Access Configuration

'g@ Identity Access Configuration
- SERVER - Version 9 SP1.83

System Info Version: Version 9 SP1.83
Data Retention License: Professional License: VALID

License Expiry:  Trial (Expires on 01 Jul 2024 at 10:06)
Reports

Cards & Readers
HID Mobile Access Download Service Running

Biometrics Log Service Running

Badge Printing
Integrator Details

Extra Data Fields _ i L
Please fill in your details, this will be added to the Help

Email section within Identity Access

Password Policy o

Lockdown kcantralsoft LTD

. Phu Mumb
User Profiles one Number

01451 844895
User Interface

Website
Backup www.controlsoft.com
Databases Contract Mumber
012345
Network
Email Address
Services support@controlsoft.com

W

x Cancel

‘ : Accept

Version is the version of Identity Access installed

License is the type of license applied, either IA-Lite (i.e. no license applied), IA-PRO
for a Professional license or IA-ENT for an Enterprise license.

License Expiry is the date when the Identity Access software will expire.
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The Integrator Details section is used to fill in the contact details for the System
Integrator i.e. the installation / maintenance company. These are viewable from within
the Home tab and select Support in the ribbon bar.

23.2 |A Configuration > Data Retention

Using this option, we can define how long data is kept in the SQL database before
being purged.

{;;\dehtity'Access Configuration - B X ]
. | Identity Access Configuration
“4% | SERVER - Version 9 5P1.83
System Info Data Retention
Data Retention Define how long you require data to be stored for. The greater the term of data retention, more

storage will be used.
Reports

Cards & Readers .
Keep access log enfries for |3 Months
HID Mobile Access

Keep system log entries for 3 Months

Biometrics Keep T/A log entries for 3 Months
Badge Printing Keep event log entries for 3 Months
Extra Data Fields [“]Run maintenance at 03:00 O
Email

Password Policy
Lockdown

User Profiles
User Interface
Backup
Databases
Network

Services

x Cancel ‘

Each of the databases can be independently saved for 1 day, 1 week, 2 weeks, 1
month, 2 months, 3 months, 6 months, 1 year, 2 years, 3 years, 4 years, 5 years or
indefinite

‘ : Accept

Run Maintenance defines the time of day when the database purge will occur.

NOTE: The longer data is retained, the larger the databases will become, which
may affect performance.

23.3 1A Configuration > Reports
|

Identity Access reports can be configured with a custom logo at the top of each page.
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!!; |dentity Access Configuration

I?K Identity Access Configuration
5 SERVER - Version 8 SP1.83

System Info Reports

Data Retention Upload your company logo or any other image to customise the reports. We recommend a
square image between 200x200 and 500x500 pixels. JPEG or PNG only.

Reports

Cards & Readers [JUse custom logo for report headers

HID Mobile Access

Biometrics

‘a Load Image
[1

ne Reset

Badge Printing

Extra Data Fields

Email
Password Policy Fire roll call Report
Lockdown [] Automatically run Fire Roll Call Report

User Profiles
User Interface
Backup
Databases
Network

Services

x Cancel

Use custom logo for report headers - tick this option to use a custom logo, then
click on [Load Image] and browse for the required logo.

‘ \\; Accept

Automatically run Fire Roll Call Report - untick this option if you do not want reports
automatically printed when is fire alarm condition is detected.

23.4 |A Configuration > Cards & Readers

Several options can be configured within the Cards & Readers tab as described below:

Facility Codes
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H tity Access Configuration - B X
Igi Identity Access Configuration
SERVER - Version 8 SP1.83
System Info
| Facility Codes " Secondary Tokens " ANPR ” Duress Access ” Validity H Token Seftings

Data Retention

Reports Mest cards utilise a facility code for enhanced security. Enter your facility codes here.

Cards & Readers
Use facility codes

HID Mobile Access

| add || Edit || Remove || SsET Default
Biometrics ‘ Facility code description I Facility code I Default I
Badge Printing ‘g Controlsoft 100
Extra Data Fields ‘g HID Mobile Access 10
Email

Password Policy
Lockdown

User Profiles
User Interface
Backup
Databases
Network

Services

Your facility codes will be applied to all of your door controllers when you connect to them.

x Cancel

If the access control system uses Facility codes, tick the option Use facility codes ,
then click the [Add] button to enter the relevant Facility Codes in use. For example:

‘ : Accept

[#] Use facility codes

| aAdd || Edit || Remove || REMOVE Default |

I Facility code description | Facility code | Default |
= contraison 100 <Y
h HID Mobile Access 10
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When creating Users, the relevant Facility Code is then allocated to the user (see User
Generalmﬁ).

NOTE: if a card with an incorrect Facility Code is presented to a reader, access
will be denied, and the Dashboard will show the Reason as Site code does not
match as in the example below:

Access Log | Alarms / Doors } System status | Cameras }* Floor Pian |

Date Time Last Name | First Name Reader Location Token Number Company Department Result Reason
* | ¥ |08/Oct/2020 15:33:29 front door Out Reader 408 Access Denied Site code does not match
@ 08/0ct/2020 15:3327  James Gary front door Out Reader 3702 Access Allowed Group access allowed

To determine the Facility Code on the card, check the activity in the Access Log viewer:

? Date Time Last Name First Name Reader Location Token Numbef Facility Code Company Department
{ @
1
g
3
g
<
=
S 4 It
Secondary Tokens

The titles of the secondary token fields in the IA User Interface can be defined.
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‘l‘!;\:ie':i:. Access Configuration _ = %
Ig% Identity Access Configuration
SERVER - Version 9 5P1.83
System Info
| Facility Codes " Secondary Tokens " ANPR ” Duress Access ” Validity H Token Seftings
Data Retention
Reports Rename your secondary token fields to give them a descriptive name.

Cards & Readers
Secondary token 1 Mobile Access Token

HID Mobile Access Secondary token 2 Secondary token 2

Biometrics Secondary token 3 Secondary token 3

Badge Printing Secondary token 4 Secondary token 4
Secondary token 5 License Plate
Extra Data Fields
Email

Password Policy
Lockdown

User Profiles
User Interface
Backup
Databases

Network

Services

x Cancel

‘ \\; Accept

Enter text strings against each field as appropriate to the system.

Automatic Number Plate Recognition / Automatic License Plate Recognition
(ANPR / ALPR)

The Identity Access software is compatible with license plate cameras using Wiegand
output (SHA-1), and is capable of calculating the relevant token number from the
Number Plate entered.
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88 Identity Access Configuration _ = X
m Identity Access Configuration
= SERVER - Version 9 SP1.75
System Info -
Facility Codes Secondary Tokens ANPR “ Duress Access || Validity | Token Settings
Data Retention
Reports If you are utilising a supported HIK Vision ANPR camera, enable it and define which Secondary

Token field you want to use to store vehicle number plates.
Cards & Readers

HID Mobile Access [Juse HIK Vision ANPR
Store calculated HIK Vision ANPR number in
Biometrics
Badge Printing
Extra Data Fields
Email
Password Policy
Lockdown
User Profiles

User Interface

Backup -

x Cancel

Select the Use HIK Vision ANPR option and define which Secondary Token field will
be used to enter number plates, for example:

/)
‘ V Accept

If you are utilising a supported HIK Vision ANPR camera, enable it and define which Secondary
Token field you want to use to store vehicle number plates.

[#] Use HIK Vision ANPR

Store calculated HIK Vision ANPR number in

Secondary token 5 =

NOTE: The Wiegand output of the HIK Vision ANPR camera must be
connected to an iNet controller with "Site Codes" disabled.

Duress Access

Identity Access software now allows duress options, which will generate an alarm
condition in the dashboard.
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{82 Identity Access Configuration _ = X

m Identity Access Configuration
= SERVER - Version 9 SP1.75

System Info Py
Facility Codes ‘ Secondary Tokens ANPR Duress Access “ Validity | Token Settings
Data Retention -

Reports If you are using the duress options, enable it and define which Secondary Token field you want

to use to store the duress tokens.
Cards & Readers

HID Mobile Access [Juse Duress Finger

Store Duress Finger token in Wiegand Format
Biometrics
Badge Printing
[Juse Duress Token

Extra Data Fields S Fe e i
Email

Password Policy .
! ! [Juse Duress PIN (Token & Pin Only)

Lockdown Store Duress PIN in

User Profiles

User Interface

Backup -

x Cancel

If using duress finger with Morpho fingerprint readers, ensure that the Use Duress
Finger option is ticked, and select which secondary token field will be used to hold the
relevant token number.

‘ W Accept

If a duress token is to be used, ensure that the Use Duress Token option is ticked, and
select which secondary token field will be used to hold the relevant token number.

If one or more card readers have the Reader has a PinPad attached option selected ,
ensure that the Use Duress PIN option is ticked, and select which secondary token
field will be used to hold the relevant PIN.

Validity
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m Identity Access Configuration
= SERVER - Version 9 SP1.75

System Info P
Facility Codes ‘ Secondary Tokens ANPR Duress Access | Validity H Token Settings

Data Retention
Reports By default, when you add an employee, visitor or contractor, they will be valid indefinitely.
Cards & Readers

Employees  Indefinite -
HID Mobile Access

Visitors Indefinite
Biometrics
Contractors | Indefinite
Badge Printing
Extra Data Fields
Email
Password Policy
Lockdown
User Profiles

User Interface

Backup -

x Cancel

Employees, Visitors and Contractors can be given different default values for how long
then they can be used until they are automatically invalidated. This could be useful,
for example, for Employees to have a default validity period of Indefinite, whereas
Visitors' tokens expire at the End of Day:

/)
‘ V Accept

By default, when you add an employee, visitor or contractor, they will be valid indefinitely.

Employees  Indefinite v
Visitors Indefinite =
1 Manth &
Contractors
2 Manths
3 Manths
& Manths i
1 Year I
End of Day i

Token Settings
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m Identity Access Configuration
= SERVER - Version 9 SP1.75

System Info e
Facility Codes ‘ Secondary Tokens ‘ ANPR Duress Access || Validity || Token Settings
Data Retention -

Reports If you are using biometric readers without cards, you will need to generate a token number for

users. You can specify a custom number range if required
Cards & Readers

HID Mobile Access [JAuto generated token number must be in the following range
Biometrics R 0
Maximum 0
Badge Printing
Extra Data Fields el ngs
[“] Token numbers must have a value [4] Automatically generate Token number

Email [“] Only accept numeric token numbers ] Personnel number must be unigue
Password Policy

Lockdown

User Profiles

User Interface

Backup -

x Cancel

Auto generated token numbers must be in the following range - If using biometric
readers with no token, IA can automatically generate the next available token number
with the click of a button. These will normally start with 1 and increase sequentially.
This option can be used to ensure that the automatically generated number starts at a
given number, as shown above.

/)
‘ V Accept

Token numbers must have a value - this option defines whether users can be created
without a token number, which will then need to be added at a later date

Only accept numeric token numbers - this should only be deselected under certain
conditions, for example if the system uses hexadecimal token numbers.

Automatically generate token number - this option enables the button in the IA User
Interface to automatically generate token numbers.

If Personnel number must be unique is ticked, an Employee / Visitor / Contractor
Personnel number cannot be duplicated

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd




Identity Access Configuration

23.5 |A Configuration > HID Mobile Access

The HID Mobile Access screen needs to be configured if HID Mobile Access
credentials are to be issued directly from the Identity Access software. The strings to
be entered into the Company ID, Client ID and Client Secret fields will differ for each

customer For further information, see Application Note: HID Mobile Access with
Identity Access 9

88 Identity Access Configuration = x

m Identity Access Configuration
=2 SERVER - Version 8 SP1.75

-
System Info HID Mobile Access Portal
Data Retention To distribute HID Mobile Access credentials, you must login to your Mobile Access portal here.
Reports
Company ID
Cards & Readers
Client ID
HID Mobile Access
Biometrics Client Secret
Badge Printing
Extra Data Fields Options

[¥]Send email with invitation code to user

Email
[]Issue Mobile Credential ID with invitation

Password Policy Assign Mobile ID to Access
Primary Token 5 Ccm | Test
Lockdown —
User Profiles
~  Advanced
User Interface

Backup -

The above data strings will be provided by your vendor.

Send email with invitation code to user - when ticked, the system will automatically
generate an email to the user with the invitation code to download and activate the
Mobile Access token.

Issue Mobile Credential ID with invitation - When ticked, IA will issue the credential
with the invitation code when simplifies the process. Controlsoft recommend that this
is selected unless the customer has more than one credential type (e.g. H10301 and
Controlsoft 47-bit). in this scenario, leave this option unticked and select the required
credential type once the invitation code has been accepted.

The Assign Mobile ID to option allows a mobile credential to be allocated to a
specific token field such as the Primary Token or Secondary Token 1, for example:
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Assign Mobile ID 1o
Primary Token -

Primary Token

Secondary Token 1
Secondary Token 2
Secondary Token 3
Secondary Token 4

Secondary Token 5

The Advanced options allows access to the URL strings for contacting the HID Mobile
Portal. The strings must not be changed unless instructed to do so by Controlsoft
Technical Support.

Once all the data is entered, click the [Test] button to test the connection to the
credential server. If the test is successful, click [Accept].

23.6 |A Configuration > Biometrics

The Biometrics screen allows configuration of Morpho fingerprint readers:

’R Identity Access Configuration
=

SERVER - Version 9 SP1.75

System Info

Biometric Device Profiles Enroliment Settings Advanced
Data Retention
Reports Biometric Device Profiles
Cards & Readers If you need to change biometric device profile settings, duplicate an existing profile to edit

it, or add a new one.
HID Mobile Access

TR r %

Biometrics @ Add gJ ‘ -k_)J Duplicate @
Profile Name Type A

Badge Printing -

T=| 01.Biometric Only - ACU mode. (34 Bit) System
Extra Data Fields !‘J 02. Biometric Only - Standalone mode. System
Email !‘4 03. Biometric Only - Standalone mode. (T&A enabled) System

L] o4. Biometric or PIN - ACU mode. (34 Bit) System
Password Policy 2 +|  05. Biometric or PIN - Standalone mode. System
Lockdown !J 06. Biometric or PIN - Standalone mode. (T&A enabled) System

&J 07. Biometric or Mifare CSN 34 bit - ACU mode. System
User Profiles & :| 08. Biometric or Mifare CSN 34 bit - Standalone mode. System
User Interface o :| 09. Biometric or Mifare CSN 34 bit - Standalone mode. (T&A) System

L | 10. Biometric and Mifare CSN 34 bit - ACU mode. System v

Backup -

‘ W Accept x Cancel

In Identity Access version 9, profiles are pre-configured for a variety of reader
operating modes, significantly reducing the time required to set up Morpho readers.

NOTE: These profiles cannot be edited, but can be copied using the
[Duplicate] button and the copy can then be edited.
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Biometric Device Profiles

To create a new profile, click on the [Add] button. Alternatively, if you simply wish to
edit an existing profile, select the required profile and click the [Duplicate] button.

a5l Morpho Device Profile -4

Morpho Device Profile Wizard

Profile Identification

Profile name

of 02. Biometric Only - Standalone mode.

Description
Relay and logging enabled.

[#] Realtime logging enabled
Log retrieval interval (Seconds)

60

-

‘ @ Back x Cancel

Profile name - Rename the profile as appropriate

Description - amend the description to easily identify the purpose of the profile
Realtime logging enabled - if this option is ticked, reader logs will be uploaded to IA

Log retrieval interval - define how frequently logs are uploaded
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Profile Identification

Profile name

100. Biometric Only - Standalone mode fast logs.
Description

Relay and logging enabled with faster log retrieval.

[¥] Realtime logging enabled
Log retrieval interval (Seconds)

10

Click [Next]

ot Marpho Device Profile x

Morpho Device Profile Wizard

Biometric Device Settings

General Settings

Wiegand Profile

Standard 34 bit h
Language

English =

Threshold Settings
Biometric Threshold (Preset)
Recommended =

Threshold Value
J

1 2 3 4 5 4] 7 8 9 10

o .0 .[x .

The default Wiegand Profile is Standard 26 bit. For any other profiles (example
Controlsoft 47 bit) please contact Controlsoft Technical Support

Select the Language to be used (example English, Spanish, French).
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The default Threshold Settings is Recommended. We advise that this is not changed
unless advised by Controlsoft Technical Support

Click [Next] to continue

a5 Morpho Device Profile 4

Morpho Device Profile Wizard

Multi-factor Mode Settings

Multi-Factor Mode
Biometric Mode =

MA Sigma, MA Sigma Lite, MA Sigma Lite+ Multi-Factor Modes

[#] Biometric CIHID iClass
[CIwiegand In [ Mifare Classic
[JKeypad [CJHID Prox

[ Dual Authentication

MA 100, 500, J, VP Multi-Factor Mode
Mode

o .[© .[x .

Multi-factor Mode should be set to Biometric Mode for fingerprint only, or changed
to Custom for fingerprint and card

When Multi-factor Mode is set to Custom, Smart Card Mode can be selected as Smart
card or Device

If the fingerprint reader is an MA100, MA500, J-Series or VP reader, the MA100,500,J,VP
Multi-Factor Mode can be selected between Biometric Only (fingerprint only),
Weigand in (a card reader connected to the fingerprint reader), Keypad (PIN), HID
iClass, MIFARE or DESfire.

If the fingerprint reader is an MA Sigma, MA Sigma Lite or MA Sigma Lite+, the Multi-
Factor Modes can be selected as Biometric, Proximity Card, Wiegand in, Keypad, HID
iClass, MIFARE Classic / DESfire / DESfire EV1

Click [Next] to continue
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a5l Morpho Device Profile x

Morpho Device Profile Wizard

Access Control Mode Settings
Access Control Mode

Standalone =
[Ji-Net ACU LED Control

[Jsend wiegand ID

Relay is active

Relay Duration (Milliseconds)

3000

Relay State
Low b

Request to Exit Mode
Push Butten =

Q0 .© .X .

The Access Control Mode should be set to None if MorphoManager is used, iNet
ACU if connected to an iNet or Standalone if no iNet controller is used.

If Standalone is selected, Relay Duration defines how long the door control relay will
activate (3000 for 3 seconds). Select Request to Exit Mode as Push Button for REX
operation.

NOTE: The Relay Duration is in milliseconds, for 3 seconds, enter 3000

Click [Next] to continue
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a5l Morpho Device Profile x

Morpho Device Profile Wizard

Time and Attendance Settings

[ Time and Attendance Enabled

[¥] Mandatory use of function keys

IN

ouT

IN DUTY
OuT DUTY

o .[© .[% ..

Time and Attendance should only be enabled when used with MorphoManager. When
using Identity Access, the iNet will manage Time & Attendance.

Click [Next] followed by [Finish]
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23.7 |A Configuration > Badge Printing

If you installed HID Asure ID software, the default configuration is suitable for most
applications.

m Identity Access Configuration
= SERVER - Version 9 SP1.75

.
System Info Badge Printing

Data Retention Badge printing require HID Asure ID software to be installed. An Asure

ID license is required per workstation that needs to print cards.
Reports

Cards & Readers Asure ID Database

Select data source
HID Mobile Access
Default Data Source
Biometrics
Default Data Source | Microsoft Access SQLserver Oracle

Badge Printing .
The default Asure ID data source is selected

Extra Data Fields
Email
Password Policy
Lockdown
User Profiles

Card Designer Login
User Interface User name  admin
Backup - Password bl

& X
Accept Cancel

For use with Identity Access, leave the data source as Default Data Source

The Card Designer Login of admin and admin is the default credentials for Asure ID.
If you change these credentials in Asure ID, you will need to change these fields as
well.

The Card Designer Field Mapping fields are preconfigured for use with Identity
Access and should only be changed if requested by Controlsoft Technical Support.

Asure ID requires a separate licence (part number IA-AID). Enter the licence key
supplied by your vendor under Register copy of Asure ID together with your details
to register the software.

23.8 |A Configuration > Extra Data Fields
|

The Extra Fields tab is used to configure Extra Data Fields within the Identity Access
software.
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Extra Fields are extremely flexible and very simple to generate. For example, to create
an Extra Field to indicate whether an Employee has a valid driver's licence, first select
Employees, then select CHECK for a check box from the dropdown list.

’& Identity Access Configuration
Z SERVER - Version 9 SP1.75

System Info Extra Data Fields

Data Retention Extra Data Fields are for storing custom data against an employee, visitor or contractor.

Reports
Employees
Cards & Readers
TEXT - || Add || Remove |

HID Mobile Access | index [ Extra Field [

Biometrics

Badge Printing
Extra Data Fields
Email

Password Policy No Settings Available

Lockdown

User Profiles

User Interface

Backup -

‘ : Accept x Cancel

Click [Add], then fill in the details under CHECK Field Setup, in this instance,

¢ Description = "Valid Driver's Licence"

e 1st Answer = "Yes"

e 2nd Answer = "No"
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Click [Apply].

l& Identity Access Configuration
Z SERVER - Version 9 SP1.75

Cards & Readers

CHECK || Add || Remove \ CHECK Field Setup
HID Mobile Access | i || Eirn Fckd [ 3 )
escription
Biometrics ! Valid Driver's License
1st Answer
Badge Printing Yes
Extra Data Fields 2nd Answer
Nal

Email

Password Policy

Lockdown

User Profiles

User Interface

Backup -

System Info Extra Data Fields
Data Retention Extra Data Fields are for storing custom data against an employee, visitor or contractor.
Reports

Employees

‘ : Accept

| Appiy |

D

Cancel

23.9 IA Configuration > Email

Email Templates can be created to allow emails to be sent whe generating Mobile

Access Credentials, or as an Action following a defined Event.
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& Identity Access Configuration
. SERVER - Version 9 SP1.75

System Info Email Templates

Data Retention Create custom email templates to be sent when an event occurs. After creating the email
template, create an Event and an Action in Identity Access.

Reports

Cards & Readers Add ‘ Edit H Duplicate H Remove ‘

HID Mobile Access Template Name From T

Biometrics
Badge Printing
Extra Data Fields
Email

Password Policy

Lockdown

User Profiles

User Interface

Backup -

‘ : Accept x Cancel

To create an Email template, click the [Add] button and enter the following
information:

otl Email Template Settings x

Email Template Settings

Description

SMTP Server Settings

Server Mame

Port ]

Use the following type of encrypted connection: | None &
Username

Password

x Cancel

‘ : Accept

Description: add a meaningful name for the template.
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SMTP Server Settings: Enter the SMTP Server Name, Port number, encryption
method, Username and Password for your email account.

Click on [Email] in the side tab.

ol Email Template Settings X

Email Template Settings

Description

"Friendly Name" <address@company.com> or address@company.com

From

Multiple email addresses must be seperated by a comma.
(123@xyz.com,abc@test123.0rq)

To

CC

Subject

Test

Body

x Cancel

‘ : Accept

From: The email address of the sender
To: The email address of the recipient
CC: The email address of anyone else to be copied into the email

NOTE: It is possible to enter multiple email addresses in the To and CC
fields, simply separate them with a comma as shown on the screen.

Subject: A meaningful subject so that the email can be recognised as important by the
recipient

Body: The main body of the email

NOTE: The Subject and Body can be edited when creating the email
action to ensure that it is relevant to the event detected.

To test the email, click the [Test] tab:
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otl Email Tem plate Settings x

Email Template Settings |

Description

"Friendly Mame" <address@company.com> or address@company.com

From

Multiple email addresses must be seperated by a comma.
(123@xyz.com,abc@test123.0rq)

To

cC

Subject

Body | Test |

[ show trace | e |

x Cancel

Click the [Test] button to send a test email. the display will indicate whether the test
was successful.

‘ : Accept

23.10 IA Configuration > Password Policy

The Operators tab defines the level of security required when operators log into the
system.
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;!;!dentit,'Ac:essCunﬁgurﬁtwon - = X

m Identity Access Configuration
= SERVER - Version 9 SP1.75

Cards & Readers .
Password Policy

HID Mabile Access Adjust the password policy which operators must adhere to. This applies to Administrators and
. Managers.

Biometrics

Badge Printing Auto Lmn

Extra Data Fields [Jenable Automatic Logon

User name Admin
Email

Password
Password Policy
Lockdown Minimum password length
i

User Profiles .) . . . ' . . . . f . . N

g 9 10 11 12 13 14 15 16 17 18 19 20
User Interface .

[IMust include lower case characters
Backup [Must include upper case characters

[JMust include numeric numbers
Databases [JMust include special characters

Network

Services

x Cancel

Auto Logon - It is possible for Identity Access to automatically logon with specific
account credentials by ticking Enable Automatic Logon box and entering the
username and password for an authorised operator. This can be useful when installing
and configuring a system to make it simpler to repeatedly start the software but this is
not recommended in normal use as it effectively removes the password security of the
system.

/)
‘ V Accept

The remaining options enforces constraints on the strength of Operator passwords

Minimum Password length - The minimum password length can be adjusted
between 8 and 20 characters.

Must include lower case characters - The password must include at least 1 lower
case character (e.g. a, b, ¢

Must include upper case characters - The password must include at least 1 upper
case character (e.g. A, B, C)

Must include numeric characters - The password must include at least 1 numeric
character (e.g. 1, 2, 3)

Must include special characters - The password must include at least 1 special
character (e.g.!, @, >)

The screen above shows the default settings, at least 8 characters and need not include
lower case, upper case, numeric or special characters.
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23.11 IA Configuration > Lockdown

The Lockdown tab defines whether Lockdown buttons are always displayed in the 1A
User Interface

008 | dentity Access Confiauration —

m Identity Access Configuration
= SERVER - Version 9 SP1.75

Cards & Readers

Lockdown Settings

HID Mabile Access [Jshow lockdown buttons on dashboard even if no lockdown inputs are configured
Biometrics
Badge Printing
Extra Data Fields
Email

Password Policy
Lockdown

User Profiles
User Interface
Backup
Databases
Network

Services

x Cancel

NOTE: Lockdown is only available when an IA-PRO or IA-ENT license
has been applied.

/)
‘ Q/ Accept

23.12 IA Configuration > User Profiles

The User Profiles tab defines whether the size and positions of screens are
remembered per operator. If selected, changes to screen location and size made by
one operator does not affect the layout shown to other operators.
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{82 Identity Access Configuration _ = X

m Identity Access Configuration
= SERVER - Version 9 SP1.75

Cards & Readers
User Profiles

HID Mabile Access Specify the way that the user interface components are stored on a per user basis
Biometrics

[+] Active Reset user profile
Badge Printing

Main A User Interface All Users | Reset
Extra Data Fields Theme
Email Main window size and location

Manager Windows
Password Policy . .
Main grid

Lockdown Side Panel

Viewer Windows
User Profiles

[¥]Main grid
User Interface E| Side Panel
Backup Dashboard
Databases Settings Dialog Boxes
[JLocation
Network Size
Services Wizard and Tools Dialog Boxes

T

< X
Accept Cancel

Active - ensure this option is ticked to enable user profiles

Reset User Profiles - reset operator profiles, either for everyone or by operator
group.

Main IA User Interface - define which elements of the software can be adjusted by
operator

Settings Dialog Boxes - define whether Location and/or Size can be adjusted per
operator

Wizard and Tools Dialog Boxes - define whether Location and/or Size can be
adjusted per operator

23.13 IA Configuration > User Interface
|

The User Interface tab defines whether multiple instances of Identity Access can be run
simultaneously.
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m Identity Access Configuration
= SERVER - Version 9 SP1.75

Cards & Readers -

User Interface Settings

HID Mabile Azcess [] Allow running multiple instances of the IA User Interface
Biometrics
Badge Printing
Extra Data Fields
Email

Password Policy
Lockdown

User Profiles
User Interface
Backup

Databases

Network

Services

‘ W Accept x Cancel

Allow running multiple instances of the IA User Interface - tick this option if you
want to run an instance for each Operator

23.14 |A Configuration > Backup

The Backup tab defines one or more Backup Sets to define which databases are
backed up, the destination folder and the frequency of the backup.
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g!;ldentityAccessCunﬁgurat\on - B X

l& Identity Access Configuration
. SERVER - Version 9 SP1.75

Cards & Readers

Backup

HID Mobile Access Define how often you require data to be backed up.
Biometrics
Badge Printing BaCkuP sets

[ Add |
Extra Data Fields ———

Backup Set Name
Email
Password Policy
Lockdown
User Profiles
User Interface
< >

Backup

Global backup settings
Databases Retry failed backups
Network Maximum number of retry attemps: 3 =

Wait 5 > minutes between retry jobs

Services

‘ : Accept x Cancel

Backup Sets allows us to define one or backup definitions. Click the [Add] button
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ol Backup Settings - B X

Backup Settings

[«] Backup I& Main database [v] Backup IA Access log database
[+] Backup IA System log database  [v] Backup 1A T/A log database

SQL Server backup folder (Accessible by SOL Server to store backups)
Ch\ProgramData\Controlsoft\|dentityAccess\Backup', | |

Some storage locations may require explicit authentication. Specify
authentication credentials below, if required.

ser name
Password

Domain/Computer name

Backup destination
ChProgramDatat,Controlsofty dentityAccess\Backuph, | |

Some storage locations may require explicit authentication. Specify
authentication credentials below, if required. Otherwise, leave these fields
blank.

ser name
Password

Domain/Computer name

_——

[JRun backup at 400 AM 2 -
[(Jsun [IMon [JTue [Jwed [JThu [JFri []Sat

: Accept g i Cancel

Name - Give the backup set a name, then define which database files are to be
backed up.

SQL Server backup folder - If the SQL Service is installed on the same PC as Identity
Access this section can be ignored. If the SQL Service is installed on a different PC as
Identity Access, define the relevant details to communicate with the SQL Service

Backup Destination - Define the folder where the backup are to be saved and, if
needed, the relevant details to ensure that IA can communicate with the destination

device. NOTE: Never save backups to the same device that runs the IA Server
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software, always backup to physically different device such as a Network Storage
Device.

Run backup at - Define the time and which days to perform the backup.

{88 (dentity Access Configuration - = x
’R Identity Access Configuration
= SERVER - Version 9 SP1.75
Cards & Readers Ba:kup
HID Mobile Access Define how often you require data to be backed up.
Biometrics
Badge Printing BaCkl.lp sets
) | Add | Edit | Remove
Extra Data Fields
Backup Set Name

Email 3 Daily backup

Password Policy

Lockdown

User Profiles

User Interface

< >

Backup
Global backup settings

batabases Retry failed backups
Network Maximum number of retry attemps: 3 =
Wait 5 > minutes between retry jobs

Services

x Cancel

Retry failed backups - Define how many attempts should be made to backup the
database before giving up and delay between each attempt.

‘ W Accept

Automatically delete old backups - to reduce storage requirements on the backup
device, you can limit the number of backup files saved.
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23.15 IA Configuration > Databases

The Databases tab is used to point to where the SQL database is installed

88 Identity Access Configuration = x

m Identity Access Configuration
= SERVER - Version 8 SP1.75

Cards & Readers Database Connection Strings

HID Mobile Access Identity Access must be connected to the database in order for it to launch.
Biometrics
Badge Printing Server name AIDENTITYACCESS " ‘ @

Extra Data Fields Authentication SQL Server Authentication -

Username sa
Email d
T ik

Test

Password Policy

tockdoun Main Database | IAMain -[®
User Profiles I Access Log |AAccessLog -
User Interface System Log IASystemLog

T/ALog IATALog B
Backup
Databases Access Log Buffer |IAAccLogBuffer -
Network System Log Buffer  |ASysLogBuffer -

T/A Log Buffer IATALogBuffer -
Services

‘ Qy Accept x Cancel

NOTE: DO NOT change these strings unless instructed to do so by
Controlsoft Technical Support.
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23.16 IA Configuration > Network

The Network tab is used to configure the network settings.

{22 Identity Access Configuration

m Identity Access Configuration
= SERVER - Version 8 SP1.75

Cards & Readers
Network

HID Mobile Access Identity Access Server listens for Clients on all network interfaces. To specify a specific

) interface, enter the IP address.
Biometrics
_— [Jiisten only on a specific address

Badge Printing

IP Address
Extra Data Fields

Use IP Version |IPV4 and IPV6
Email
Ports

Password Policy Do not adjust the ports unless it is required.

Lockdown

Listen Port (Log Service) 19000
User Profiles Listen Port (Download Service) 19100
User Interface Listen Port (Log Service User Interface) 19001
Backup Listen Port (Download Service User Interface) 19101

Databases

Network

services

x Cancel

Listen only on a specific address - with this option unticked, the Server will
communicate with Clients on any of the IP Address ranges configured on the Server's
network card. If the option is ticked and a specific IP Address entered for the Local
Host (e.g. 192.168.0.200), only clients on the same network range (192.169.0.1 to
192.168.0.254) will be able to communicate.

2
‘ Q/ Accept

Use IP Version - choose from IPV4 only, IPV6 Only or IPV4 and IPV6

Listen Port (Log Service) and Listen Port (Log Service User Interface) - these are
ports used for all Log Server communications

Listen Port (Download Service) and Listen Port (Download Service User Interface)
- these are the ports used for all Download Server communications

NOTE: The above default values should not need to be changed unless
requested by Controlsoft Technical Support
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23.17 IA Configuration > Services

The Download Service tab is used to define features such as whether debug tools are
shown in the Download Server and whether Fire Roll Call report is automatically
printed when a fire alarm is generated.

{22 Identity Access Configuration _ = x

m Identity Access Configuration
—d

SERVER - Version 8 SP1.75

Cards & Readers Advanced Service Settings

HID Mobile Access Do not change these settings unless specified to do so by Controlsoft or your system
’ installer.

Biometrics

Badge Printing Service Manager Settings

Require login
Extra Data Fields

Log Service Ul Settings
Emal [“]Require login
Password Policy
Download Service Ul Setting
Lockdown [“]Require login
[JShow Debug Tools

User Profiles

User Interface Databasel rter Service Ul Setting

P

[“]Require login
Backup

Databases Start / End of Day
Start of day 08:00 0
Network
End of day 18:00
Services
= Tasks v

~
\ v
Accept Cancel

If a Require login options are enabled, the relevant services will require an operator's
credentials to run. While unticking these can be useful when installing and configuring
the software, Controlsoft strongly recommend leaving these options ticked when the
installation is complete to avoid unauthorised access. When configuring Operator
Permissions, selected Operator Groups can be barred from accessing these services.

The Show Debug Tools option will enable additional diagnostics in the Download
Service user interface.

Start of day and End of day are used for features such as Time & Attendance and
automatically invalidating cards at the end of the day.

The Tasks options are designed to remove tasks that have been in the queue for a
long time. Controlsoft strongly recommend that these options are both selected.

The Sync iNet Time and Date allows flexibility in how frequently the iNet clocks are
synchronised with the PC's date and time.

The timers under the Startup option should not be changed unless instructed to do so
by Controlsoft Technical Support.

Enabling the Perform incremental download to Morpho devices will ensure that the
Morpho fingerprint reader databases are always fully up to date.

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Identity Access Configuration

Automatically reset Anti-Passback will reset APB at the specified time each day. This
can be useful, for example, to reset APB at 2am to negate any tailgating that may
occur when users leave the building each evening.

The Objects on iNet option defines whether data downloaded to Master and
Downstream iNets is checked for integrity. Tick the box Enable object confirmation
to enable the option. The two timers define how frequently the system checks
"unconfirmed" objects (i.e. data that has not been confirmed as correctly downloaded)
and "confirmed" objects (i.e. data that has been confirmed as correctly downloaded).
Controlsoft recommend leaving these timers on the default settings of 5 minutes for
unconfirmed objects and 30 minutes for confirmed objects. The option Object
confirmation is only active at specific times allows a schedule to be set up which
defines when data in the Master and Downstream iNets is checked.
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24  Appendix A - Product History
v9.1.88 - Released May 2024 (Recommended minimum firmware version 9.054)

e NEW FEATURE: SQL Server Express 2022 now installed by default and upgraded on
standard Identity Access installations.

e NEW FEATURE: AES-256 Encryption between iNet Controllers and Identity Access
software.

e NEW FEATURE: Inclusion of "Bulk Enrol" feature.

e NEW FEATURE: System Integrator and Administrator Operators now setup on
installation.

e NEW FEATURE: Facility Codes can now be added from within the Facility Code fields.
Facility codes now enabled by default.

e NEW FEATURE: Inclusion of Automatic Personnel Numbers.
e NEW FEATURE: Inclusion of iNet IP Utility included with installation.

e NEW FEATURE: Inclusion of Rebuild, Update and Quick Setup buttons within System
tab.

e NEW FEATURE: Inclusion of new Support and Manual options in the Home tab.

e NEW FEATURE: Inclusion of System Integrators details form which links to Home >
Support.

e NEW FEATURE: Inclusion of Database Tools & Diagnostics Tools in Identity Access
User Interface.

e NEW FEATURE: Menus are now highlighted for easier navigation.
e Backups now pre-configured to daily at 13:00.

e Latest version of MSO enrolment drivers for support with MSO-330 enrolment
devices.

e "Setup” and "Management" tab name change to "System" and "User Admin".
e Inclusion of "All Door / All Hours" and "Working Hours" groups.

¢ "IA Configuration”, "Diagnostic Tools" and "Database Tools" log in automatically
when logged into Identity Access as an administrator.

e Fix for HID iClass 47 Bit - Biometric profiles not sending Wiegand data.

Changes to Biometric profiles to allow for secondary token numbers to be used on
"Biometric OR" profiles.

e Changes made to the IA Configuration Options table to prevent occasional lose of
data.
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¢ General translation fixes throughout the software.
e Hardware defaults now match the iNet 1DR and 2DR covers.

e AsurelD version updated to V7.8.5.308

v9.1.75 - Released October 2022 (Recommended minimum firmware version 9.046)
e Inclusion of new 1DR and 2DR controllers
e Network Scanner added to iNet Configurator

e Fix for Sentinel issue when upgrading

v9.1.72 - Released January 2022 (Requires Firmware version 9.036 or later in all
controllers)

e When using the ANPR integration, the user's Vehicle Registration is now displayed
on the user overview screen.

e When adding Facility Codes in IA Configurator, it is now possible to set a default
value

e Feature added to iNet Configurator to find iNets, their IP Addresses then being
added to a dropdown list to access the devices

¢ Sentinel driver updated to v8.23

e "User Interface” tab added in IA Configuration utility to "Allow running multiple
instances of the IA User Interface”.

v9.1.67 - Released July 2021 (Requires Firmware version 9.032 or later in all
controllers)
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Sentinel driver updated to v8.21

Standalone Controller Configurator renamed to iNet Configurator
Facility Code included in data import

Column added to door manager to show whether it is an APB door
Improved linking of Morpho reader to card reader for a given door

If a Morpho reader is selected in a group, the appropriate card reader / APB door
will be selected automatically and visa versa

It is now possible to reset APB status for all users via the Dashboard as well as Timed
Reset option

Reset APB option added for individual users / groups via the Option Wheel
Duress implemented for fingerprint, token and/or PIN
Max number of doors per master controller limited to 32

Edit button included in Employee Information screen when using the identify ID
token feature

To accommodate updated screens, recommended screen size changed to 1280x800

Option wheel added to the access log viewer so access allowed and access denied
events now allow the appropriate user to be edited, reported on or details copied to
clipboard

Access denied events for a card not allocated to a user now has an option wheel
entry to add the user

Introduction of user profiles
Changes to IA Configurator for user profiles
Two additional themes — Office 2013 dark and Office 2013 Light

Addition of integrated Backup feature

v9.1.44 - Released November 2020 (requires firmware version 9.026 or later in all
controllers)

IA-STD renamed to |A-LITE
Maximum number of doors/readers for IA-LITE limited to 12
Maximum number of doors/readers for IA-PRO limited to 64

New license introduced IA-ENT, unlimited number of doors
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Windows services introduced, Log Server is now Log Service and Download Server is
now Download Service. Service Manager has been introduced to access the user
interface for these services.

Controller Status display added to confirm that all data on Master and Downstream
iNets is correct.

Introduction of '‘Advanced' features - Object Groups, Counters & Timers, Inputs &
Outputs, Graphics Designer, Events & Actions

Compatibility added with HIKVision ANPR camera (not available with IA-LITE)

IA Server Configuration and IA Client Configuration replaced with single utility
called IA Configuration

Lockdown no longer available in IA-LITE

Facility Code added to user configuration to avoid issues with multiple cards with
the same card number but different FACs

AntiPassBack now supported across Master Controllers.

Facility to allocate Temporary tokens to Visitors has been removed, but is now
available to Contractors

System log now indicates when Master and Downstream controllers connect and
disconnect

Asure ID updated to v7.8.0.262

It is now possible to set the maximum number of concurrent downloads in the
Download Service Home screen

Facility added to remove permission for Operators to operate Lockdown

Reliability of AntiPassBack improved by adding System Log events for 'Zone
Changed' and Zone Not Changed' during entry and exit.

Default I/O for Normal Doors no longer include Door Contact

Default I/O allocation for airlocks and turnstiles amended to make better use of iNet
/0

Default I/0 allocation amended for iNet alarm inputs

Morpho profiles added for simpler configuration

Controller Manager now displays devices programmed onto controller's RS485 bus
Enhanced details added to system log when users are edited

Sentinel Licence software updated to v7.92

Colours used for I/O Usage changed:
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o Green = Input is available to use
o Yellow = Input already programmed elsewhere
o Red = Input programmed to two different functions which needs to be resolved

o Grey = Input not available

v8.0.245 - Released April 2019 (requires iNet firmware version v8.016 or later in all
controllers)

e Windows 7 and Windows Server 2008 Operating Systems no longer supported

e Inclusion of Object Confirmation to check integrity of data in Master and
Downstream controllers

e Operator password constraints relaxed

v8.0.229 - Released September 2018 (requires iNet firmware version v98.37.020 or
later in all controllers)

Inclusion of RS485 Aperio system

Revised Time Zone configuration screens and improved resolution of Time Zones

Ability to link Time Zones to Access Schedules in Morpho Sigma fingerprint readers

Inclusion of HID OSDP readers
e Timeout for Door Held Open alarms extended to 1800 seconds (30 minutes)

e To avoid clutter on the alarms screen, any given alarm will only be displayed once,
until cleared. Further activations are still logged in the System Log.

v2017.1.534 - Released August 2017 (requires firmware version v98.36.017 or later in
all controllers)

¢ Improved communication protocols for faster data transfer

Inclusion of Elevators

Inclusion of Site Lockdown

Inclusion of DropBox card collector

First Swipe Rule for secure release of doors on Time Zone

Simplified installation sequence

Inclusion of camera support
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Access Control Status report
Multiple tokens for each user
Input type for monitoring BreakGlass

Input types for monitoring Mains Fail, Battery Fault and PSU Fault

v2016.4 - Released January 2017. Following features and benefits included:

Facility added to print multiple cards simultaneously

Ability to print Visitor and Contractor cards

Importing users from Controlsoft Pro also imports photographs
Issuing HID Mobile credentials simplified by removing one step.
Default for purging event logs is now 3 months (was 1 month)

Maximum number of Time Zones increased from 16 to 63 (requires iNet firmware
v98.34.21.9 or later)

"Tag Valid From" can now be set to the nearest minute
Supports "Latched" door operation (requires iNet firmware v98.34.21.9 or later)

Data transfer speed increased during Uploads and Downloads (requires iNet
firmware v98.34.21.9 or later)

Morpho devices now support "External Profiles" for increased flexibility
Issue with "Must change password at next login" resolved

Changes can now be made to the Client Configuration and Server Configuration
utility while 1A User Interface is open

Issue with the "Logoff" button now resolved
Fire Roll Call report now runs from the IA User Interface running on a Client machine

It is now possible to create 24 doors on an unlicenced version of IA rather than 23 in
previous version.

Issues with AntiPassBack resolved.

v2016.3 - Released October 2016. Following features included:

Licence now transferable
Access Reports can be filtered by Company and Department

Increased security on Download Server and Log Server

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Appendix A - Product History

e Inactivity reports added

¢ Improved stability in communications with controllers

v2016.2 - Released August 2016. Following features included:

e Licence Manager added

e Airlocks

o AntiPassBack

e Fingerprint Enrolment (a Morpho MACI licence will also be required)
e Fire Alarm Rollcall report

e Time Sheet Reports

Turnstiles

Integration with Asure ID (an HID licence will also be required)

Integrated issuance of HID Mobile Access credentials

Identity Access Express withdrawn

NOTE: To upgrade a copy of Identity Access Express to v2016.2:

1. Install Microsoft SQL Management Studio 2014 (available from
www.controlsoft.com) and backup the LocalDB database

2. Uninstall Identity Access v2016.1, then install Identity Access v2016.2 (available
from xxx.controlsoft.com)

3. Use Microsoft SQL Management Studio 2014 to restore the original database

v2016.1 - Initial Release
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25  Appendix B - Types of Door

Within the Identity Access software, it is possible to select 4 types of door, namely
Normal Door, Turnstile, Airlock and Aperio Door.

NOTE: To use Turnstiles or Airlocks, Identity Access Professional is
required.

25.1 Normal Door

The term Normal Door refers to a standard single leaf type of door. When selected,
the software shows the graphic for a single leaf door as shown below:

Ncﬁnal Coor

[+] Electronic Lock
[¢] Door Contact
[]Lock door when door opens

[#] Exit Button A
[#] Exit Button B

[«] Door Alarm
[+] Break Glass

The components required for the door to operate are:

ﬁ Electronic Lock: This is a relay output used to drive a Maglock, Strike Lock or
similar. The relay output can be programmed for Normal or Inverted operation
for maximum flexibility in the choice of lock type.

J Door Contact: A door contact connected to an input on the controller is used
to detect when the door has been opened. The input can be programmed for
Normally Closed or Normally Open operation for use with any door contact.

Lock door when door opens: If this option is NOT selected, the door will be released
for the full door release time. Selecting this option will truncate any remaining release
time as soon as the door starts to open, so the door is secured as soon as it closes, not
at the end of the release time. This is often seen as a higher security option.

Exit Button A Request to Exit (REX) button can be used to release the door

from within the protected area. A REX is not required if the door uses an IN

and an OUT reader. The Identity Access system support a second REX button
Exit Button B, so in a reception area, one can be fitted at the door and another at a
receptionist's desk. The input can be programmed for Normally Closed or Normally
Open operation for use with any type of REX.
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1 Door Alarm: This is a relay output used to drive a sounder when a Door Forced,
" orDoor Held alarm is generated or when a breakglass has been activated. The
relay output can be programmed for Normal or Inverted operation for
maximum flexibility in the choice of sounder.

B Break Glass: A Breakglass is used to physically remove power from the lock to
provide free access. One of the internal switches is connected to an input on the
controller used to detect when the breakglass has been activated. This information is
then displayed on the Alarms tab on the Dashboard, and will activate the Door Alarm
output (if programmed). The input can be programmed for Normally Closed or
Normally Open operation for use with any breakglass.

25.2 Turnstile

The term Turnstile refers to a mechanism which limits access through a doorway to
one person at a time. When selected, the software shows the graphic for a turnstile as
shown below:

| Turnstile |

[#] Electronic Lock & ﬁ E E
[#] Rotation Sensor A y o )

[#] Exit Button &

[#] Electronic Lock B
[+] Rotation Sensor B
[#] Exit Button B

[#] Door Alarm
[#] Break Glass

The components required for the turnstile to operate are:

ﬁ Electronic Lock: This is a relay output used to allow the Turnstile to rotate. Use
Electronic Lock A for anticlockwise rotation and Electronic Lock B for clockwise
rotation. The relay output can be programmed for Normal or Inverted operation for
maximum flexibility

ﬁ Rotation Sensor: The rotation sensor is connected to an input on the
controller to detect when the turnstile has rotated. Use Rotation Sensor A for
anticlockwise rotation and Rotation Sensor B for clockwise rotation. The input can be
programmed for Normally Closed or Normally Open operation

Q Exit Button: A Request to Exit button is used to release the Turnstile from
within the protected area. A REX is not required if the Turnstile uses an IN and an OUT
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reader. Use Exit Button A for anticlockwise rotation and Exit Button B for clockwise
rotation. The input can be programmed for Normally Closed or Normally Open
operation

-
Door Alarm: This is a relay output used to drive a sounder when the turnstile
has been forced. The relay output can be programmed for Normal or Inverted
operation for maximum flexibility

E Break Glass: A Breakglass is used to physically remove power from the lock to
provide free access. One of the internal switches is connected to an input on the
controller used to detect when the breakglass has been activated. This information is
then displayed on the Alarms tab on the Dashboard, and will activate the Door Alarm
output (if programmed). The input can be programmed for Normally Closed or
Normally Open operation for use with any breakglass.

25.3 Airlock

The term Airlock refers to a double door configuration whereby the first door must be
closed before the user can open the second door. When selected, the software shows
the graphic for an Airlock as shown below:

| Airlock |

| Coor A | Door B Other @

Electronic Lock & J

[¢] Door Sensor A ; e
Exit Button &

[¥]Red LED A ﬁ
Green LED A

ﬁ Electronic Lock A defines the output that controls the lock

J Door Sensor A defines the input that monitors the door contact which detects
when the door has been opened

g Exit Button A defines the input that monitors the Request to Exit button to
release the door
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e Red LED A defines the output that controls a red LED to indicate that the door
is locked

@ Green LED A defines the output which controls a green LED to indicate that the
door is unlocked

| Airlock |

Coor A | DoorB | Other 6
i i ﬁ

[#] Electronic Lock B
[¢] Door Sensor B
[#] Exit Button B
[]Red LED B

[#] Green LED B

Each of the inputs and outputs for Door B are defined as per Door A

| Airlack |

CoorA  DoorB | Other

[#] Panic Button
Select door to open

Last door used ~
[#] Presence Detector

[¢| Door Alarm
[¢] Break Glass

g Panic Button defines which input is used to monitor an optional Panic Button
for the user to activate in the event of a problem. The Panic Button can activate 'Door
A' or 'Door B' or, as in the above example, the 'Last door used'.

%)

‘# Presence Detector defines the input that monitors a push button or movement
sensor to indicate that the user is inside in the airlock, which then releases the other
door.
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-
Door Alarm defines the output which triggers in an alarm condition (Door Held
Open or Door Forced)

E Break Glass: A Breakglass is used to physically remove power from the lock to
provide free access. One of the internal switches is connected to an input on the
controller used to detect when the breakglass has been activated. This information is
then displayed on the Alarms tab on the Dashboard, and will activate the Door Alarm
output (if programmed). The input can be programmed for Normally Closed or
Normally Open operation for use with any breakglass.

25.4 Aperio Door

Aperio locks can be used to replace existing handles and cylinders to integrate them
into the Access Control system. This can provide a quick and efficient way to upgrade
door handles or cylinders with mechanical locks.

ASSAABLOY

NOTE: Aperio locks do not support "Out" readers, so some Identity Access
functions such as Location and AntiPassBack cannot be used with Aperio locks.

For detailed instructions on how to setup Aperio Wireless devices, see Knowledge
Base - Aperio Wireless Guide
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26  Appendix C - HID Asure ID Software

The Controlsoft Identity Access installation includes a copy of HID Asure ID®. This is
an ideal choice for organizations looking for an affordable and easy-to-use photo ID
card software with direct integration with the Controlsoft Identity Access database.

Asure ID Enterprise has additional features like compound data fields, batch printing,
conditional design and print rules, and password protection.

NOTE: The copy of Asure ID supplied with Identity Access is a 30 days trial copy.
To use Asure ID beyond the 30 day trial period, you will require a licence.
Please contact your vendor for further details.

For detailed instructions on how to setup Asure ID, see Knowledge Base - AsurelD
Guide
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Certain card types are encoded with a facility code. A facility code makes
administration of the system simple and can help against duplicated card numbers. If
a facility code is encoded to a card then the requirement is turn on facility codes
within Identity Access. Below are examples of cards that do not use facility codes and
some that do:

Cards without facility codes:
e Controlsoft Prox (Part number: AC-71XX)
e Mifare/Desfire reading card serial number (Part number: AC-714X / AC-718X)

e Identity Access cards (Part Number: IA-CRD / IA-FOB / IA-MFSIO)

Cards with facility codes:

e HID iClass / Prox / SEOS cards (HID-20XXXXXXX / HID-13XXXXXXX / HID-
S50XXXXXX / HID-30XXXXXX)

e Mifare/Desfire cards encoded with HID Secure Identity Object (Part number: AC-
714X-SIO / AC-718X-SIO)

If required, to turn on Facility Codes within Identity Access:

1. Click on System and select Configuration

Home  View Reporting User Admin System Advanced Tools

&M!hﬂ

Operators | Controllers Doors Card Readers Morpho Readers

ez | W &

Rebuild Update Quick Setup

Cameras Elexators Configuration

Operators Access Control Settings Engineer

2. Select Cards & Readers

3. Tick Use Facility Codes
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'EEEICIEI'TIZ, Access Configuration _ = X
lgé Identity Access Configuration
SERVER - Version 9 SP1.83
System Info
| Facility Codes " Secondary Tokens ” ANPR H Duress Access H Validity H Token Settings
Data Retention
Reports Most cards utilise a facility code for enhanced security. Enter your facility codes here.

Cards & Readers
[#] Use facility codes

HID Mobile Access ‘ add || Edit H T |
T

Biometrics Facility code description Facility code Default

Badge Printing
Extra Data Fields
Email

Password Policy
Lockdown

User Profiles
User Interface
Backup
Databases
Metwork

Services

Your facility codes will be applied to all of your door controllers when you connect to them.

‘ : Accept x Cancel

4. Click Add (or you will have the option to add a facility code later when adding the
User)

5. Fill in a Description for this facility code (this can be the same value as the facility
code itself) and the facility code value

{22 Facility Code Settings

Facility Code Settings

Description
Controlsoft

Code
100|

‘ : Accept x Cancel

6. If the following message appears: click Yes if you would like to change everyone
without a facility code to have the newly added code, OR press No if you do not
want to change any currently added users.
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ot Identity Access X

Identity Access Configuration

Some of the facility codes were removed or modified. All the persons in the
system must be checked to see if their token numbers must be updated. Do you
want to proceed?

‘ ; Yes
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28  Appendix E - iNet webpage

The iNet controller has a web page which provides information on the status of the
controller and certain legacy controller settings can be set. The layout of the page will
depend on the firmware version used. This section will show screens from firmware
version 9.054.
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To access the webpage, go to System > Controllers. Single click the controller to

highlight and click the @@I this will load the device within your default web browser.
If you are presented with the following message, press "Advanced" and select
"Proceed to XXX XXX XX.XX"

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.57.22 (for example,
passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHCRITY_INVALID

Q To get Chrome's highest level of security, furn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is 192.168.57.22; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Procesd to 192.168.57.22 (unsafe)

The landing page displays the login screen to the iNet door controller. If a password
has not yet been set, this will ask you to set the password. Type in your password and
select "Login".
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i-Net Login

Password :

You will be presented with 3 options.

i-Net Settings - Allows you to view the internal controller settings. These are used on
legacy Controlsoft installations.

i-Net Status - Allows you to view the status of the iNet controller.

i-Net Configuration - Allows you to change the network settings / update the
firmware of the iNet controller.

i-Net Main Menu

EMS Version : EMS V09.054 - Two door controller
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i-Net Settings

v @ i-Net Settings x o = ] X

<« c @ Notsecure  hitps//192.168.57.22/controllersettings.php?card_length=328restrict=0 w a

i-Net Settings

i User: inet-admin

EMS Verston : EMS V09.054 - Two door controller

Local control - Running

Property Current Value Default Value
Protocol SOLO IDR  APERIO  OSDP S0LO
Senal Port Jdev/ttymxce? /dev/ttymxc?2
Serial Port Baud Rate 9600 9600
Card Data Length O 24bit @ Full Card Number Full Card Number
Local Configuration Port 5555 5555
léz;(;;c‘r Access to Facility O Yes ® No Yes
Facility Code 00 0 0
Facility Code 01 Nothing
Facility Code 02 Nothing
Facility Code 03 Nothing
Facility Code 04 Nothing
Facility Code 03 Nothing
Facility Code 06 Nothing
Facility Code 07 Nothing
Facility Code 08 Nothing
Facility Code 09 Nothing

O I e

Protocol: The SOLO protocol is used for all iNets connected as Master / Downstream
devices and for Master iNets connected to Expanders. IDR is only relevant to
Controlsoft legacy equipment. The APERIO protocol is used with Aperio RS485 hubs
and OSDP is used when the Master iNet is connected to HID OSPD readers

Serial Port: This must be at its default setting unless instructed otherwise by
Controlsoft Technical Support

Serial Port Baud Rate: This must be at its default value, unless using the IDR or OSDP
protocols. For IDR, the baud rate should be set to 19200. For OSDP, the baud rate
should be set to 115200.

Card Data Length: 24 bit indicates that the card number is truncated to 24 bits (plus
parity). Full Card Number indicates that the whole card number is used (e.g. 34 bit,
47 bit, 56 bits).

Local Configuration Port: This must be at its default value unless instructed otherwise
by Controlsoft Technical Support

Restrict Access to Facility Codes: This shows Yes if the controller is set to use site
code data from the card. The following 10 fields indicate which site codes will be
white listed in the controller.
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i-Net Status

H & ‘ 3 EMS Controller Status % | +  ~~ — O *
< =D Mo (@ | 192.168.0.170/cgi-binfemsproperties.cgi?status ¥ = 7 =
EMS Status

Terminal Status

3
[
.
L
[=2)
=]
—
(=

0 1 11 12 13 14 15
1 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0

Last Card Details

Terminal Address Scanner Address Tvpe Number
0 1 Card 60535

Online Control

Online Status Session Status
0 1

Database Summary

Number of Cards
Number of PINs

Number of Logs

Number of distinct permissions

Number of identities 1 disk queue

[ e T [ e e Y Y o Y e )

Number of group members in disk queue

Terminal Status displays the devices connected to the iNet's RS485 bus. In this
example, we have device address 0 (the Master iNet itself), and a device with address
1.

Last Card Details shows information on the last number read by the system. Terminal
Address is the address of the device that read the number (0 being the Master iNet),
Scanner Address is the Reader Port that the data came through, Type indicates
whether the data is from a card or a PIN, Number indicates the card number / PIN
read, Site Code indicates the facility code of the card that was read.

Local Control indicates whether the Controlsoft application on the iNet is Running.
Access Control Software - Session Status will show if the iNet controller is
connected to the Identity Access software.

Database Summary displays an overview of the configuration of the iNet, the
Number of Cards and Number of PINs, the Number of Logs waiting to be
uploaded and the Number of Distinct Permissions (if everyone has access to all
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readers all the time, this is 1 distinct permission. If someone is then given access
through 1 door in the mornings only, this will be a second distinct permission).

Number of identities in disk queue and Number of group members in disk queue
relate to the number of users downloaded to the controller that have not yet been
saved in the controller's database

NOTE: These displays are not live. To update the screen, simply press the
[Refresh] button

i-Net Configuration

¥ @ i-NetConfiguration X o+ = O X

&« [&] @ Notsecure  Ritps//192.168.57.22/emsconfig.php Y

i-Net Configuration

User : inet-admin LogO t

Local control - Running

EMS Version : EMS V09.034 - Two door controller

Network Communication

Access Control Software
mterface mode

® TCP/IP Server

Centroller Unique ID (UUID) : 1c1723b3-d190-573d-8299-27081f15b584

- TCP/IP Client IP Address :[127.00.1 Port ol

Network Interface

IP Address assignment : () Dynamic (DHCP) ® Static

Dynamic Static

IP Address 192.168.57.22 192.166.57 22
Netmask 255.253.255.0 255.255.265.0
Gateway 192.168.57.1 Enabled

(]
DNS Servers _| Enabled |0.0.0.0

0.0.0.0

e e i

Access Control Software interface mode - this feature is not used with Identity Access
V9 and should not be changed.

Network Interface allows you to manually update the controllers IP Address,
Netmask, Gateway or DNS Servers settings.

Note: If Network Interface settings are changed a Save and Reboot is required for the
changes to take affect.

Firmware Upload is used for updating the firmware of the iNet Controller. For more

information on updating firmware see Knowledge Base: Performing iNet Controller
Firmware Updates
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29  Appendix F - AntiPassBack

AntiPassBack is a feature available in Identity Access when a Professional or Enterprise
Licence is installed which prevents illegal card movement when entering the building.

Consider the example where a token is used to move from outside to inside, then the
user passes the token to someone else through an open window. When the second
user attempts to use the same token to move from outside to inside, AntiPassBack will
ensure that access is denied.

To use this feature, enable AntiPassBack for each external door,

o
H

{28 Door Settings -

Door Settings

Mame
Front Door
- | Door Type
L/( General Normal Door =
)6*- On master controller network
/O Settings
1‘-“ J Ground Floor controller =

Q_ﬂ Time Zones Controller which manages this door

m Master Controller v

é e I/0 Overview of the door controller
INPUTS [ et | QUTPUTS
<7 Notes o] [0 [Z) [Electronic lock on door This Door
Door sensoron door 'This Door’ » m
Break glass ondoor This Door’ 'y -:
[@EN [N
erel [ENE
ol s] N
CE]| Rsses [
OLT A0 RO
@I R[]

[Joverride all lockdown levels
[ override Lockdown Level 2
(I:l Enforce Anti Passhack )
[#] Force door open if fire is detected
[]Dropbox
[¥] Active

x Cancel

‘ ; Accept
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When allocating Access Rights for Groups, be sure to allocate Card Readers for doors
without AntiPassBack, and APB Doors for doors with AntiPassBack

!!;Gruup Settings

Mame

Finance

llzers

Card Readers

Controlsoft Identity Access Management Software © 2024 Controlsoft Ltd



Appendix F - AntiPassBack

If any User Groups are to be exempt from AntiPassBack, select Overide AntiPassback

for that Group.

!!EGFDUD settings

Mame

Finance

Group Settings

| i
i aUSvars

Card Readers

E Morpho Readers

List of users that belong to this grou

Employees that belong to this grou

Q@
Drag a column here to g
Last Mlame
Contains: W Col

Contractors — “isitors | Employess

]

[ Time and Attendance Group
[ ] owverride Anti Passback )

[]Requires extra time at door

If a user tailgates and finds themself in an incorrect AntiPassBack zone, it is possible to

reset APB as follows:

To reset APB for ALL users - click the Reset ALL APB button in the dashboard:
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9 482

Time Zones Public Holidays| | Companies Groups |Emplow
Access Control Site

User Status # “Access

% User Status 4 @
OM SITE | OFF SITE

g( Reset all APE

To reset APB for a group of users - select the appropriate group in the Groups
manager screen and left click the mouse to display the option wheel, then select Reset
APB:
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\"® Home View Reporting | Management| Setup Advanced Toal
b “"""‘--..\_ i i
S G4 B3 2

Time Zones Public Holidays| | Companies Groups |Employees Visitors Contrad
Access Control Site

Users

© 0O | v

Refresh @ oo |

Contai T
Filters Add
* %} &? | Al Staf :
Reset APB Remove,
Report Edit

To reset APB for an individual user - select the appropriate user in the Employee /

Visitor / Contractor manager screen and left click the mouse to display the option
wheel, then select Reset APB:
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- - ..‘. -‘l
| - z
=%/ Home View Reporting | Management | Setup  Advanced
oy ‘-‘“‘""H e
'681 \.ej‘ [ "‘1‘5! ""il 2' 55

Time Zones Public Holidays| | Companies Groups |Employees Visitors Co

Access Control Site Users

Employees

@@J@Jﬂ Slio | gz W™ | % »

@ Token Mi

Last
Contains: Fr Refresh Oﬂg “3ins:
E @ Cross
= Filters Add
* & W James
E‘ & Velasgl g‘ L\} @ @
Reset APB Remoe
. .
hOE
b 4
Report Edit

Finally, it is possible to automatically reset APB at a specific time each day. If thisis
selected for, say, 2am, it could prove useful to negate any tailgating while users leave
the building each evening. This options is selected in the IA Configuration Services tab

(see 1A Configuration - Services)[z7)

NOTE: Identity Access v9 DOES support AntiPassback across Master controllers,
but ALL controllers MUST be fitted with firmware version 9.025 or later for this

to work.
Older versions of Identity Access DO NOT support this feature.
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30 Appendix G - IA Morpho Configurator

The IA Morpho Configurator is a small utility which is used to configure Morpho
fingerprint readers. The utility can be run from the start menu by selecting Start >
Controlsoft > IA Morpho Configurator, or from within Identity Access by selecting
Tools followed by the Morpho Configurator button in the ribbon bar

| A
SE®S  Home View Reporting Management Setup Advanced | Tools

® % @&

Import Data Export Data Expu:urtTa Morpho Configurator Ji-Met Configurator

Impaort / Export Marpho i-Met

ﬁ Maorpho Configurator

]
H

qu Morpho Configurator

IP Address Connection Information

Subnet Mask N/A

[IMA Legacy Device Gateway Address NJA
Hostname MN/A

‘% Connect

Preferred DNS Address N/A
Alternate DNS Address  MN/A

Mode N/A

UNKNOWN DEVICE IP Address Settings
Mode () Static () DHCP

IP Address

Subnet Mask

Gateway Address

Hostname

Preferred DMNS Address

)
Alternate DNS Address %

| Property | Value
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Enter the IP Address of the fingerprint reader and click the [Connect] button

ﬁMorphoConﬁgurator - ¢

0% 3
.

Morpho Configurator

IP Address Connection Information
192.168.0.223 subnet Mask 255.255.255.0
[JMA Legacy Device Gateway Address 192.168.0.1

Hostname Masigma-lite-plus

‘% Connect

Preferred DMS Address

Alternate DMNS Address

Mode Static
MA SIGMA Lite+ WR IP Address Settings
Mode (®) Static () DHCP
IP Address 192.168.0.223
Subnet Mask 255.255.255.0
Gateway Address 192.168.0.1
Hostname M#Asigma-lite-plus
Preferred DNS Address
Alternate DNS Address ‘% Update
| Property | Value ~
lf_fi Mame MA SIGMA Lite= WR
| Firmware version 432
lf_/j Serial number 16235MLO006582
4 Part number 293667795
.ﬁ Specific part number 293667795
lf_/i License D 283673201-16151511424-03405585273
|f_’i Licenses MA_PACMA_WIFLBCLVERIF; MIMA; MA_TAMA...
,r_fj Reader type Unknown reader type o0
< >

‘ x Close

Connection Information provides details of the connection to the reader

IP Address Settings allows for changes to be made to the connection to the reader.
Simply enter the required changes and click [Update]

The final window displays details of the reader itself, whether it has an integral reader,
the firmware version, serial number etc.

NOTE: The first four digits of the serial number is a manufacturing date
code, in this example 1623 gives a manufacture date of 2016, week 23
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31  Appendix H - Controller Status

The Controllers status screen gives an overview of whether configuration data has
been successfully transmitted to the Master and to the Downstream controllers. To
access the Controller Status, select Controllers in the System menu, select the
required controller and click the Controller Status button:

3\

e Home View Reporting Management | Setup | Advanced Tools

Operators|| | Controllers Doors Card Readers Morpho Readers | Cameras Elevators| | [Configuration

Operators Access Control Settings

Controllers

QW4 U X
Mame Metwork Address Master | 1 2
Contains: S Contains: ETd

» u & |ground floor 192.1683.201 u u

The Controller Status window will now appear on the left-hand side of the screen.
Select the Overview tab then the Master Controller button:

Controller Status - Master overview

| Overview | Users  Access Control
I ) |
I Object I A | controller | =
m Firmware Version EMS V09.025
m CPU M502
<Hl protocol n
a Employees 3 3
% Visitors 0 o |
% Conftractors o o
=
;& Groups 1 1
& Group Members 3 3
@ Group Readers 2 2
f_}_;) Time zones 1 1 ||
E Doors 1 1
h Readers 2 2
i' Elevators 0 o
:-d‘ Public Holidays o o .
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The Master Overview screen shows the current configuration in the Identity Access
database, and the same information in the Master Controller database. As can be seen
from the above example, all data has been correctly downloaded.

The Downstream Overview button will display a list of the downstream controllers on
the system and a number of status parameters:

Controller Status - Slaves overview

| Overview | Users Access Control

S uf®
@t e

T T T T T T T
485 Address Download Mode Access Control Users Communication Errors Last Error P

& idle oK oK 0 EMs

RS485 Address — the address of each downstream controller on the bus

Download Mode - ‘Idle’ indicates that the downstream controller is fully operational.
If the Master controller cannot communicate with the downstream controller, this
status will show as ‘Not Connected’

Access Control - 'OK'’ indicates that all access control configuration data has been
correctly downloaded

Users — 'OK’ indicates that all users have been correctly downloaded

Communication errors — this is a count of all communication errors between the
Master and the downstream controller

Last error — the time and date of the last communication error
FW Version — this shows the firmware version in the downstream controller

FW Download Progress — when firmware is being sent to the downstream controller
from the Master, this will show the progress

FW Download Started — this will show when the Master started to download firmware
to the appropriate downstream controller. Knowing when the download started and
the progress, it is possible to estimate the time remaining

CPU Type - this will display whether the downstream controller is fitted with an M502
processor board, or an older M501

Last Updated - this indicates when the Download Service received status data from
the downstream controller

Two further buttons are available on this screen as shown below:
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Controller Status - Slaves overvi

| Overview | Users  Access Control

*
%

- Clear communication errors on selected downstream controller

- Clear communication errors on all downstream controllers

To access more detailed information on the downloaded data, click on the Users tab

and click the refresh button @J :

Controller Status - Employees

Overview | Users | Access Control

Qb adsd &k
Last Mame First Mame Downloaded Confirmed Confirmation Date ﬁ Master H 1
Contains: ¥ Contains: T Equals: F Contains:  Equals: i
¥ 3 Evans Jack 3/16/2020 9:45:05 AM Yes 3/16/2020 3:58:35 AM & &
3 Smith John 3/16/2020 9:45:22 AM Yes 3/16/2020 9:58:35 AM 6’ @
3 Smith Sam 3/16/2020 9:39:50 AM Yes 3/16/2020 9:58:35 AM 6’ @

The following information is now displayed:

The name of the employee

When the employee was downloaded

Whether the download has been confirmed as successful
When the download was confirmed as successful

Whether the employee exists in the Master and each downstream controller (users will
not exist in a master/downstream controller if they have no access to any doors on
that controller)

Eight buttons are provided for the following functions:
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Controller Status - Employees

First Mame

@"‘ - updates the display at any time

Lé’ - if an employee is showing as NOT Confirmed, this button will send a
confirmation request to check that the employee has been successfully updated

go

- displays a list of employees
A
@ displays a list of visitors

]
= - displays a list of contractors

‘g; - displays a list of groups
2
< _ displays a list of users in each group

h‘ - displays a list of the readers in each group

To view whether configuration data has been successfully downloaded, click on the

Access Control tab and click the refresh button @ .

Twelve buttons are now available to check the downloaded status of different
information:

Controller Status - Time zones

Cverview  Users | Access Control |

\ O 9B-m 2T m? y§

@"‘ - updates the display at any time

L']'? - if a door is showing as NOT Confirmed, this button will send a confirmation
request to check that the door has been successfully updated
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U displays a list of time zones on the system and whether they have been
successfully downloaded

- displays a list of doors on the system and whether they have been successfully
downloaded

'E - displays a list of readers on the system and whether they have been successfully
downloaded

g displays a list of elevators on the system and whether they have been
successfully downloaded

= displays a list of public holidays on the system and whether they have been
successfully downloaded

H - displays a list of timers on the system and whether they have been successfully
downloaded

LU displays a list of counters on the system and whether they have been
successfully downloaded

LA displays a list of inputs on the system and whether they have been successfully
downloaded

v . displays a list of outputs on the system and whether they have been successfully
downloaded

‘i' - displays a list of object groups on the system and whether they have been
successfully downloaded

The example below shows that the Front Door and the Server Room are associated
with the Master controller whereas the Back Door and Warehouse are associated with
downstream controller 1. The data for all 4 doors have been confirmed as successfully
downloaded.
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Controller Status - Doors

Overview  Users A&cessControI|

Ol Blmw2Tmwiv§
Name Downloaded Confirmed Confirmation Date ﬂ Master a 1 2 3
Contains: ¥ Equals: r Contains: F Equals: i
* ! Back Doar 3/16/2020 9:3%:04 AM Yes 3/16/2020 10:03:40 AM &
! Frant Door 3/16/2020 9:3%:04 AM Yes 3/16/2020 10:03:40 AM i
! Server Room 3/16/2020 9:3%:04 AM Yes 3/16/2020 10:03:40 AM 54
! Warehouse 3/16/2020 %:39:04 AM Yes 3/16/2020 10:03:40 AM &

The second example below shows that the 3 users have been downloaded to the
master controller, but have not been forwarded to the downstream controller

Controller Status - Employees

Overview | Users | Access Control

@ ™o n = n
O asd s &5 h-
Last Name First Name Downloaded Confirmed Confirmation Date ﬂ Master ﬂ 1
Contains: F Contains: r Equals: F Contains: S Equals: T
* g Evans Jack 3/16/2020 5:45:05 AM Yes 3/16/2020 9:53:31 AM & x
3 Smith John 3/16/2020 9:45:22 AM Yes 3/16/2020 %53:31 AM & -4
3 Smith Sam 3/16/2020 %3950 AM Yes 3/16/2020 %53:31 AM & )4
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Duress was implemented in Identity Access 9.1.48, the operation of which is described
below:

to use Duress, first enable the feature in the IA Configuration | Cards & Readers |
Duress Access

88 Identity Access Configuration _ = x

m Identity Access Configuration
=2 SERVER - Version 8 SP1.75

-

System Info —
Facility Codes | Secondary Tokens ANPR Duress Access || Validity | Token Settings
Data Retention

Reports If you are using the duress options, enable it and define which Secondary Token field you want
to use to store the duress tokens.

Cards & Readers

HID Mobile Access [JUse Duress Finger
Store Duress Finger token in Wiegand Format

Biometrics

Badge Printing
[Juse Duress Token

Extra Data Fields

Store Duress token in

Email

Passw Ps /
asswiord Policy [CJuse Duress PIN (Token & Pin Only)

Lockdown Store Duress PIN in
User Profiles

User Interface

Backup -

~
\ v
Accept Cancel

For Duress via a fingerprint reader, tick the box Use Duress Finger and define which
Secondary Token field will be used for the duress finger (the default is Secondary
Token 2 but any unused field can be selected)

For Duress via an alternative token, tick the box Use Duress Token and define which
Secondary Token field will be used for the duress finger (the default is Secondary
Token 3 but any unused field can be selected)

For Duress via an alternative PIN (when access via Token AND PIN is selected), tick the
box Use Duress PIN and define which Secondary Token field will be used for the
duress finger (the default is Secondary Token 4 but any unused field can be selected)

Click on Accept to save the changes.

NOTE: When access via Token AND PIN is selected, duress can be
generated using your normal Token and the Duress PIN.

Once Duress is selected, duress information must be entered per user using the
Secondary Token tab in the Employee Settings screen:
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g!;Er'pI:-,&& Settings o= x
[y
Employee Settings ‘
Title Eirst Mame Middle Mame Last Mame
~ | Oliva Cross

Secondary token 1

@Pho’co Duress Finger token
gFin erprints
P Duress Token
al Mobile Access
Duress PIN
E Tekens
]j Extra Data Secondary token 5
e'\l_&l Contact
# Events
<7 Notes

‘ : Accept x Cancel

Duress Finger token will be filled in automatically when a duress finger is enrolled

Duress Token needs to be enrolled for a token to be used for duress

If one or more card readers have the Reader has a PinPad attached option selected ,
use the Duress PIN field to enter an alternate PIN which will generate a duress when
used in conjunction with the usual token.

NOTE: Duress is only applicable to Employees, and does not work for
Visitors or Contractors.
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33 Appendix J - Database Importer

The Identity Access Database Importeris an application designed to import personnel data
from a third-party data source into Identity Access. Employees, contractors or visitors could
be created, deleted or amended in sync with the customers primary datasource.

The data source is managed via a .Net script so it can be anything from a text file to a
database table. The import is executed on a configurable schedule and the source datais
transformed to match the requirements of Identity Access. The Identity Access Database
Importer enables third party software to be the primary or a supplemental employee-
manager for Identity Access.

Identity Access Database Importer Overview

Database Importer

DB Importer DB Importer
Windows User
S Service Interface
Importer
IAMain 9 I
'% - |: DB Importer
r - Configuration
ll‘-' > .
gt
DB L
Importer Seript
Source

__,_)l Data

The three main components in the import system are ldentity Access, Database Importer and
the Source data.

The source data can be retrieved from any data source that can be accessed using .NET, for
example, CSV Files, SQL Server database, REST API’s, etc —almost any DataSource that can be
opened by .NET. In addition, itis possible to access data from a 3rd party application.

The Identity Access Database Importer must be installed on a machine where Identity Access
(Server) is already installed. The installer will let you know if Identity Access is not installed
and then terminate the installation. The source data, however, may reside on a separate
machine connected to the same LAN or WAN, or even cloud storage.

The .NET script defines which data elements are read from the source data, and the system
configuration defines how frequently the data is read, which can be between 1 minute (5
minute recommended) and 24 hours. This data is then used to populate the Database
Importer database, which is an intermediate database, from which data is accessed by
Identity Access.

NOTE: DBimporter only requires read accesses to the source data.
DBimporter never writes or changes the source data.
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As well as importing user data, Database Importer can also import defined tasks. This
feature, would allow, for example, an on-screen button on the source data system, to trigger
an event (such as opening a specific door) on the Identity Access system, further enhancing
the flexibility of the integration.

Whilst the software installation is a straightforward process, configuring the system via the
.NET script can be more complex, as there are numerous options on how to access the
various data elements from the valid source data formats. For example, the source data
could be:

e SQL database ( e.g. a membership system)

e Oracle database

e (CSVFile
e RESTAPI
f§ Identity Access Database Importer - B X

MName Mext Scheduled Run Mext Scheduled Task Run  Description
@ CSVFile /A /A CSV File Test
@ RestData M/A N/A Rest API Test
@ Membership Database N/A NiA SOL Database Test source=DBImporterTe
< >

Current Task: Searching for records that must be deleted

Idertity Access  Source Database Results

Date Time Message ~
,ﬁi 2023/06/14 11:52:02 Deleted 0 contractors from ldentity Access
.ﬁi 2023/06/14 11:52:02 Deleted O visitors from [dentity Access
r’;’i 2023/06/14 11:52:02 Deleted 0 employees from |dentity Access
r‘;’i 2023/06/14 11:52:02 0 records were marked for deletion from ldentity Access
,ﬁi 2023/06/14 11:52:02 Updated O records in |dentity Access
,ﬁi 2023/06/14 11:52:02 Added 500 records to ldentity Access
.ﬁi 2023/06/14 11:52:01 Adding Incremental download tasks
r’;’i 2023/06/14 11:52:01 Checking |dentity Access to see if any records must be deleted. v
< >
Version 3.012  License: VALID Database Importer Service: Connected

If you are interested in integrating Database Importer into your Identity Access system,
please contact Controlsoft Technical Services on 01451-844896, or email
support@controlsoft.com
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Identity Access Version 9

Copyright (C) 2015, 2024 Controlsoft.
All Rights Reserved

You should carefully read the following terms and conditions before using this
software. Unless you have a different license agreement signed by Controlsoft, use of
the product identified above (SOFTWARE PRODUCT or SOFTWARE), indicates your
acceptance of this license agreement and warranty.

GRANT OF LICENSE.

1. Controlsoft grants to the user a limited, non-exclusive, non-transferable, royalty-free
license to use one copy of the executable code of the SOFTWARE PRODUCT on a
single CPU residing on the user's premises.

2. The SOFTWARE PRODUCT is licensed as a single product. Its component parts may
not be separated for use on more than one computer.

3. The user shall not rent, lease, sell, sublicense, assign, or otherwise transfer the
SOFTWARE PRODUCT, including any accompanying printed materials (if any). The
user may not reverse engineer, decompile or disassemble the SOFTWARE PRODUCT
except to the extent that this restriction is expressly prohibited by applicable law.

4. The SOFTWARE PRODUCT is protected by copyright laws and international
copyright treaties, as well as other intellectual property laws and treaties. The
SOFTWARE PRODUCT is licensed, not sold.

DISCLAIMER OF WARRANTY

THIS SOFTWARE AND THE ACCOMPANYING FILES ARE SOLD "AS IS* AND WITHOUT
WARRANTIES AS TO PERFORMANCE OF MERCHANTABILITY OR ANY OTHER
WARRANTIES WHETHER EXPRESSED OR IMPLIED. Because of the various hardware
and software environments into which the SOFTWARE PRODUCT may be put, NO
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE IS OFFERED.

ANY LIABILITY OF THE SELLER WILL BE LIMITED EXCLUSIVELY TO PRODUCT
REPLACEMENT OR REFUND OF PURCHASE PRICE.
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AC-3151 - A Reader Expander Board providing 4 inputs, 2 output relays and 2 reader
ports, capable of supporting 2 doors with IN readers or 1 door with IN and OUT
readers. The AC-3151 connects to the Master iNet via the RS485(xx] bus.

10C - An I/O Expander Board providing 8 inputs and 8 output relays. The I0C connects
to the Master iNet via the RS485/:3] bus.

Administrator - An Operator who is authorised to use all functions within the Identity
Access software.

Contractor - A temporary User with a token[ss! or fingerprint which allows access to
the system.

Door Forced - Unauthorised opening of a door.

Door Held - Detection that a door has not closed within a defined time after access
has been granted.

Download - The process of transferring configuration data from the Identity Access
software to the iNets[]

Download Service - Software which manages the communications between the
Identity Access software and the controllers.

Employee - A User with a token[ssl or fingerprint which allows access to the system.

Enrolment Reader - A reader that connects to the PC via USB, used to read the token
number when creating new users.

Facility Code - The Facility Code option embeds a hidden number on the card as well
as the card number. Controllers can then be given the ability to accept up to 10 Facility
Codes. This could be useful for large systems whereby doors at Office A will only
accept cards from employees from Office A, doors from Office B will only accept
cards from employees from Office B but the doors at the Head Office will accept
cards from all 3 sites.

Format - The process of clearing the memory in one or more controllers.

Groups - A number of Users sharing the same access rights (reader allocation, time
zones etc.).

IP Address - A unique address allocated to every IP device on the network. NOTE:
The iNet is configured as default to DHCP (it gets an IP Address from
the router), but it can be reset to IP Address 10.0.1.230.

iNet 1DR - A controller providing 5 inputs, 4 output relays and 2 reader ports, capable
of supporting 2 doors with IN readers or 1 door with IN and OUT readers.

iNet 2DR - A controller providing 9 inputs, 4 output relays and 2 reader ports, capable
of supporting 2 doors with IN readers or 1 door with IN and OUT readers.
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Log Service - Software which manages all Access events, System events and T&A
events, and stores them in the relevant database files.

MAC Address - A unique number programmed into every IP device by the
manufacturer to help identify it on the network (example 0013480252D6). NOTE:
MAC addresses for older iNets start with 001348 whereas 1DR and 2DR iNets
start with FSDC7A

Master iNet: An iNet controller connected to the software via an IP connection.
NOTE: Master iNets MUST be configured with RS485 Address = 0 on the rotary
switch.

Offline Event Log - Memory in the Master controllers used to record events when
communication to the Download Server is lost. Once communications has been
restored, events are transferred from the Offline Event Log to the Identity Access
database.

Operator - Someone who is authorised to use the Identity Access software. Operators
can be assigned Administrator(s» rights to allow them full access to all software
features.

Rebuild - The process of transmitting ALL configuration data and user database from
the Download Server to one or more controllers.

RS485 - A proprietary bus used to connect the Master iNet to Downstream iNets or
Expanders. Each device on the RS485 bus must be configured with a unique address to
identify itself.

Downstream Expander - A reader expander, /O expander or reader connected to a
Master iNet[ss3] via an RS485[as] connection (AC-3151[s2] or [OC]sx)).

Downstream iNet - An iNet[s2] controller connected to a Master iNet[=s]via an
RS485[s:1 connection.

Time Zones - Periods that can be allocated to User Groups or doors which limit access
depending on the selected period.

Token - A card or tag used at a reader to identify a User.

Turnstile - A device fitted in a doorway which restricts passage to one User at a time
in a specific direction.

Update - The process of transmitting recent configuration changes and/or changes to
the user database from the Download server to one or more controllers.

Upload - The process of transferring events from the iNets to the Identity Access
software.

User - A collective term to include Employees, Visitors and Contractors.

Visitor - A temporary User with a token or fingerprint which allows access to the
system.
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Corporate Office:
Controlsoft Limited
Security House, 82C Chesterton Lane, Cirencester, Gloucestershire, GL7 1YD

Sales:
Tel: +44 (0)1451 844896
Email: sales@controlsoft.com

Technical:
Tel: +44 (0)1451 844896

Email: support@controlsoft.com

South Africa Office:
Controlsoft (Pty) Ltd
Block 1, Pendoring Office Park, 299 Pendoring Road, Blackheath, Randburg, 2195

Sales:
Tel: +27 (0)11 792 2778
Email: zasales@controlsoft.com

Technical:
Tel: +27 (0)10 595 1266

Email: support@controlsoft.com

US Office:
Controlsoft Access Inc
811 Boyd Ave., Suite 205, Pittsburgh, PA 15238

Sales:
Tel: +1-800-340-1407
Email: namsales@controlsoft.com

Technical:
Tel: +1-800-340-1407

Email: support@controlsoft.com
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